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Abstract—The IEEE PSRC System Protection
Subcommittee Working Group C14 has
produced a report that describes practical
applications of synchrophasors in protection
applications. The report begins with the
history of synchrophasors and then goes into
issues to consider in their application. Some
existing applications are described and then
future applications that have been considered
or are in development are described. The
appendix contains applications that use
synchrophasor data but are not considered
protection applications. This is a summary of
the complete report found on the PSRC
website (http://www.pes-psrc.org click on
Published Reports).

Introduction

The availability of low cost, high precision
timing sources, such as Global Positioning
System (GPS) and IEEE 1588 compliant
network clock sources, and the networking
capability of protective relaying devices and
systems are fundamentally changing the way
that many current and future protective
relaying applications are or will be
implemented. Synchrophasor measurements,
i.e., phasor measurements with high
accuracy time stamping, have been used in a
number of protective relaying applications,
and are also being considered for many
future protective relaying applications.
Although synchrophasor measurements are
used in many other power system

applications, such as wide-area monitoring
and situational awareness applications, this
report focuses primarily on its use in
practical protective relaying applications
that either have been implemented or are
considered for future implementations. The
report provides protective relaying engineers
and the industry with practical information
in synchrophasor measurement applications
in the protective relaying area.

The report includes general background
information  about the synchrophasor
measurement technology, and several major
aspects in the application of the technology,
such as the communications needs, the
performance and interoperability
requirements,  timing  source related
considerations and other related topics. The
protective relaying applications that utilized
the technology are described in two groups,
those that have been implemented and those
that, at the time of writing, are considered to
be implemented in the future.

Definition of Synchrophasor
Measurements

During steady state in an electric power
system, the voltage and current signals are
virtually sinusoidal waveforms. A phasor is
a vector consisting of magnitude and angle
that corresponds to a sinusoidal waveform at
a given frequency. The phasor of a signal
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can be derived using Fourier transforms
utilizing the data samples of the signal
within a selected time window. For a steady
state signal, the magnitude is a constant,
while the value of the angle depends on the
starting point of samples. The angle is a
relative quantity and a reference has to be
selected.

Measuring devices are placed at different
locations in a power grid to capture voltage
and current waveforms, from which phasors
can be calculated. If the samples obtained by
the measuring devices are not synchronized
to a common timing reference, the angles of
the phasors computed at different locations
will not be comparable. This hinders the
understanding and analysis of certain power
system phenomena and the development of
certain advanced applications. To remove
this barrier, phasors measured across the
power grid should have a common timing
reference such that direct comparison is
feasible.

The IEEE standard, C37.118 defines the
term and the requirements for synchronized
measurement of phasors, or Synchrophasor.
A synchrophasor is defined as “A phasor
calculated from data samples using a
standard time signal as the reference for the
measurement. Synchronized phasors from
remote sites have a defined common phase
relationship.” As a result, synchrophasors
measured across an interconnected power
grid will have a common timing reference
and thus can be compared directly.

According to the standard, a synchronizing
source that provides the common timing
reference may be local or global. The
synchronizing signal may be distributed by
broadcast or direct connection, and shall be
referenced to Coordinated Universal Time
(UTC). One commonly utilized
synchronizing signal is the satellite signal

broadcast from the Global Positioning
System (GPS).

History of Synchrophasor
Measurements

In 1994, the IEEE PSRC working group H-7
prepared an IEEE paper that discussed
synchronized sampling of phasors for
relaying and control applications. In 1995, a
standard on synchrophasors was introduced,
IEEE 1344 [1], which was reaffirmed in
2001. In 2005, IEEE 1344 was replaced by
the IEEE synchrophasor standard C37.118-
2005 [2]. This standard was split into two
standards which were both published in
December 2011. C37.118.1-2011[3] carries
the measurement requirements from the
C37.118-2005 and extends them with
frequency and rate of change of frequency
requirements and adds performance under
dynamic conditions for all measurements.
C37.118.2-2011 [4] carries the data
communication requirements from C37.118-
2005 without significant change, adding a
new configuration message and few minor
changes for ongoing compatibility.

Impact of Reporting Rates and
Latency

Protection systems, utilizing synchrophasor
data streams (differentiated from
synchrophasor information), must be
designed to meet certain performance
criteria.  The ability to meet the overall
protection requirements may be impacted by
a variety of well understood synchrophasor
phenomenon. The following paragraphs
attempt to give guidance in regards to some
of the issues that need to be considered:

o Reporting Rate of the PMUs:
The reporting rate of the PMUs
determines the best case timing



for detecting a change that may
require protection action.

As an example, consider a
reporting rate of 30 reports per
second. This reporting rate
means that changes of data will
be sent every 33 ms, perhaps
not detecting or conveying
transient data.

Measurement Delay time:

IEEE Std. C37.118.1:2011 sets
the limit for delay time as the
result of testing the response to
steps in mangnitude and phase.
Measurement delay time is
defined as the time interval
between the instant that a step
change is applied to the input
of a PMU and measurement
time that the stepped parameter
achieves a value that is halfway
between the initial and final
steady-state values. In effect,
measurement delay time
represents the amount of time
elapsed between an event
occurring on the system and the
PMU time stamp assigned to
that event.

Response time: IEEE Std.
C37.118.1:2011 sets the limit
for response time, defined as
the time to transition between
two steady-state measurements
before and after a step change
is applied to the input and is the
result of testing the response to
steps in system magnitude and
phase. The response time is the
period of time the PMU
measurement is outside
specified error limits during a
step change and informs the

system designer of the response
of internal filtering associated
with PMU measurement.

Measurement Latency:
Whereas the reporting rate sets
the best case communications
time, each individual PMU
may have internal latencies in
measurements and
communications capability that
may be greater than the
reporting time period. Not all
PMUs have the same latencies
(e.g. from measurement to
transmission). Protection
system design should account
for such internal latency in
order to determine if the
selected equipment can actually
achieve the desired protection
scheme performance. IEEE
Std. C37.118.1:2011 sets the
limit for measurement latency
which is the maximum period
(specified as integer number of
reporting periods). The test
report for PMUs considered for
relaying applications should be
reviewed by the system
designers to determine the
measurement reporting latency.

Impact of intermediate
systems: The performance
characteristics of intervening
communications and data
concentrators need to be well
understood.  These systems
would  potentially  include
Ethernet Switches, Routers,
and Phasor Data
Concentrators(PDCs).

In regards to PDCs, a systematic analysis of
the selected implementation should be



performed to determine its impact on
communications latency and reporting rate.

Communications Requirements

Data communications requirements can
generally be categorized as bandwidth,
latency, reliability, and availability as well
as details such as connectivity and protocols.
Synchrophasor data can be carried in any
system and over any medium, but for
consistency this section will address
communications using the C37.118 protocol
in systems that are commonly used.

C37.118 is designed for transmission over
any standard communications system. Data
is transmitted in frames that consist of
several measurements that correspond to a
specific time. Frames are sent at 1 to 60 per
second. The data can be transported over
asynchronous serial (such as RS232),
synchronous serial (such as RS422), or
network communications using raw packet
transmission or a stacked protocol such as
IP. Bandwidth requirements vary depending
on the data rate and the amount of data
being transmitted.

Communications Reliability

Any synchrophasor system relying on
information  obtained from  different
hardware devices requires a reliable
communications infrastructure. Although,
depending on the application, the security
and dependability requirements may vary;
protection related schemes will typically
have a higher demand on communications
reliability than state  estimation or
visualization ~ systems, for  example.
Reliability includes the reliability of the
channel and the reliability of the
communications equipment.

One other aspect of communications
reliability that protective relaying systems
using synchrophasors should consider is the
recovery of the data stream when the
information is lost. The architecture of the
communications system can be used to
provide duplicate or alternate data paths
when the primary path is lost. Protective
relaying logic should be provided to account
for a total loss of the data stream and the
recovery time to receive the stream through
an alternate path.

Protective  relaying  schemes  using
synchrophasor measurements for protective
relaying applications should consider
reliable communications means. The data
stream should be transmitted securely and
the recovery of the data stream should be
reliable and accounted for in the schemes
logic.

Satellite Clock Issues

The Global Positioning System (GPS) time
signal is a critical part of Synchronized
Phasor Measurement systems. Loss of the
time signal is readily detected by both the
GPS satellite receiver and the Phasor
Measurement Unit (PMU) and the correct
action on loss of time signal is easily
achieved. There is also a potential for the
time signal to be hijacked and the incorrect
time be provided to a PMU without
detection.

A control or protection scheme using
synchronized phasor measurements should
have elements designed into the scheme that
limit the exposure to hijacking of the
satellite signal. The detection, prevention or
mitigation of GPS hijacking is beyond the
scope of this report.



Loss of Time Signal / Time Quality
of GPS Signal

When the PMU is successfully decoding
information from the GPS satellites and the
local time marker is consistent with that
decoded from the satellite, the time signal is
considered to be “locked.” The methods and
parameters, e.g. number of satellite signals
being received, used in determining a locked
time signal and how often the evaluation is
made will vary from vendor to vendor. If
the time signal is locked then the signal’s
quality is considered to be good.

When the time signal is unlocked then the
PMUs local clock (oscillator) begins
tracking time and there is a time drift error
that is determined by the oscillator’s
accuracy. There are 24 x 60 x 60 = 86400
seconds in a day. One percent clock accuracy
results in an error of 864 seconds for the
day. That is 14 minutes a day!

The time quality indicator code as
determined by the PMU clock function is
discussed in both IEEE Standards C37.118-
2005, and C37.118.2-2011 in section 6.2.2.
Basically the quality code defines if the
satellite signal is locked (good) and if
unlocked, the quality code defines the
current worst case drift error as “time within
T seconds,” where T ranges from 107 to 10
seconds in logarithm steps. If the error T
exceeds 10 seconds then the quality code
defines the time as unreliable. The
C37.118.2 standard includes an additional 3-
bit time quality indicator as part of the status
message that is valid at all times whether the
source indicates it is locked to a primary
source or not. This provides additional
quality indication for the actual time
reference.

The phasor, time value and quality code are
sent to the PDC (phasor data concentrator)

where the phasors measured from around the
system are synchronized using their
respective time stamps and then served to
applications. The accuracy requirements of
the application determine the usability of the
synchrophasor values based on the time
quality code.

Present Applications

The report discusses 10 different
applications that are being implemented
using synchrophasor measurements. They
are: Power Swing Detection, Load
Shedding, Line Reclosing Selectivity, Power
System Analysis, Synchrophasor Assisted
Black Start, Distributed Generation Anti-
Islanding, Automatic Generator Shedding,
Communication Channel Analysis,
Verifying Voltage and Current Phasing, and
Distance to fault.

The following is the section describing Wide
Area Frequency Monitoring as part of the
Power System Analysis.

In New Zealand, engineers were concerned
with how their power system would react to
a major loss of generation. Huntly is a
thermal generation site with an approximate
capacity of 400 MW. Whakamaru is a
substation near a small hydro generation
station. A 220 kV double-circuit line
connects the two stations (see Figure 1). In
order to confirm proper system operation,
engineers installed a synchrophasor system
with archiving capability at the Huntly and
Whakamaru Substations.
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Figure 1: New Zealand wide-area
monitoring system



By using synchrophasors to monitor the
main network near the Huntly generation
site and further away at Whakamaru,
engineers gained a better understanding of
how the system would respond if a generator
the size of Huntly was removed.

Figure 2 shows the drop in frequency as a
result of removing 200 MW of generation
from the system. Shortly afterwards, the
governors of the generators still connected
to the power system began to compensate
and bring the frequency back to nominal.

Whakamaru_Frequency Huntly_Frequency

Figure 2: Synchrophasor graph
showing frequency disturbance

What may not be immediately obvious is
that both the Huntly and Whakamaru
frequency plots are identical.
Synchrophasors allowed the engineers to
accurately plot the frequency disturbance
using an Excel spreadsheet without any
special data manipulation. Synchrophasor
relays provided distributed monitoring
points throughout the system that allowed
the engineers to measure and correlate data
not available with traditional measuring
devices. Because synchrophasor data are
already time aligned to a common reference
point, they did not need to perform post data
processing. This is a tremendous time saver,
especially if this had been a real event
requiring immediate analysis.

Future Applications

The report discusses 14 applications that are
in development or have the potential to be
viable options in the future. They are:
Voltage Instability Predictor, Loss of Field
Detection, Bus Differential Relaying, Line
Differential Protection, Distance Function,
Fine Tuning of Line Parameters,
Distribution Synchronizing, Alarms for
Encroachment of Relay Trip Characteristics,
New Trends in Adaptive Out-Of-Step
Protection, Synchrophasor Application to
Controlled Islanding, Adaptive Voting
Scheme, Real Time Voltage Measurement
Refinements, Detection of Power System
Inter-Area Oscillations, Synchrophasor
based Line Backup Protection.

The following is the section on Loss of
Field:

Loss of Field (LOF) is typically
characterized by high real power (MW) flow
out of the generator with a large reactive
power (Q) flow into the generator. Failure
of conventional LOF protection to
disconnect a large machine can result in
prolonged voltage depression or collapse.
One option for LOF backup protection is to
use a PMU that measures real and reactive
power flow into the machine, giving better
ability to detect a potential failure or slow
operation of the primary generator LOF
relay.
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Figure 3: Generating Plant LOF



For the generating unit shown in Figure 3,
assume the monitoring of real and reactive
power-flows on the line to the generating
plant using a PMU located at the substation
bus. Inverse time-characteristic relaying is
chosen that looks at the reverse Q flow into
the generator, above a preset threshold and
MW flow out of the generator.

LOF back-up logic:

‘ Qarea<Qarea+ Dt(Qset'Q) ’ ‘ Qarea=o ’

LOF Trigger Continue

Figure 4: LOF Backup Logic

To calculate the settings, first define P
(MW) and Q (MVAR). Both P and Q on the
line are assumed to be available at the
substation bus. The relay logic looks for
high values of P together with persistently
large negative values of Q in real-time using
synchrophasors.  Reset logic should be
included to prevent false tripping under
system swings. Accordingly, tripping can be
made slower under partial LOF conditions

by encoding an inverse time characteristic
on the trigger logic. The LOF back-up logic
is shown in Figure 4.

Conclusions

This paper is a summary or the PSRC
Working Group C14 report on Practical
Uses of Synchrophasor Measurements in
Protective Relay Applications. The complete
report goes into more detail about each of
the applications mentioned. Synchrophasor
measurements have been used in a number
of protective relaying applications and are
also being considered for many future
protection applications. This report has
shown some of the existing uses and the
future uses being developed. Protection
Engineers will continue to think of more
uses in the future and the manufacturers will
refine their devices to accommodate those
uses.
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