Practical Aspects While Deploying and Testing of Large Scale Synchrophasor
Systems

Vahid Madani', Mital Kanabar?®, Vasudev Gharpure®, Roger King®*, Mark Adamiak?

Pacific Gas & Electric Co - USA', General Electric Digital Energy-Canada?, Quanta-Technology-USA®,
Mississippi State Univ.-USA?

Email: vxm6@pge.com or mital.kanabar@ge.com

Abstract

Phasor Measurement Unit (PMU) and Phasor Data Concentrator (PDC) are the key elements for the
realization of Synchrophasor based Wide Area Measurement System (WAMS) applications. This paper
presents the lessons learned and initial testing results from a project involving large scale deployment of
PMUs and PDCs in North America. The effective functional design aspects of these (PMU/PDC) devices,
which enables optimum architecture based on application requirements, provides device diagnosis/status
information, and addresses anticipated challenges related to Synchrophasor data communication are
described. In addition, this paper also focuses on important architectural considerations to devise fit-to-
purpose wide area infrastructure based on specific Synchrophasor application requirements. Several
engineering trade-offs/best practices are discussed in this work.
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1. Introduction
A. Industry Standards & Guides

1) Synchrophasor Measurement Accuracy Requirements

The IEEE C37.118 proposed a method of evaluating a PMU measurement and requirements for
steady-state measurement in 2005 [1]. IEEE C37.118-2005 standard was further revised in Dec. 2011, as
IEEE C37.118.1-2011 and it adds dynamic phasor measurement and frequency measurement
requirements [2]. The PMU measurement accuracy is determined by modulation tests where a power
system signal is modulated with a sinusoidal signal for both magnitude and frequency, as shown in
equation (1):

X, = X;n(1 + Ky, cos(wt)) cos[wot + K, cos(wt — )] Q)

The response of PMU measurements should also be tested by frequency ramp test (the power system
condition with sudden generation-load imbalance); and step test of magnitude and phase (in case of
power system switching events, e.g. faults).

In addition, performance requirements are specified differently for two possible applications: 1)
Protection (P-) class; 2) Measurement (M-) class. Additionally, the requirements for errors in frequency
(FREQ) and rate-of-change frequency (DFREQ) measurements are also specified.

2) Synchrophasor Data communication techniques/protocols

Synchrophasor frames for data and command transmission, and configuration are specified in IEEE
C37.118-2005 [1], which is further enhanced by IEEE C37.118.2-2011 [3].

The IEEE C 37.118.2 communication standard, has recently been adopted in the IEC 61850 suite to
provide configuration methods, communication mapping and operation, remote controls, and security
mechanisms over a wide area [4]. Phasor data are generally transmitted as a continuous stream, which is
fit into Sampled Value (SV) models proposed in the IEC 61850 standard. Layer 3 routing of the multicast
UDP sample values and GOOSE messages is possible; hence they are referred to as R-SV and R-
GOOSE. IEC 61850-90-5 specifies IP multicasting (IGMPv3), communication mapping, configuration



methods, remote controls, and cyber security (i.e. Key Distribution Center — KDC) mechanisms over wide
area. One of the advantages of IP multicasting is discussed with example of network bandwidth
requirement reduction in following subsection of the paper. Table 1 highlights the IEC61850-90-5 in
comparison with IEEE C37.118.x-2011. IEEE PSRC WG H21 has initiated work on standard mapping
between the IEEE C37.118 and IEC 61850-90-5.

Table 1 Synchrophasor functionalities in IEEE C37.118.x and IEC 61850-90-5

Synchrophasor Functionalities IEEE C37.118.x-2011 IEC TR 61850-90-5: 2012

Measurement specifications Yes No

(IEEE C37.118.1)

Data Data frames Routable Sampled Values (R-SV)
Commands Command frames Control block (R-MSVCB); services
Configuration CFG frames (CFG-1, 2) ICD, CID files; GET services
Security No Key Distribution Center (KDC)
Dedicated Event driven mechanism Limited R-GOOSE

3) PDC guides & standard

In addition, IEEE PSRC WG C4 completed a PDC guide (IEEE C37.244) which covers performance,
functional requirements and testing of Phasor Data Concentrators (PDC) [5]. Recently, the work has been
initiated as IEEE PSRC WG C19 to develop the PDC standard (IEEE C37.247).

B. WAMS Hierarchical Architecture

Synchrophasor is the key technology for wide area situational awareness systems. Figure 1 shows high-
level hierarchy diagram of Wide Area Measurement System (WAMS). The diagram illustrates an example
of distributed intelligence architecture with hierarchy and a central location for system wide analytics for a
transmission system. Each of the substation monitoring and data concentration along the architecture
may be designed for disaster recovery and for the grid resiliency needed. A similar concept may be
applied to distribution systems based on the application requirements and the intended purpose of the
project. The security and redundancy aspects are not illustrated in this figure for simplification.
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Figure 1 Hierarchy of a typical Wide Area Measurement System (WAMS).

2. Functional Considerations for PMUs

A. Multiple CTs/VTs inputs and PMU aggregators

A synchrophasor measurement device may allow single PMU function (with measurement of single bank
of voltage and current CT/VT) OR it may offer enhanced capability to accommodate multiple CT/VT
inputs. An example is illustrated in Figure 2 demonstrating that it is advantageous to support multiple
CT/VT banks for standalone synchrophasor measurement devices. This reduces device count required in
a substation for WAMS.

With multiple CT/VT inputs and different classes of data measurement (as per IEEE C37.118.1, P- and M-
class), the synchrophasor measurement device should be able to stream individual data classes to
redundant locations. These redundant locations may be SuperPDC-A and SuperPDC-B OR SuperPDC
and historian/auxiliary PDC. In either case, both P- and M-class data have redundant streams, i.e. total 4
streams while aggregating corresponding PMUs.
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Figure 2 Synchrophasor measurement device with multiple synchrophasor measurements & aggregators.

B. Magnitude or phase error corrections

The primary signal sources for PMUs are instrument transformers, such as CTs and VTs. These
instrument transformers are not ideal, and introduce magnitude and phase errors. Based on their
accuracy class and application, the standard class or manufacturer of primary instrument transformers
can provide an estimate of these errors. The magnitude and angle compensation function in a PMU is
useful especially for protection class instrument transformers, and it allows compensation of each channel
(four voltages and four currents) individually to offset errors introduced by VTs, CTs, and cabling. The
magnitude compensation is a multiplication factor to the received IT secondary signals, and phase
compensation is an addition/subtraction to the angle of the received signal angle.

Another application could be the correction of magnitude / angles across a star/delta or a zig-zag
transformer. The positive and negative sequence components of the reference node/bus can be obtained
in PMU by compensating magnitude scaling / phase shifts due to the power transformer winding
configuration.

C. Flexibility to assign user-defined event triggers

The standardized synchrophasor data frame allows trigger bits from the different functions of a PMU (e.qg.
IEEE C37.118.2-2011 STAT word Bits-11, 03-00). The STAT Bit-11 indicates that the trigger condition
has been detected for PMUs which have trigger capability. And, the STAT Bits-03-00 presents trigger
reasons. The C37.118.2-2011 standard specifies user-defined event triggers by setting STAT Bit-3 to
high, and with other three bits (e.g. 02-00); it allows 8 possible trigger reasons which can be mapped to
achieve various wide area applications.



3. Functional Considerations for PDCs

A properly configured synchrophasor system makes measurements over a wide area in a power system.
In order to analyze and respond to events occurring in the system, the measured states of the system
need to be aligned in time. This function of time alignment is performed by a Phasor Data Concentrator
(PDC). A typical synchrophasor data concentrator system is shown in Figure 3.
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Figure 3 A typical synchrophasor data concentrator system

A PDC should be able to perform multiple functions, such as communicating with multiple PMUs, aligning
all received data by time stamp, identifying missing data, archiving the data for post event analysis,
aggregating and re-transmiting, and decimating and filtering the output streams as required by the
receiving application. Some of these functions are facilitated by a PMU’s ability to identify events based
on frequency, voltage, current, power, and status changes. The PDC system should also provide a
mechanism to enable visualization of the information for the purposes of installation, commissioning,
diagnostics, and post-event analysis. Operator visualization occurs at the Energy Management level.

A PDC system should be able to communicate with other entities in the system. Specifically, event
information needs to be collected and archived for long-term storage and further analysis. In addition, a
PDC can also facilitate local high-speed analysis for functions such as wide area out-of-step, small signal
oscillation detection, etc.

Some of the functional considerations for PDC are described below:
A. Flexible output configuration

Various wide-area applications (installed at different locations geographically) require different sets of
PMUs’ data and data rates. Therefore, it is important for a PDC to aggregate user defined synchrophasor
data-sets (received from PMU), and stream them to upstream devices (e.g. super PDC, Visualization) —
most likely composed of different data sets / signals. This way frame size (required network bandwidth)
and data processing requirements can be optimized for the WAMS application. Figure 4 shows a typical
example of channel based mapping. Output stream-1 consists of all received data, and is utilized for local
applications & archival. Output streams-2 to N are streaming data to upstream devices (e.g. regional
PDC, Super PDC, etc.) and including only those signals which are required by the corresponding
upstream device/application.
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Figure 4 Channel based mapping- an example.

B. Multiple Protocol Support & Protocol Conversion

With latest developments at international standard committees, the synchrophasor protocols include IEEE
C37.118-2005, IEEE C37.118-2011, and IEC 61850-90-5 ed.1-2012. The PMUs currently being deployed
can support a combination of these protocols and the same applies to existing Super PDCs at the control
centers. Hence, it is desirable for a PDC to not only support all these protocols, but also allow seamless
conversion among them. This feature ensures that synchrophasor data is communicated from all required
PMUs to the appropriate control center applications.

The PDC device latency and data consistency should be tested while converting protocols within a PDC.

C. Software v/s hardware PDCs

Several earlier PDC designs have been developed as software based applications, which can be installed
on a variety of hardware. In addition, a software PDC application might support various operating systems
(including non-real time). The advantage of software PDC is that it can be supported on various hardware
platforms, based on performance or processing speed requirements imposed by the application.
However, the responsiveness and inherent latency of software PDCs may not be well tested across the
myriad of hardware and operating systems upon which it will be installed in the field. Hence, the latest
embedded PDC devices are developed on specific, high-speed embedded systems with real time
operating systems. The communication stack, hard-real-time task execution, memory allocation, etc. are
optimized and fully tested/certified to obtain higher levels of performance. The detailed specifications of
the embedded PDC can be validated as a part of acceptance testing by the manufacturer, whereas,
software PDC deployed on customer’s hardware/OS requires comprehensive commissioning and testing



(as the factory acceptance test cannot be guaranteed over various hardware & operating systems). This
is especially so for a substation PDC, which should be a substation-hardened device, and it should also
be able to facilitate protection and control applications. Therefore, the embedded PDC becomes a better
choice at substation levels. Similarly, a selection of software or hardware PDCs can be made at control
center levels, depending upon application and performance requirements.

D. Multiple Data Rates, Latency, and Wait Time

The data obtained by the PDC from PMUs, installed at different geographical locations, may have
multiple reporting rates and may experience different latencies over the network. However, the PDC must
still align and structure all these received PMU data at one user-defined output rate. One solution to
address the different reporting rates it to up-convert and to normalize all rates to a common rate. On a 60
Hz system, 120 frames/sec is the least common multiple of all standardized reporting rates. On a 50 Hz
system, the corresponding value is 100 frames/sec. To address the variable data-arrival latency, a user-
defined wait-time is also implemented to ensure that delayed PMU data can be included in the
aggregated data frames.

Proper use of wait time feature, in PDC, is a balance between application, data availability, size and data
rates of data streams, and the memory available for buffering. Wait time is generally a user settable
value and will impact latency for applications. Therefore, the user needs to balance the set point
derivation.

1. Increased wait time allows more data to be collected at the PDC before processed and / or
streamed to other clients in a hierarchical architecture. Increased wait time may not be
application tolerant. The added wait time results in latency for the data that has already arrived,
but must now wait for additional data to arrive. Furthermore, the PDC is continuing to receive
subsequent measured quantities from the locations that data arrival has not been slow. An
increased wait time in the PDC requires the PDC to buffer all the arriving data for this length of
time.

2. On the other hand, reducing the wait time will reduce the data latency to the destination, but will
leave out the data that arrives late.

E. Remote Diagnostics and Status Information

The “pseudo PMU” mechanism is proposed in order to notify the internal status of the PDC to the
upstream devices. The pseudo PMU generates IEEE C37.118 and/or IEC 61850-90-5 data frames with
no phasors - only analogs and digital data fields. Internal PDC diagnostic information is then mapped into
the defined fields which can be aggregated to output streams and read by the upstream clients. The PDC
clients receive the diagnostic parameters of the PDC in form of virtual PMU data frame. For example, a
pseudo PMU can notify failure of a PMU communication port or an IRIG-B clock failure; missing message
limit exceeded; average communication latency exceeded; authentication failures; data rate output range;
etc. Also, the pseudo PMU may provide statistical diagnostic signals such as, average and variance of
communication & PMU latency; input and output data rate in kbps for a PMU; etc.

F. Local built-in Historian

There is a large amount of synchrophasor data flowing from various substations to the control centers.
PDCs are located at strategic locations, e.g. EHV transmission substation, power plant, load center,
regional control center, etc. over wide area communication network (WAN) throughout the grid. Local
built-in historian functionality allows data archival at the PDC location in parallel with reception and
transmission. The key benefits of this feature surfaces in the case of communication link/device failures.
Data that may not be able to reach the control center remains stored in the local PDC historian for post-
event diagnosis or engineering purposes.

Local data storage at a substation also requires a mechanism for data retrieval, as needed.



G. Synchrophasors Visualization

With distributed WAMS architectures, wide area monitoring applications are implemented at various
hierarchal levels, not only at control centers. If the synchrophasor viewer applications are also available at
every level, as a part of a WAMS system, it is possible to take local control actions quickly, without the
need to wait for control center intervention (for applications which are pre-approved and devised by the
control center). Figure 5 and Figure 6 provide examples of typical visualization of synchrophasor received
from the grid. The polar plot can shows comparative voltage phasors at different buses, and the trending
chart can demonstrate the trend of any desired synchrophasor quantity, e.g. angle, frequency, rate-of-
change of frequency, angle difference etc.
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Figure 5 An example of a polar plot to view synchrophasors over the grid.
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H. Flexibility of Implementing Wide Area Applications

Synchrophasor data can provide very powerful information for the various possible power system
applications. In addition to operation & control, this data can be used for diagnosis, engineering,
protection or model validation. At the time of PDC installation, it is difficult technically and economically to



deploy all possible applications. Hence, it is desirable that the PDC allows users to implement some
basic/simple math functions, to rapidly address additional needs as they arise.

4. Architectural Considerations While Deploying WAMS

A. PMU placement over the grid

The reference [9] provides a roadmap for optimal PMU placement. This paper proposes used of “Analytic
Hierarchy Process (AHP)” and the “Weighted Average Criterion” for prioritizing PMU placements. It
explains how an optimal PMU placement over the grid can be carried out carefully while balancing the
available investments for PMU deployment and envisioned WAMS applications. There are several papers
solving the PMU allocation optimization problem with objectives of Grid Observability and Controllability.
Each WAMS application may lead to a PMU location profile, and in case of multiple application
implementation, it would be left to business priorities to provide weights while making decisions. Besides
WAMS applications, another consideration is infrastructure requirements (e.g. communications
availability, existing substation IEDs, redundancy, etc.).

B. PDC allocation

Another key challenge for WAMS architecture is the allocation of PDCs over the wide area network,
and its impact on designing the communication network. As shown in Figure 1, PDC functionality is
classified based on its location in the hierarchal level, as discussed below:

1) Substation/Nodal PDC: The substation PDC is installed at high voltage substations, and can also be
connected to other, surrounding substation PMUs. The important characteristics for a substation PDC are
listed below:

e Substation hardened, rugged hardware design

e Capability to accommodate approximately 20 to 40 PMUs

e Ability to accommodate higher data rates (60 to 120 fps for 60HZ systems)

e Low internal latency (around 3 to 10 ms)

e Local and fast historian and visualization (with local data storage)

e Fast responding applications, e.g. Remedial Action Scheme (RAS), small signal stability, local
area/Adaptive protection, local control, substation state estimation, etc.

2) Regional Center PDC: The regional PDC is installed at regional control and operating centers if a
utility has this level in their power delivery hierarchy. The regional PDC’s main characteristic are as
follows:

e The ability to accommodate a large number of PMU signal (approx. 50 to 500), may be through
aggregated streams from various substation PDCs

e The ability to support data rates between 30 and 60 fps

e Moderate internal latency (approx. 10 to 100 ms)

e Support for applications related to regional operation, e.g. state estimation, post event analysis,
region event monitoring, etc.

e An interface with EMS (Energy Management System) over SCADA protocols

3) Super PDC: Super PDCs are normally installed at the main grid control center, where the grid EMS
is deployed. Typically they must:
e Support a very large number of PMU signals (more than 500 to few thousands PMUs), may be
through aggregated streams from various substation/Regional PDCs
e Support low data rates (approx. 1 to 30 fps)
e Possess moderate internal latency (approx. 100 ms to 1sec)
e Much larger interoperability & input diversity requirement
e Provide visualization comhbining SCADA/EMS and synchrophasor data
e Support Dispatch Training Simulator, RAS Training Simulator



10

e Scalable design
e Support redundant architecture
e System and self-monitoring

C. Centralized versus distributed architectures

The centralized WAMS architecture generally eliminates intermediate levels between control centers and
the substation. Most of the PMUs are either connected to a substation PDC and then to Super PDC or
directly to the Super PDCs. This design may result in lower overall latency due to intermediate devices.
However, the amount of data streams connected to super PDC is increased substantially. Therefore, it is
seen as advantageous to install substation PDCs even within centralized WAMS architecture, as the
internal latency of nodal/substation PDCs is comparatively small (between 3 and 10 ms). On the other
hand, a substation PDC in a centralized WAMS can bring several advantages, in terms of concentrating
multiple data streams, archival of the data in substation in case of communication network failures, etc.

Hybrid architecture is a combination of both distributed (hierarchical) and centralized architecture. This
can be achieved by deploying IEC 61850-90-5 based IP multicasting over the wide area network. The
IEC 61850-90-5 standard allows UDP multicasting, so that synchrophasor data can be transmitted to
multiple locations simultaneously. For example, in Figure 7, the PMU can multicast synchrophasor data
which can be received by Substation PDCs and the Super PDC during the same transmission.

D. Network bandwidth requirements

One of the major challenges with WAMS deployment is the network bandwidth requirement, due to the
high amounts of data to be transferred from substation PMU/PDC to the control center Super/ancillary
PDCs over a Wide Area Network (WAN). If the amount of data over the WAN is not optimized based on
application requirements, it can result in needlessly high bandwidth requirements and network latencies.
One of the ways of reducing the network bandwidth requirement is through the use of IEC 61850-90-5
based R-SV multicasting (IGMPv3 support). Figure 7 compares the two different communication modes:
IEEE C37.118 based unicasting over TCP/IP or UDP/IP (client/server mechanism); and IEC 61850-90-5
based UDP multicasting (publisher/subscriber mechanism). In case of unicast transport, transmission of
the data streams per point-to-point destination is required, i.e. from PMU/PDC to each SuperPDCs. The
amount of data over the common communication network links is a multiple of the number of super
PDCs/destinations. On the other hand, in the case of UDP multicasting, the common routing links would
only carry one message, and it would reach to all subscribed destinations using IGMPv3 routing
mechanism. This way, the volume of data on common communication links would be reduced by the
number of destination.
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Figure 7 Synchrophasor data communication modes: unicast v/s multicast.

In addition to multicasting other parameters which can influence the bandwidth requirements are:
e Use of substation PDCs (as explained in previous section)
e Number of PMUs (optimum allocation to achieve a specific application)
e Data rate
o Number of phasors, analogs and digitals

e Selectable signal/channel based mapping in a substation PDC

E. Network protocol (delay) versus data loss tolerances

Synchrophasors are normally transmitted over Wide Area Network (WAN) using TCP/IP or UDP/IP
protocol. Within UDP/IP, the frames can be sent in two different modes: unicast (one destination) or
multicast (multiple destinations). The selection of a particular protocol stack and transmission mode
should be based on application requirements. UDP is a connectionless protocol. Hence it is fast but less
reliable in terms of data transmission. On the other hand, TCP establishes the connection first between
client & server, and requires an acknowledgement (ACK) to be received before next frame transmission.
This way, TCP provides reliable data transmission (with ACK) by eliminating data loss; however, this will
incur more communication delays.

Therefore, WAMS applications with fast and real-time requirements normally prefer UDP over TCP.
Applications such as data archiving and data mining can tolerate some delays. However, reliable data
transmission is important in these cases, and TCP may be required.

Many systems allow a combination of protocols, e.g. all configuration/command frames over TCP/IP and
all data transmission over UDP/IP (unicast or multicast).
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5. Example of a Large Scale Synchrophasor System Architecture

A. Deployed synchrophasor system architecture — an overview

Figure 8 illustrates an overview of a system primarily based on the synchronized phasor measurement
technology. The system consists of various types of Phasor Measurement Units, Substation Phasor Data
Concentrators, control center / Super Phasor Data Concentrators, and a number of advanced
applications at substation or control center level such as system data management and archiving,
visualization, enhanced energy management system, and analytical applications.
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p.

Major system requirements for overall architecture are listed below:
i. High reliability requirements: Redundancy - fail safe
ii. High security requirements (e.g. NERC CIP compliance)
iii. Flexible and Expandable system
iv. External interface requirements, e.g. interface with EMS

Some of the key technical factors identified/verified before large-scale deployment

1. PMU placement is carried out by prioritizing the required WAMS applications and available

investment

Multi-functional PMU based devices were used wherever possible by upgrading the existing
Protection & Control (P&C) IEDs and DFRs. In case of unavailability of digital IEDs, standalone
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PMUs are used.

Multiple CT/VT input based standalone PMUs are used to optimize the number of devices, while
also achieving redundancy

Network bandwidth requirements versus amount of data and data rates are tested in the
advanced Proof of Concept facility laboratory

Advanced Proof-of-Concept (PoC) setup is developed to verify: Interfaces between PMU-PDC
and PDC-superPDCs; Test failover of the integrated system to identify gaps and design;
Identified User Interface configuration issues.

Demonstrated some EMS applications using synchrophasors, and verified the results of Cognitive
Task Analysis for visualization and operator interface

Successful implementation of emerging technologies: IEC 61850-90-5 based R-SV multicasting,
IEEE 1588/C37.238 (typical accuracy of 0.5 us has been observed through three switches with
power profile).

Optimizing number of synchrophasor data streams using IEC 61850-90-5 based R-SV
multicasting.

Key applications from the synchrophasor system covered by this project are listed below:

VI.
VII.

Situational Awareness, Visualization and Alarming for Electric Transmission Operators:
Unbalance power applications; Abnormal angles; Abnormal voltages; Line overloads; Dynamics
oscillations (small signal oscillation) monitoring; and System restoration

Enhanced Energy Management Systems and State Estimation (EMS): Adding synchrophasor
measurements to existing SE measurements; Track dynamic state changes of a system during
disturbances; EMS measurement support Volt-VAR Optimization

Post-Disturbance Event Analysis for Planners and Engineers: Substation level data analysis;
System level event analysis

Operator and Engineering Training - Enhanced Dispatch Training Simulator (DTS)
Cognitive Tasks and Human Performance Analysis
Provide interfaces with EMS and with third parties

Distributed and / or Linear State Estimation

Synchrophasor Data rate for specific applications

Synchrophasor data protocols provide flexibility in terms of data rate (number of frames per seconds).
Higher data rate may cause network bandwidth issues; however, lower rates may compromise the
intended WAMS application. Therefore, it is important to know the required data rates for a particular
WAMS application. Table 2 provides the selected data rates for various applications (minimum required
data rate for an application may be different than these values; it depends upon performance
requirements as well):

Table 2 Selection of data rate for various synchrophasor applications

Various Synchrophasor Applications Selected records per second (for 60 Hz
system nominal frequency)
EMS 60 M Class
Screen update Once per 1 to 5 seconds

Substation state estimation 60 to 120
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Oscillation detection 10 to 30
Enhanced fault location 120 P Class
Adaptive protection — Application Specific 30-120 (P Class preferred)
Advance controls 120

Wide-area Out of Step 120

Considerations for number of PMUs supported and PDC/SuperPDC processing capabilities

One of the important specification parameter for PDC/super-PDC is number of PMUs supported. General
understanding of number of PMU is based on monitoring circuit lines (CTs/VTs). There are two important
considerations presented in this example, which need to be incorporated in overall design: 1) separate
PMUs for P-class and M-class data; 2) repetition of PMU data using multiple ASDUs in IEc 61850-90-5
based R-SV data frame. Both these items are explained below with an example.

There may be separate/two different PMUs need to be considered for P-class and M-class data
measured from the same CT/VT signals (P-class PMU; M-class PMU). This way, the number of PMUs
obtained from a line/circuit is double the actually considered single PMU. Nevertheless, if application
does not require separate class of data, there is no need to two separate PMUs.

The existing data transfer protocols do not support re-transmission of lost data. Therefore, the PG&E-
internal implementation agreement included an option to support previous three consecutive
synchrophasor data (T-1, T-2, T-3) to be appended with current data (TO). This is achieved using multiple
Application Specific Data Units (ASDUs — DataSets) in IEC 61850-90-5 based R-SV frames, as shown in
Figure 9. In this application, a value other than 1 indicates a “repeated” dataset (in case of loss of a
number of packets). The Synchrophasor data with the oldest TimeStamp is the first ASDU in the frame
(ASDU1). The user will have the option of selecting how many ASDUs are mapped into a single
Application Protocol Data Unit (APDU). If, for example, 3 ASDUs are chosen to be sent, ASDU3 is the
“newest” Synchrophasor dataset and ASDUL is two samples old.

APCI
(Application — Protocol Control Information)

\

I Tag | Length l No. of ASDUs (UI16) | ASDU 1 | ASDU 2 | o00 | ASDUn |

ASDU's (Application — Service Data Unit)

APDU (Application — Protocol Data Unit)
Figure 9 Multiple ASDUs for re-transmitting synchrophasor data.

Therefore, the PDC capacity for design and operation needs to consider the number of PMU streams plus
the added processing power required for repetition of data with multiple ASDUs. The example shown in
Figure 10 illustrates the number of PMUs which includes separate PMUs based on class, P-class PMUs
and M-class PMUs; as well as based on number of ASDUs. For a single circuit line PMU data (with one
set of CT and VT banks); there may be 2 PMUs for separate class, and multiplied by the number of
repeated ASDUs, which is in this case 2 ASDUs, would result into approximately processing of 4 PMUs
for single circuit.

In addition, the example in Figure 10 also demonstrates the increasing in bandwidth requirements as data
flows on higher-levels, for example, communication link between substation to network aggregation
center is 9-10 Mbps, whereas, on Super-PDC/control center level, these link requirements are around 1
Gbps. This is just an example, it is recommended to calculate the bandwidth requirements based on
amount of data, protocol used, and other networking/system parameters.
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Figure 10 - Example of Redundant Hierarchical Architecture with multiple PMU Locations supported by One Aggregate

PDC and possible bandwidth links

B. Key lessons learned

1.

Implementation agreements and interpretation of requirements/standards: In the case of a multi-
vendor large deployment project, it was important to make sure that all vendors understand the
project requirements and have the same interpretation of them. Various conferences and
discussions were arranged to ensure understanding of each individual in the project.
Implementation agreements were developed to achieve interoperability/consistency among multi-
vendor devices.

Proof-of-Concept (PoC) setup of a scaled-down system model in a laboratory environment is
important to identify various issues before large scale deployment.

Firewalls: there may be firewalls setup between PMU-PDC and PDC to system operator client. It
is important that the configured firewall allows the required protocol traffic, e.g. for IEC 61850-90-
5 based multicasting of R-SV communication, the firewall should allow IGMPv3 traffic.

Device remote diagnosis: with large deployment of wide area system, it is important to deploy
tools which can track the remote devices with some level of remote diagnostic functions. WAMS
devices (PMUs / PDCs / SuperPDCs) should be able to provide local statistics/diagnostics data to
center locations for troubleshooting. Synchrophasor Viewer with PMU status windows are used to
keep track of all PMUs over the network.

Time synchronization system: some GPS clocks do not include time quality information in IEEE
1588/C37.238 or IRIG-B outputs. Accurate time quality information is critical for WAMS
implementations, and this should be confirmed in GPS clocks before deployment. If deployed
separately, GPS antenna connections, compensation, splitters, etc. should be tested to meet
synchrophasor standard requirements.

PMU —Bay
System B



10.

11.

12.

13.
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Sequence Of Event (SOE) or alarm tracking need to be implemented using alarm managers in
order to quickly identify and manage the system wide log, especially for large WAMS
deployments. The majority of alarms can be generated from IEEE C37.118 STAT word flags.

One time frames, e.g. Configuration and commands can use TCP/IP stack for reliable transfer;
whereas, for the continuous data stream it is advantageous to use UDP/IP, especially
multicasting to optimize network bandwidth requirements.

Multiple ASDUs are implemented to achieve redundant data transmission of PMUs. This may add
processing requirements on PDC. Refer details in previous section.

Effect of filtering, especially on M-class data, was investigated. Filters may or may not preserve
M-class data accuracy. Hence, it is important to use data quality flags which can differentiate
between real measured data and interpolated data (e.g. in case of missing frames). |IEEE
C37.118.2-2011 has introduced Bit-9 to indicate data has been modified.

Up/Down-conversion for time-alignment: in case of all received PMU data at PDC is not at the
same rate, the up/down conversion filters can be used to time align and aggregate all PMU data
into one data stream. However, it is important to differentiate between real measured data and
filtered/modified data. As explained above, the data quality flag should be applied to all data
which are modified by any kind of filter/function.

Check the system device buffer sizes at the inputs in case of UDP (esp. UDP multicasting)
protocol. The bursts in data frames should be accommodated to possible extent.

It is recommended to clearly define the re-configuration process in various possible scenarios, to
re-establish dropped communication connections, especially for configuration information
exchange.

There may be separate/two different PMUs need to be considered for P-class and M-class data
measured from the same CT/VT signals (P-class PMU; M-class PMU). Refer details in previous
section.
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6. Initial Test Configuration and Results

This section provides results from the initial field test of a PDC deployed in a large scale synchrophasor
system.

Table 3 shows PDC output configuration parameters for three output streams: i) Super PDC M-class
stream, ii) Ancillary PDC M-class stream; iii) Ancillary PDC P-class stream. All three streams are
configured with IEC 61850-90-5 data protocol with corresponding port numbers, which enables IP
multicasting of Routable-Sampled Values (R-SV). As an option to 90-5, the output protocol can also be
selected as IEEE C37.118 TCP or UDP. All three streams are configured with unique ID codes,
corresponding data classes (P-class or M-class data as per IEEE C37.118.1-2011), data rates (i.e. 60
frames per second), and selection of physical output ports (in case multiple output ports are available).
Wait times (in ms) for individual streams allows data aggregation with time alignment. The maximum
communication delays need to be considered while setting this value.

Table 3 Example of PDC output configuration parameters — P and M Class

Name SPDC M APC-M APC-P
Super PDC M- Ancillary PDC M- | Ancillary PDC P-
Description class stream class stream class stream
Protocol 90-5 90-5 90-5
Port 315 325 335
IdCode 5031 5033 5034
Data Rate (fps) 60 60 60
Wait Time (ms) XXXX XXXX XXXX
Class M M P
IP Address XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX
MsvID SPDC-M-5031-M APC-M-5033-M APC-P-5034-P
SvEna Rmt Ctrl 0 0 0
Priority 4 4 4
IP Class of
Traffic 46 46 46
VLAN ID 0 0 0
APP 1D 16384 16384 16384
Time to Live 64 64 64
Multicast IP Add 239.20.1.50 239.20.2.50 239.20.3.50
CFG2 TCP Port 4712 4714 4716

In addition, there are a few IEC TR 61850-90-5 settings to enable multicasting of R-SV. MsvID is used as
stream identification, which includes: MsvID String-DevicelDCode-CLASS. Priority and VLAN ID are
based on IEEE 802.1Q for 3-bit user priority (from 0 to 7) to achieve QoS (Quality of Service) and Virtual
LAN to segregate broadcast domain respectively. Level-3 QoS is achieved with IP class of traffic with 6-
bit Differentiated Services Field (DS field) in the IP header. Application ID (APP ID) as per IEC61850-8-1
(Annex-C) allows identification of different synchrophasor/R-SV applications. Destination IP address
needs to be specified per stream, which can be multicast group IP address as per IGMPv3. Time To Live
(TTL) of IP header allows specifying number of hops/routers for the packet, in order to avoid loop
circulation of the synchrophasor frame over wide area network. CFG-2 TCP port number allows
communicating CFG-2 frames configuration for R-SV.

Figure 11 illustrates substation/regional PDC status of connections and device diagnosis. Remote Input
Status window shows the online communication connection status of all connected PMUs at the input.
The device “Name” column shows the corresponding device name based on the configuration file (PMU
STN field). The status shows 6 PMUs are online (communicating with PDC). Remote Output Status lists
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the output stream statuses. With TCP/IP (connection oriented) communication, the upstream devices’
(super PDC) status; online or offline; can be detected. With UDP/IP (connectionless) communication
mode, the status shows UDP only. The figure shows a total of 3 streams are online for external upstream
devices on TCP/IP, and two internal streams (M-class and P-class) on UDP are communicating with
Historian.

The Ethernet & IRIG-B status provides diagnostic information for Ethernet communication ports and time
synchronization channel status. “OK” status for all 4 ports in a PDC means all ports are used and have a
healthy communication connection. Also, the external time synchronization using IRIG-B has a healthy
connection.

Component status window highlights the results from the device self-diagnosis of all installed
components, e.g. synchrophasor processor, and historian.

Remole Input Status // Quick Connect: Quick Connect Device: Actual Yalues: Stalus Ethernet /7 Quick Connect: Quick Connect %

T5_511_PACRAS_PMU_B1_1P_2_BO ] s — '
T5_511_PACRAS_PMU_B1 _1M_2M PO ! ! mza:::u‘m S

TS_511_PACRAS MU _B2_1P_2 BO ! Port 3 Charnel Status |

TS_511_PACRAS PMU_B2_1M_24_BO | Port 4 Charred Status | ]

BLTA_211_PHASOR_PMU_D_IM_2M_BO | ‘ : =
BLTA_211_PHASOR_PMU_E_1P_2P_BOD Synchronization // Quick Connect: Quick - |OIX

Component Status // Quick Connect: Quik -

Figure 11 - Testing of PDC status of connections, and self-diagnosis.

Figure 12 shows the Actual Values of input data frames from PMU-3. It interprets the data frame per the
IEEE C37.118 fields, e.g. PMU station name with ID code, time stamp, and details from STAT word (time
synchronization status with time quality, errors, configuration change, triggers, etc.). In addition, it also list
all channels/signals configured for this PMU-3, which includes synchrophasor channels (VA, VB, VC, IA,
IB, IC, V1, VO, I1, 10); analog values (P, Q, S); digital status; and FREQ and DFREQ. This input data
window is specifically useful for testing input data value tracking, and troubleshooting (from STAT word).
Similar information is available for each individual PMU connected at the input in separate windows.
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Figure 12 Testing of input PMU data status at the PDC

Figure 13 shows Actual Values captured from an output data frame from the PDC. The information
available at the output can be confirmed with input side PMU data status (as Figure 12) for the same
TIMESTAMP. If PDC applies any data modification or filter to the input data, this can be confirmed by

comparing input and output data for the same TIMESTAMP.
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Figure 13 Testing of PDC output data status

Figure 14 shows the status of historian trends for all archived tags/data channels. Historian allows local
data archiving if installed as a part of the PDC system. This enhances availability / reliability of the
synchrophasor data in case of communication failures to destination devices. The archived data can also
be used for playback for post-event analysis. In addition to data/tag values, the figure also shows data
quality and time stamps. Math expressions can be applied to the archived data, and trends can be plotted

in the synchrophasor viewer tool.
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Figure 14 Testing of historian trend status for each archived data

7. Summary

Various functional and architectural considerations are presented to effectively deploy large-scale WAMS,
and achieve targeted technical goals from the investment. The functional considerations for PMUs are
highlighted to optimize the number of required devices and their placement by utilizing multiple CT/VT
supported PMUs and a practical PMU placement strategy. Another important device of WAMS, a PDC is
presented with its desirable functions, such as multiple protocol support and seamless protocol
conversion, remote diagnostics, multiple data rates, local archiving and visualization etc. The architectural
considerations such as PMU/PDC allocation, application specific data rate selection, network bandwidth
optimization and appropriate protocol selection are explained. An example of a large scale synchrophasor
system deployment is presented with lessons learned. Finally, the testing results obtained from the field
after deploying large scale synchrophasor system are presented.
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