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Introduction

Certification Testing, also known as Type Testing, is an important part of equipment validation. It
provides a way for different manufacturer designs to be validated and builds confidence within a utility
that the equipment will operate satisfactorily in harsh electrical environments typical of utility
substations. It also provides a platform for repeatable industry tests, to compare performance across
different manufacturers and hardware designs as a general figure-of-merit. With respect to protection
and control equipment, it is imperative that the equipment operates correctly when called upon to do
so and conversely does not misoperate when exposed to transient electrical disturbances. After many
years of field experience, it has been observed that the current test specifications, and the general
pass/fail criteria given omits testing all functions of a modern microprocessor-based relay during the
type testing, making the test results limited in scope.

This paper will identify gaps found in current standards in testing highly-integrated multifunction
microprocessor-based relays, present an improved test setup that incorporates all relay functions
including communications and user-programmable logic, and provides a detailed explanation of the
rationale in developing new type testing requirements.

History of Type Testing Standards

The environmental type testing discussed in this paper includes Surge Withstand Capability (IEEE
C37.90.1-2012)[1], Electromagnetic Interference (IEEE C37.90.2-2004)[2] and Electrostatic discharge
(IEEE C37.90.3-2001)/3]. The requirements for each of these testing standards were driven by
equipment failures encountered in the electric utility industry as detailed in [4].

In the late 1960s and early 1970s, equipment failures in relay buildings were found to be caused by
transients during switching of high voltage equipment in the primary switchyard being coupled into
wiring leading into associated relay buildings. This led to the publication of the oscillatory surge
withstand capability testing standard in 1974. To replicate such failures, the standard called for a
waveform with a damped oscillatory wave with a 75 ns rise time and a 2.5 kV peak. Over subsequent
years, the testing standard was revisited due to additional failures, including one case of internal
damage to a synchronizing relay for a gas turbine generator. The cause of the failure was traced to a
fast-rising voltage transient on the DC system, due to a slow opening contact that was de-energizing an
auxiliary relay coil having a large inductance. By 1989, IEEE testing requirements were published for fast
surge withstand capability which calls for 4 kV a burst with a rise time of 5 ns.
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In the 1960s, it was commonplace for employees working in utility substations to be using hand-held
radios, also known as “walkie-talkies”. Even though it was assumed that electronic equipment were
more susceptible to high frequency waveforms, it was found that these high power, low frequency
radios were also causing misoperations of equipment. The IEEE electromagnetic interference testing
standard was published as a trial use standard in 1987 with an immunity level of 10 V/m. After further
field experience the immunity level was revised in 1995 to 35 V/m.

Finally, the IEEE electrostatic discharge standard was published in 2001. Personnel can build an
electrostatic charge either directly or through electrostatic induction. This is especially prevalent in dry
environments or in the presence of synthetic materials. This standard caters towards the electrostatic
discharge from personnel when in contact with the equipment, and is of particular interest with modern
microprocessor-based devices with user-accessible communications ports that may expose sensitive
digital circuits to large voltage transients.

Discrete versus Microprocessor-Based Devices

We start by defining a protection scheme as a “black box” system in Figure 1 — in other words, the exact
contents or make-up of the system do not matter, as long as the overall functionality between inputs
and outputs operates as required. This allows us to examine the overall functionality of a protection and
to develop criteria to describe and measure the performance of a given protection scheme without
basing the criteria on a specific technology or implementation. In general, the “black box” protection
system:

e Receives a set of pre-defined inputs including analogue quantities and Boolean states,

e Processes the set of input quantities using one or more algorithms, including user-defined
logic schemes,

e Generates a set of outputs, depending on the states of the various elements or algorithms.
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FIGURE 1 — BLACK BOX PROTECTION SYSTEM

It is important to note that the inputs (both analogue and binary) and the outputs are a function of time;
the outputs from a protection scheme at any given time ultimately depend on the values of the inputs at
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that time. In other words, any protection scheme produces a vector of outputs at a given time that is a
direct function of the current and previous values of the vector of inputs.

Discrete Device-Based Schemes

In the era of electromechanical and static-device relaying, protection schemes were constructed using a
number of discrete relays, usually implementing a single function. These discrete single function relays
could be classified either as measuring or auxiliary devices. Measuring relays would typically include
those devices whose individual operation was actuated by one or more physical measured quantities
(usually current and/or voltage), and entirely dependent on characteristics that were intrinsically tied to
the physical construction of the device itself. Essentially these relays represented an analogue
comparator, operating when the given analogue operating quantity exceeded a threshold (setting). As
each relay would typically only be able to operate on a single set of quantities, a number of measuring
elements would need to be provided for each fault loop to be protected. For example, in a simple
overcurrent protection scheme typically four overcurrent detector elements would be provided: one
relay for each individual phase current, and a fourth to operate on the neutral current (derived by
physically summating the three phase currents). As the complexity of the schemes increased, in a multi-
zone distance scheme for a high voltage line for instance, more and more individual measuring relays
were required in order to detect faults within each zone on the various loops. A typical discrete device-
based scheme is shown in Figure 2.
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FIGURE 2 — DISCRETE DEVICE PROTECTION SYSTEM

Auxiliary relays, on the other hand, were used to implement basic binary logic functions and condition
the output logic of the scheme, including introducing fixed pickup and dropout time delays. In general,
each discrete output function within a scheme would require one or more dedicated auxiliary relays. It is
important to note that, with the exception of the overall power supply for all of the relays within a
scheme, all of the devices had a great degree of physical independence from each other.
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Microprocessor-Based Schemes

By contrast, modern microprocessor-based protective relays integrate both measurement and auxiliary
(logic) functions into a single physical piece of hardware made up of several subsystems, interconnected
with internal digital communication subsystems to a main CPU, see Figure 3. The main CPU runs the
firmware that implements the various algorithms and logic functions of the device, including internal
monitoring and self-test functions that continuously monitor the health and proper functioning of the
various subsystems within the device. The effectiveness and scheduling of these internal self-tests will
vary between devices and manufacturers, and is discussed elsewhere in literature [5, 6].
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FIGURE 3 — MICROPROCESSOR-BASED PROTECTION SYSTEM

While the overall functioning of the protection as a system (inputs-to-outputs) remains unchanged
between systems based on multiple discrete devices and systems based on a single multifunction digital
relay, the sensitivity of each scheme to individual failures or disruptions is very different.

Sensitivity to Failures

Beyond the obvious difference between legacy electromechanical schemes and their modern
counterparts implemented with microprocessor-based relays in terms of their construction, a more
subtle difference lies in the sensitivity of these schemes to failures of their constituent components. In
general, the failure of a single component in a scheme based on discrete, single-function components
only results in the loss of that single function; the remaining functionality may remain generally
available. With highly integrated digital relays, there are several failure cases that may make the entire
protection scheme unavailable depending on the design of the device firmware.

Take for example a situation where a protection scheme is designed to generate a command to trip a
circuit breaker in the event of either the pickup of a distance element or the assertion of a binary signal
(say transfer trip received from a remote terminal). In the case of a scheme built of discrete single-
function devices, the failure of say the distance element will not impact the ability for the transfer trip
signal from tripping the breaker. In the case of a digital relay, there is no explicit “failure” of a distance
element as this is simply a function implemented in the device firmware and this failure may actually be
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caused by the disruption of one or more internal subsystems. Depending on the type of failure and how
the specific device handles this failure, the assertion of the transfer trip receive signal may not
ultimately cause the breaker to be tripped.

Overview of Microprocessor-Based Relays

This section is intended to provide an overview of the basic architecture of a generic protection relay,
including the critical subsystems that may be affected by various electrical disturbances. It is important
to note that each manufacturer will have their own specific hardware and firmware architectures
(comparison between different architectures is beyond the scope of this paper), however this paper will
discuss a generalised architecture of a microprocessor-based relay for illustrative purposes.

The basic hardware architecture for a digital protection relay is not a newly developed concept, it has
been developed and refined over several decades. A schematic diagram for one of the earliest digital
protection schemes is given below in Figure 4.

This architecture was implemented in one of the earliest digital protection schemes, providing
transmission line distance protection, instantaneous overcurrent protection and out-of-step blocking
[7]. While advances in technology have added a greater number of features and improved functionality,
the general architecture has remained relatively unchanged. For the purposes of examining failure
modes, a slightly more generalised block diagram is presented in Figure 5.
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FIGURE 4 — PRODAR 2000 PROTECTION SYSTEM

In this particular case, a microprocessor-based relay can be generalised as having:

e A power supply and power distribution subsystem.
e One or more analogue conversion subsystems with associated input conditioning.
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e One or more digital I/O subsystems, with some combination of input and/or output circuitry.

e One or more digital communications interfaces to external devices, with an associated interface
media (Ethernet, RS-232, USB, IEEE C37.94, etc.).

e A digital processing “core”, including the CPU, volatile (“scratch”) and non-volatile memory and
communications controllers.

e Digital communication subsystem(s) between the main CPU and the various other subsystems
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FIGURE 5 — GENERALISED MICROPROCESSOR-BASED RELAY

Failure Modes and Effects

There are some fundamental hardware failures that may occur within microprocessor-based relays that
are generally detectable based on the overall performance of the device. For example, the power supply
or power distribution system within a microprocessor-based relay may fail completely and in the event
of a failure, the overall device will be unavailable and may be detected by a relay critical failure contact.
Similarly, failures within a subsystem will usually be detected either by internal relay self-tests or by
physical effects downstream of the device; the worst case being an unexpected or incorrect trip action
from the protection.

There are other less obvious failure mechanisms within microprocessor-based relays that may result in
unexpected behaviour, such as latch-up or blocking of various digital circuits or unacceptable variations
in analogue measurements. Some examples of these would include:
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e A degradation (either temporary or permanent) in the performance of the power supply and
distribution system within a microprocessor-based relay, such as loss of regulation (over- or
undervoltage) or excessive ripple in one or more of the power supply rails.

e Transient signals appearing at the input of analogue conversion subsystems that are sampled
and subsequently used in protection calculations that may result in incorrect or unexpected
operations.

e Corruption of digital messages between the various subsystems over the internal digital
communications subsystem(s). This may cause analogue or binary input values to appear
different from the actual conditions, or may appear as incorrect output commands.

For these more subtle failure mechanisms within microprocessor-based relays, we rely heavily on the
internal self-test algorithms as developed and implemented in firmware by the various device
manufacturers. The exact algorithms that each vendor uses to detect various internal faults differ, as
does the impact to the availability of the protection for different internal faults being detected.

Mission Success for Protection & Control

As discussed previously, an overall protection scheme can be generalized as a “black box” system,
designed to take a set of input signals (analogue and/or digital) and generate a defined set of outputs
based on the inputs (including “no output”). For the purpose of the discussion of this paper, we define
“mission success” as the ability of a protection scheme to generate the necessary, correct output vector
for a given set of inputs (i.e. a decision to send trip commands or not) within its required timing
parameters.

For a protection scheme based on a number of discrete devices, the mission success for the overall
protection depends on the performance of the individual devices that make up the scheme. The failure
of a single device within the scheme will only impact the logic (and ultimately outputs) that depend on
the action of that device. For example, the failure of a single measuring relay for one phase will only
affect the mission success for faults on that phase/loop; the ability for the protection to correctly
operate for faults on other phases, or for other auxiliary logic to be executed is totally independent of
the failure of the single measuring device.

In the case of a protection scheme implemented using a single modern multifunction digital relay, the
ability for the overall protection scheme to successfully fulfill its mission depends on the overall
functioning of that one device. The unavailability or malfunction of that single device, including as a
result of the failure of one or more of its subsystems (as discussed in Section Ill), will prevent the overall
protection scheme from operating as intended and therefore fail in successfully completing its intended
mission.

IEC 60834: A System-Based Perspective of Type Testing

The international standard IEC 60834-1 [8] is a type testing standard that is typically applied to a
teleprotection system (either analogue or digital) that is used to transmit and receive commands,
typically in association with a protection scheme over a communications channel. It is important to note
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that the testing philosophy of IEC 60834-1 is applicable to any scheme, regardless of the actual overall
protection scheme or physical media and includes both external teleprotection equipment as well as
applications where the communications channels are an integral part of the device(s) performing
protection (high voltage digital line current differential for example).

In terms of developing a solid definition of “mission success” and the criteria for determining the
performance of a protection under test, IEC 60834-1 takes a system-oriented view when defining the
key performance indicators (KPIs) for a system under test.

Operating Speed

IEC 60834-1 defines two different times related to the successful operation of a system that can be
adapted to the type testing of relays. The first is the nominal transmission time (T,), which is defined as
the time between the instant of change in state at the command input and the instant of the
corresponding change in state at the command output, excluding propagation time and measured under
noise free conditions. This would be the equivalent of performing a timing test on a protective relay
under “clean” conditions (i.e. without any transient disturbances or interference applied).

The second is the overall operating time (T), essentially the same measurement as the nominal
transmission time Ty, however including the propagation time and as measured with noise/disturbances
being injected. This would be analogous to performing a timing test on a protective relay under “noisy”
conditions (i.e. while applying transient disturbances to the device under test).

Security

Security is defined in IEC 60834-1 as the ability to prevent interference and noise from generating a
command output at the receiver when no command is sent from the transmitter. The declaration of an
unwanted command occurs when the command is asserted for longer than a specified time (Tyc), so that
it would be otherwise detected by a downstream device.

In general for digital teleprotection schemes, the probability of an unwanted command is extremely low
due to the complexity of the protocols used, so therefore it would be extremely difficult to explicitly
determine the security without running the tests for an extremely long time. Therefore testing is usually
performed to verify a certain minimum level of security is provided.

The security of the system under test is defined as:
S = 1 - PUC

Where Pyc is the probability of an unwanted command for a given set of disturbances, and is
approximated by:

Nuc
P ~ —2C
ue ~ N,

Utility Perspective on Environmental Type Testing Page 8 of 17



In the above equation, Nyc is the number of unwanted commands that are asserted at the receiver and
Ng is the number of noise bursts on the digital channel at a given BER. The application of noise bursts
corresponds as nearly as possible to actual conditions (breaker operations, arcing noise from disconnect
switch opening, etc.) and enables a comparison of the results obtained with different equipment. Burst
noise with a suitable interval between successive noise bursts is necessary to allow the system under
test to recover and ensure normal operation before the next disturbance is applied.

Dependability

Dependability is defined in IEC 60834-1 as the ability of a receiver to issue a valid command when one is
being transmitted, in the presence of disturbances on the system under test. The standard states two
very clear failure criteria to determine if a command has been missed, namely:

e The command assertion at the receiving end either does not occur, or occurs after an
unacceptable delay (Twc).

e The command assertion is shorter than a specified duration (drops out before the originating
command is reset).

As opposed to the measurement of Security, the probability of an output command asserting is
extremely high, so therefore dependability is usually measured explicitly by counting the number of
commands sent and the number of commands received.

The dependability of the system under test is defined as:
D = 1 - PMC

Where Py is the probability of a missed command for a given set of disturbances, and is approximated
by:

Nr—Ne _ . Mg

Pyc ® ———

In the above equation, Ng is the number of received commands that are asserted at the receiver and Ny
is the number of commands sent over the channel by the transmitter on the digital channel at a given
BER. Again, the application of random (Gaussian) noise bursts corresponds as nearly as possible to
actual conditions and enables a comparison of the results obtained with different equipment. Also in
these tests, a suitable interval between successive commands is necessary to allow the system under
test to fully reset and ensure normal operation before the next command is sent.

The testing philosophy and methodology of IEC 60834-1 can be summarized as follows:

e The overall performance of the scheme must be measured in both the commanded and non-
commanded states (equivalent to the “operate” and “reset” states for protections).

e Itis necessary to force a transition between the two states and ensure that the system enters
the correct state within a required time and when in the commanded state, remains there for
an adequate time.
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e Disturbances are applied with the system in a steady-state as well as concurrent (or in near
proximity) with the above transitions, and the ability for the scheme to correctly go from one
state (or not) is measured and provides a figure of merit for the overall scheme.

Scheme Performance in Relation to Mission Success

By using the concept of a “black box” protection system generating a set of required outputs for a given
set of inputs along with the definition for “mission success”, the concepts of “security”, “dependability”
and “speed” from IEC 60834-1 can be adapted to protections. This adaptation becomes quite obvious,
particularly in protection applications where teleprotection is integrated into the primary protective
device, as in the case of digital line current differential relays. It is also important to note the similarities
to the statistical measures developed in [9], however we extend the definitions beyond faults within the

primary zone to include the programmable logic and input-output availability of protections as well.

Dependability for Protection Systems

For the purposes of evaluating protection systems, we define dependability as the ability for a given
protection to correctly assert one or more outputs (physical or communications) when required, when
the device is operating under expected service conditions (including the presence of environmental
disturbances). This includes signals driven from discrete inputs (either discrete hardwired or
communications-based) in addition to the assertion of measuring elements for faults in the zone of
protection when a fault is actually present. This measure must also include the correct operation of any
user-programmable logic. In other words, the dependability is the likelihood of obtaining a "true
positive" decision to trip from a protection.

Security for Protection Systems

Similarly, we define security as the ability for a given protection to not assert any outputs (physical or
communications) when not required to do so, again under normal service conditions with the possible
presence of environmental disturbances. This includes situations where there is no fault in the zone of
protection, or if a fault occurs in an adjacent zone. In other words, the security is the likelihood of
obtaining a "true negative" decision to not trip from a protection.

Speed for Protection Systems

The final key dimension in evaluating protection systems is speed, which we define as the ability for a
given protection to make a correct decision (trip or not trip) in an appropriate amount of time for the
associated application. Speed constraints are usually determined by system stability concerns,
equipment rating concerns or the need for coordination with other protections.

These three constraints are interrelated; a design choice to favour one dimension results in potentially
lower performance in one or two of the other dimensions. Consider, for example, if in making a
protection extremely secure, an extremely long delay time were to be used in order to allow the
protection to repeat its measurements several times and ride through any transient disturbances before
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issuing a trip decision. This protection scheme will be extremely secure, however the associated power
system element will likely be badly damaged or there may be a resulting loss of system stability. In this
case, the protection meets one of the necessary design constraints however fails to successfully fulfill its
overall mission.

In order to be able to design and implement protection schemes using practical, commercially-available
devices, it is necessary to determine how well these devices are able to perform their intended
function(s) in the presence of disturbances or perturbations that might cause an upset or malfunction
within one or more of a given device’s critical subsystems. It is therefore necessary to design and
execute type tests that not only sufficiently replicate all expected service conditions, including transient
environmental disturbances, but also exercise the device under test to develop a reasonable level of
confidence in both the security and dependability of the subject device.

Shortcomings of Type Testing Standards

A protective relay can be described as having two states. The first is the non-transitional state where the
device is reading the system conditions and reporting them to the system operator. This state tests the
security of the device, where an unexpected operation may lead to unplanned outages on equipment.
The second state is the transitional state where the device is responding to abnormal system conditions
and performing corrective actions to isolate the fault. This state tests the dependability and speed of the
device where a failure to operate or failure to operate within a required time frame may lead to damage
of the primary system equipment.

Since the transitional state has greater operational concerns, the protection system is designed with
overlapping zones so that the failure of a device will only cause minor if any equipment damage up until
the point that the alternate zone operates. The non-transitional state however is not easily controllable
during application and requires elimination through type testing. As such the current IEEE standards are
biased almost exclusively towards the security of the DUT.

For example, C37.90.1-2012 document says in Section 7.3, Conditions of test:
“The tests shall be made under usual service conditions in accordance with IEEE Std C37.90”
IEEE Std C37.90.2-2004 (similarly in C37.90.3-2001) elaborates this further in Section 6, Test Procedure:

“It is the intent of this test to duplicate as nearly as possible in-service conditions with the relay in its
normal non-transitional state. Where appropriate, the relay shall be energized with rated voltage and
with current equal to 75% of the nominal current transformer rating. The relay settings should be chosen
such that the relay is as close as possible to its transitional state, but not closer than the recommended
margins for its application. Time delay settings for the EUT shall be set to their minimum practical values
as defined by their application. Input voltage to the power supply circuits must be within the specified
limits. Wiring shall be consistent with the manufacturer’s recommended procedures, and the relay shall
be tested in its case with the cover(s) and access doors, if any, in the closed position, the effect of the
radiated electromagnetic interference on the relay in its transitional or operate state is only considered
at certain spot frequencies as specified in 6.3.”
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This approach was sufficient for single-function relays; however with the growing shift to modern
multifunction microprocessor-based relays, a more involved testing approach is necessary that not only
verifies security but utilizes a reasonable set of features to monitor dependability and speed. By utilising
the IEEE criteria when testing microprocessor-based relays, this may allow the device to pass the tests
even with transiently-induced signals that may have corrupted data traffic within part of the circuitry
during the disturbance. Adopting an approach that continuously forces the device to change states and
create observable activity between the various subsystems of the device increases the probability that
design susceptibilities are identified.

The criteria for acceptance in the IEEE standards require that the equipment meet all of the following
conditions:

a) The specified performance of the equipment, including the operating time, does not change,
beyond stated tolerances.

b) No hardware damage occurs.

¢) No change in calibration beyond normal tolerances results.

d) No loss or corruption of stored memory or data, including active or stored settings, occurs.

e) System resets do not occur, and manual resetting is not required.

f) Established communications not affecting protection functions recover within the manufacturer's
time period, if disrupted.

g) Communications errors, if they occur, do not jeopardize the protective functions.

h) No loss of digital pulse synchronization occurs or where the loss of digital pulse synchronization
does occur, it shall not produce an out of tolerance condition.

i)  No changes in the states of the electrical, mechanical, or communication status outputs occur.
This includes alarms, status outputs, or targets.

i) No erroneous, permanent change of state of the visual, audio, or message outputs results.
Momentary changes of these outputs during the tests are permitted.

k) No error outside normal tolerances of the data communication signals (SCADA analogs) occurs.

Criteria (a) and (i) as listed above are in contradiction as the operating time cannot be measured unless
there is a change of state. Though both points are valid a loose interpretation is required for a device to
pass all the criteria. The operating time of the device is a key to mission success and therefore must be
monitored through the change of state of the various components including inputs, outputs, protection
elements and communications. In addition to timing, the components should be monitored for any
unexpected change in state verifying the dependability though a “true positive” status and security
through the “true negative”.

To achieve high confidence in the type testing results the microprocessor-based relay should be
configured such that;

o The relay settings should be chosen such that a reasonable set of features used under in-service
conditions are continuously operated to simulate the relay with maximum expected traffic and
processing.
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e The relay should be energized with voltages and currents cycled above and below element
pickup values with a duty within the device’s capability and performance specifications.

e The relay should be energized with digital signals on the inputs, outputs and communication
paths with a duty within the devices capability, and these signals should periodically change
state.

e An external monitor should be used for the evaluation of the DUT with regards to security,
dependability and speed by observing for both correct and incorrect actions.

A Comprehensive Approach for Type Testing

The type test setup was designed to exercise the critical functionality of the device under test (DUT),
including communications, input-output hardware, user-programmable logic and protection elements,
while being practical enough to be physically realizable for normal type testing. This is achieved by
adding a monitoring device to the test setup, used to exercise and continuously monitoring the correct
functioning of the DUT by monitoring output states and communications.

The four main areas to monitor that are critical to a protection relay’s operation are:

e Analogue conversion interfaces
e Digital I/O interfaces

e Digital processing (CPU)

e Inter-relay communications

The type testing setup is shown in Figure 6. It is important to note that only the device under test is to
be subject to the disturbances applied as part of the type testing. The monitor device is isolated from
the DUT (as much as practical), so that it is not exposed to any transient, particularly during the IEEE
C37.90.2 Radiated Electromagnetic Interference (RFI) and IEEE C37.90.1 Surge Withstand Capability
(SWC) tests.

The monitoring device has logic to initiate two test loops, one to switch analogue signals to exercise the
pickup of protection elements and one to switch states of digital inputs. For the purpose of testing, the
protection loop alternates states every 200 ms and the 1/O loop every 40 ms; these times are chosen to
allow enough time for the DUT reach a stable steady-state condition for both “fault” and “non-fault”
states and are ultimately based on a case-by-case evaluation of the key performance specifications for
the DUT (element pick-up times, output operating times, etc.).
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FIGURE 6 — OVERVIEW OF A TYPICAL HYDRO ONE TYPE TESTING SETUP

Referring to the timing diagram in Figure 7, the protection loop running in the monitor device controls a
protection test set through a normally-open dry contact, which oscillates between a “fault” and “non-
fault” state every 200 ms. The protection test set and DUT are configured such that the protection
elements pick up during the fault state and drop out during the non-fault state. The 1/O loop is
controlled by a similar oscillator in the monitoring device which sends a communications bit (GOOSE
message) to the device under test to initiate the 1/O test. The DUT must perform its required actions and
feed the results back to the monitor device through a set of communications bits. The 1/O loop operates
faster than the protection loop at 40 ms and has two functions:

(1) To test the hardwired I/O on the device under test, i.e. contact outputs and digital inputs and
(2) To test the protection communications bits, such as GOOSE messaging.

The reason the faster loop time was chosen is to simulate auxiliary logic processing that occurs at a
much faster rate than the worst-case pickup and reset of protection elements. It is also reasonable to
require the same level of speed, dependability and security from both the hardwired 1/O and
communications-based logic and actions.
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FIGURE 7 — THE TYPE TESTING PROTECTION LOOP TIMING DIAGRAM

The hardwired 1/0 is tested with parallel connections (used in the example in Figure 6), whereby all
contact outputs are operated at once and having each output wired in series with a corresponding
dedicated digital input. When the I/0 loop is in the ‘ON’ state, all the contact outputs within the DUT
must close and all the digital inputs must be in the appropriate state (energized or de-energized
depending on the type of contact output) within a specified time limit and remain in this state for the
remainder of the 1/O loop ‘ON’ state. Similarly, when the 1/O loop is in the ‘OFF state, all contact
outputs must drop-out and all digital inputs must be in the appropriate state within a specified time and
remain in this state for the remainder of the 1/0O loop ‘OFF’ state.

The inter-relay communications are also tested with the same 1/O oscillator as the hardwired 1/0 (i.e.
every 40 ms). In one particular test case, IEC 61850 GOOSE messages were used, however this can apply
to other communication methods as well. The monitoring device is configured to publish a dataset that
follows the state of the 1/0O oscillator, with a state change occurring every 40 ms. The device under test
subscribes to this dataset and in turn looped the received state into its own GOOSE message dataset,
which is then published back to the monitor device. The pass/fail criteria in this case is the round trip
GOOSE message loop must be completed within a certain time, i.e. the time between sending the
original GOOSE message and receiving the updated state back from the monitor had to be kept within a
tolerance.

The monitor device was programmed to keep count of the number of state changes, protection failure,
hardwired 1/0 failures and communications 1/0 failures. This made it possible to easily determine when
a failure occurred, as the test could be programmed to stop automatically after a certain tolerance of
failures.

Conclusions

The type test setup proved to be a significantly better error detection mechanism during type testing.
Several hardware, firmware and communications issues were discovered, demonstrating that type
testing does not involve only testing the hardware of a device, but it is important to consider the overall
functionality of the device, including hardware, firmware and communications. The system must be
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tested relative to mission success for the protective relay. For instance, EMI from the type testing can
cause interference to internal communications between the relay’s subsystems, ultimately resulting in
protection misoperations or failures. Also, when EMI noise is coupled to the hardware, the relay
firmware has a choice on how to deal with the “bad” data that is being communicated. It first needs to
be able to distinguish between the good and bad data and then if the data is bad, it may disable the
whole relay for the duration of the noise or it may disable only the affected subsystem(s).

By adjusting the pass/fail criteria and forcing the DUT to changes states, both dependability and security
issues were observed. For example on the dependability side, it was observed during one set of type
tests that the EMI noise coupling could cause protection elements to drop out prematurely and cause
hardwired and communications-based 1/O to not respond. This demonstrates the importance of having
the DUT exercised to switch between the fault and non-fault state during the type test. This raises the
importance of relay firmware self-tests, internal diagnostics and error-handling mechanisms, and opens
opportunities for further optimisation in this area on the part of device manufacturers.

In building and running the type test setup, several practical considerations must be taken into account.
One major consideration is the potential damage to a protection test set — both due to the EMI noise
coupling and the fast switching rate. In practice, adding appropriate filtering to the current and voltage
outputs on the test set and physically locating it away from the test setup proved to be sufficient to
address this concern. Also, the protection test set is switching at a relatively fast interval of 200 ms,
however this only caused occasional test set issues, which were easily identified as test set issues by
looking at the fault recordings from both the DUT and the monitor device. For example, occasionally,
one voltage channel on the test set would fail to output the required voltage. Therefore when injecting
currents and voltages into the DUT, it is beneficial to wire out the currents and voltages to the monitor
device as well to provide a baseline and eliminate the possibility that the device under test was actually
measuring incorrectly.

With the greater use of digital relays, it is even more important to perform system performance tests to
determine whether the relay performs its mission successfully. By designing appropriate type tests and
observing the correct performance of the DUT via expected changes of state, a higher degree of
confidence can be obtained that all of the advanced functionality of modern microprocessor-based
protection and control devices meet the security, dependability and speed requirements for modern
utility applications.
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