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Abstract--Comision Federal de Electricidad (CFE) is the
federal utility company in Mexico. CFE has started to work on
Generic Oriented Object Substation Event (GOOSE) messages
not only for interlocking functions but for circuit breaker
tripping as well. In order to use GOOSE messages for trip, CFE
is using Input/Output Modules (MES is the Spanish acronym)
installed near the switchyard equipment. MES subscribe to the
GOOSE messages published by the protection devices through
an Ethernet LAN via fiber optic cable. As GOOSE messages
are taking more critical roles in the protection and control
task of the substation, it is important for the protection
engineer to develop new test methods to evaluate the
performance of the Ethernet switches and IT network
topologies.

This paper describes a method for testing the performance
and reliability of Ethernet managed switches when GOOSE
messages are used to trip circuit breakers. Rapid Spanning Tree
Protocol (RSTP) is tested to verify the communication recovery
time on a switch failure event.
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1. INTRODUCTION

As communications in the electrical substation take on
more critical roles in the protection and control tasks of
the utility, it is important for the protection engineer to
understand the basics of the IT network. Many experienced
protection engineers find discussions of IT network issues to
be dense and perhaps intimidating. They have not faced the
need to wunderstand the behavior and performance
characteristics of IT Networks in the substation. Ethernet
switches and IT network topologies are as important to
understand as protective relays in order to achieve substation
goals related to the availability, dependability, security and
maintainability [1].

In order to achieve redundancy for SCADA and GOOSE
message transmission, CFE has chosen to interconnect LAN
switches in a simple ring configuration. Each protection and
control cabinet has one LAN switch to connect the protection
and control devices, which includes the bay’s associated
MES. To achieve redundancy, these devices are also
connected by using the standby Ethernet port to the LAN
switch located to the nearest cabinet. The network
architecture is shown in Figure 1[2].
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Figure 1 Ethernet network architecture for protection trips
using GOOSE messages

This network design reduces the number of LAN switches
required to send a GOOSE message from a protection relay to
a MES in the same bay while at the same time adding
redundancy; however, currently there are neither references
nor procedures to test the performance and reliability of IT
network topology when it is used for GOOSE tripping. Tests
described in this paper have not been performed by CFE in
the past.

II. ETHERNET NETWORK DESIGN CRITERIA

In order to avoid manufacturer dependency, LAN switches
must use RSTP defined by IEEE 802.1D-2004, to allow
communication recovery on network events such as LAN
switch or link failure .[3]

The network configuration must be as simple as possible. The
more switches that are interconnected, the more difficult the
network analysis, due to a fail, will be. In most cases, a
simple network ring is recommended.




In practice the maximum number of switches in an optimized
ring occurs when the number of priority bridge levels has
been exhausted. This limits the size of the ring to 31switches.
Rings of more than 31 switches are still possible but will
failover and recover in a slower fashion [4].

There are two types of failures on this ring configuration that
can produce time delays on GOOSE message transmission:

Case 1. Cabinet’s LAN switch fails.

Protection relays are unable to send GOOSE messages
through the LAN switch where they are connected. The
communication is recovered when both relay and MES has
used its standby Ethernet port on the backup LAN switch.
The switching time between hot and standby port was not
measured in this test set up. By specification, the backup
switch must start to transmit as soon as the first packet is sent
from the devices; therefore, the Ethernet link between the
switch and device must be established.

Case 2. Any other LAN switch in the ring fails.

Due to RSTP and switch capabilities, the communication can
be affected in two ways:

a) Communication between switches is truncated, but
communication between local ports continues.

b) Communication between switches and local ports is
truncated.

Communication between local ports is the traffic between
devices connected to the same switch, and for trip purposes is
the most critical one on the network topology shown in Fig 1.

A. LAN Switch Considerations

The following considerations should be taken into account
when designing LANs using GOOSE messages for trips.

a) Local traffic in the LAN switch must continue and
no time delay must be admitted when a RSTP
reconfiguration is in progress. That means, time
delivery must be consistent and just depend on relay
transmission time processing.

b) RSTP reconfiguration due to a failure on one ring’s
switch will affect traffic from one device to others
located in a different switch on the network. Breaker
failure is one example of protection scheme that
requires the transmission of GOOSE messages from
one cabinet to another (inter bay trips). Time delay is
accepted if reconfiguration is in progress and no
transmission is possible.

B. Network Latency

Latency in a communications network is defined as the time it
takes for a message to traverse the network from the
transmitter to the receiver. In Ethernet networks, latency may
come from the following sources:

- Store and Forward Latency, Switch (Lsf)
- Switch Fabric Latency (Lsw)

- Wireline Latency (Lwl)

- Queuing Latency (Lq)

With a 100MB Ethernet connection from the devices to the
switch and a frame length of 137 bytes, the total ideal delay is
approximately 18.96 microseconds (LSF=10.96us, Lsw=8us,
Lwl=0 and Lg=0) In other cases, with up to 24 switches, the
total delay could be around 500 microseconds depending on
network architecture and background traffic. During the
following tests background traffic was added to the network
equivalent to Lq = 2 s, so all calculated results could have
an error of +/- 2 ps.[5]

III. TESTING

A. Measuring the Operation Time of the Protection Relay

In any electrical power system, the less time required to clear
a fault, the less damage will be received by the switchgear.
Due to this, any protection scheme must take into account the
operation time required to energize the circuit breaker’s trip
coil. In some schemes, the protection relays close a built-in
contact to energize the trip coil. In other cases, auxiliary
relays are used for this purpose, which increases the operation
time of the scheme up to 10 ms.

Based on CFEs previous project experiences, tripping by
using GOOSE messages through MES are equivalent to
schemes using auxiliary relays.

To determine the operation time of the protective relay using
GOOSE message, the time is measured from the inception of
the fault up to the moment the test set detects the GOOSE
message.

In order to analyze the network performance, it is necessary
to measure the operation time of the scheme in the best
conditions. To achieve better time delay, due to network
latency, a scheme where the relay and test set are connected
to the same LAN Switch will be used.
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Figure 2 Test Setup for measuring the operation time of the
protection relay

In this scenario, the test set will measure the time taken from
the inception of the fault to the instant the relay publishes the
trip GOOSE message. This will require that the test set be
able to subscribe to the trip GOOSE message.

The protection relay is configured as a impedance element to
publish a GOOSE message when a fault is detected on zone
1. The relay test set is configured to simulate a fault at 50%
of the line length of the distance protection.

The operation time of the relay was measured between 13.19
and 14.39 ms. Twenty tests were performed which gave an
average of 13.63 ms, with no background traffic.

As can be seen above, the protection relay tripped in less than
a cycle. This was caused by the sub cycle tripping algorithm
in the relay.

B. Network Failure Test Setup

In order to verify the performance of the network, nine (9)
LAN switches, one protection relay and one relay test set with
GOOSE support, were used. All Ethernet ports used UTP-5
rated cables at 100 MB/s communication speed.

The protection relay and the relay test set are configured as
described in section A. In the test method described below a
power source failure on the LAN switch was simulated. No
other network failure events were simulated such as link
failure

The power source of the RSTP root switch is connected
through a fast speed digital output (1 ms) of the test set. In
this manner the test set can connect and disconnect the power
source to the switch and simulate a ring fault.
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Figure 3 Test connection to Switch 1 Power Supply
The switches are connected in a ring configuration as shown
in Figure 4. The ring ports used to interconnect switches were
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configured with the edge port set to FALSE. The ports used
to connect the IED and test set were set to TRUE. Setting up
the ports with this configuration will avoid the RSTP
reconfiguration process to consider the Edge ports as a
possible path to the network, speeding up the network healing
process upon a link or switch failure. The RSTP Bridge
Priorities of the switches were setup to ensure SW1 to be the
RSTP root, and SW2 to be the Root Bridge backup. Using
this topology the ring was logically opened between SWS5 and
SW6.

To avoid proprietary protocol dependency, only standard
RSTP protocol was considered during this test. RSTP healing
process will get longer delay after the Root switch fails and
before the close of the link between SW5 and SW6 is decided.
In fact, a power failure of the RSTP root switch leads to the
worst case scenario for recovery time and this is what the test
was trying to accomplish.

Due to the test conditions, SW1 starts the test with the power
source disconnected. Then, in order to get stable conditions
on the network, SW1 is energized for one minute before a
source failure is simulated on the root switch and a zone 1
fault is applied to the relay. The power source SW1 failure
initiates the reconfiguration process while at the same time a
trip GOOSE message is being published by the protection
relay.

If the RSTP reconfiguration process affects any local or
switches intercommunication, a time delay on trip GOOSE
transmission is expected.
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Figure 4 Test's network topology and configuration



C. Determining Root Switch Fault Instance

One of the biggest challenges before the test was executed;
was to determine the right instance to disconnect the root
switch. The first tests performed did not give accurate results
because the ring did not add any time delay. This was due to
not knowing the correct instance for simulating the root
switch failure.

In order to determine the exact instance when SW1 does not
transmit any package, the link between SW5 and SW6 was
physically disconnected. The protection relay is connected to
SW5 and the test set to SW6, as shown in Figure 5. In this
test, when SWI1 fails, there is no communication path
between the relay and the test set. Therefore, no GOOSE
message will be detected by the test set.
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Figure 5 Test connections used to determine SWI fault
instance

The test sequence is as follows:

SW1 is energized by closing output 1 on the test set for
approximately one minute. This allows the network to
stabilize. After one minute, a power source failure is applied
at an instance (t) before a zone 1 fault is applied to the
protection relay which publishes a trip GOOSE message. The
test set will stop the test when the GOOSE message is
received. If no message is detected then the test was stopped
by timeout.

It’s necessary to consider that the GOOSE message had a
BOOLEAN and a BITSTRING in the DataSet with an
Ethernet frame length of 137 bytes. The total network latency
is approximately 170.64 microseconds for the nine switches.

Instant (t) was started at 500 milliseconds before fault
inception and was reduced gradually up to a range between
193 and 196 ms. 196 ms before a GOOSE message is
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published, the message has a Probability of 1 to be
transmitted. SW1 is able to perform its task even when it is
physically disconnected due to the time required to de-
energize its integrated circuits. After 193 ms, the message has
a probability of 1 to NOT TRANSMIT, because SW1 hasn’t
any power to perform its task.

With this latency and no deterministic processing times on
relay and switches, a £3 ms window is a huge one because
SW1 can transmit the test message in just 94.8 us, that is 31
times smaller than the window the fail can happen, if the
nine switches’ latency is taken in account that represents 17
times.

If we consider the probability of an Electrical Power System
and this network topology fault coincidence, including the
switch’s capability to continue working for a long time on
power fail, we will find a very low value. Even that, taken
into account statistics from the Utility power system’s faults
and more accurate samples using this test procedure, it is
possible to know the probabilities and help to adopt Ethernet
networks for circuit breaker trips.

D. Determining Time Delay in network due to RSTP

Two tests were performed in order to determine the time
delay added by RSTP on GOOSE message circuit breaker
trips.

Consider that the ring is closed physically but no logical link
exists between SW5 and SW6.

Test 1: Local Communication on Ring Fault

This test will verify that no delay exists for local traffic when
a RSTP reconfiguration is in progress. For this test the test set
and relay are connected to SW5 as shown above in Figure 4
The test sequence is as follows:

SW1 is energized by closing output 1 on the test set for
approximately one minute. This allows the network to
stabilize. After one minute, a power source failure is applied
at an instance (t) before a zone 1 fault is applied to the
protection relay which publishes a trip GOOSE message. The
test set will stop the test when the GOOSE message is
received. If no message is detected then the test was stopped
by timeout.

Table 1 Local Communication measures on ring fault

ltem Relay SW1 power source
Operation (ms) disconnection
(ms)
1 13,30 193,00
2 12,90 193,00
3 14,10 194,00
4 15,20 194,00
5 13,50 194,00
6 13,70 195,00
7 13,80 195,00
8 13,80 196,00
9 13,29 196,00




As can be seen from table 1, no time delay was added to
protection relay operation time and the tolerance of the relay
operation time is + 2 ms. The LAN switch meets the design
consideration (a) criteria described in section A.

Test 2: Transmission Delay on Ring Fault

In this test, a time delay is expected if GOOSE message
transmission occurs during network reconfiguration as
described in consideration (b) in section A and as shown in
Figure 7. If the GOOSE publication is inside the shaded area,
a delay is expected. There exists natural indeterminism on
processors performance for publication, transmission, and
detection by protection relay, LAN switch and test set,
respectively, this causes different results in the same instant
for power source failure simulation.

The test procedure is similar to test 1. Test set is connected to
SW6 and protection relay is connected to SW5 as shown in
Figure 6.
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Figure 6 Test connections used to determine SWI fault
instance

As can be seen at table 2 bellow a time delay was measure
during the reconfiguration of the network. The time delays
measured were between 31.81 and 31.77 ms. This gives an
average of 3.5 ms delay per switch.

For the majority of the items no time delay was measured,
this was due to the GOOSE messge was published and
transmitted by the network before RSTP initiated. The LAN
Switch meets design consideration (b) described in section A.

Table 2: Time Delays measured on a ring fault

ltem Relay SW1 power source
Operation (ms) disconnection
(ms)
1 46,40 194,00
2 12,90 194,00
3 13,50 194,00
4 15,10 194,00
5 14,20 195,00
6 13,70 195,00
7 45,00 196,00
8 45,20 196,00
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Figure 7 Graphical results for item 1, 7 and 8(Table 2)

IV. CONCLUSIONS

Circuit breaker tripping using GOOSE messages can be an
option for Utilities. Network topology and switch constraints,
including a hardened hardware, must be considered in order
to ensure availability, dependability, security and
maintainability goals of the Power System and primary
equipment. Consider to use hardwired if network
performance, including switches transmission capabilities
and devices fail over, don’t meet your requirements.

When LAN tripping is used for busbar and breaker failure
protection schemes time delays due to the reconfiguration
process on a faulted ring could be a big issue, even when the
probability of a network and Power System's fault take place
at the same time is very low. Unless it is not an issue for
Power System stability or primary equipment damage, in a
given installation.

Power loss on switches is not an issue for GOOSE tripping if
the LAN switch can perform its task for a time enough, as
found in the switches used, because a low probability of
coincidence with a power system fault.



Statistical analysis is required to investigate the probability of
coincidence of a power system’s fault and network fault.
Consider the inherent non-deterministic response of computer
based devices, and circuit integrated behavior on power
source disconnection or other type of fails. For accurate
results the number of measures must be incremented up to
200 or at least 150 for each test.

For large network topologies, with more switches, time delay
due to ring reconfiguration, must be considered.

Reducing the number of switches on the network could be a
good solution, but no UTP could be used due to the distance
between IEDs and switches; use of fiber optic cable is
recommended. CFE has considered the use of a LAN Switch
per cabinet due to modularity and easy test at factory.

It’s important to reproduce these tests using fiber optic for
interconnection of switches and devices, in order to verify its
behavior.

A fail over test must be performed in the relay in order to
know its performance when the primary link to the main
LAN switch is lost — refer to section I and Figure 1. Fail over
and device performance to transmit GOOSE packages could
be an issue if it takes to much time. If this is the case,
consider using hard wire for trip and breaker failure initiation
(50BF).
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