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Development, Application and Field Experience of a Trip Security System for
Transmission Line Protective Reiays

Dick Curtner

Albuquergue, NM

Abstract - Todav’s utility environment is placing an
ever increasing emphasis on the security of transmission
iine refaying, The conseguence of false trips of major
transimssion lines is becoming more unacceptable. An
indusiry survey as well as a review of NERC wutility
outage reports in a recent [EEE paper {51 concludes that
most widc-scaic power systemn disturbances are duc io
relays that misoperate and that such misoperations arc
often a kev factor in cascading outages. The resulting

electric power systern blackouts can be extremely

damaging to a utilin’s public image as well as to its
financtal well being. This paper describes the
philosophy, deveiopment, testing and experience of a
systern designed to improve protective relay security.
This system is presently in service in the Public Service
Company of New Mexico and El Paso Electric Company
345kV transmission systems. The system will be referred
to as the “Trip Secunty System” (TS3) throughout this
paper. The TSS 1s designed 1o block the occurrence of
false line trips. It i1s & redundant microprocessor-bascd
systern that requires the tnput of trip contacts from threc
scparate transmission line relays. The TSS combines
these inputs with menitoring and fault detection logic to
- provide an appropriatec balance between secunty and
* sensitivity without compromising rcliability.

1. IXTRODUCTION

One of the goals of power svsicm engineers 1s o design
a power system with sufficient redundancy and margin 10
allow stablc operation with some clements out of service
{(i.e., transmussion lines, transformers, etc) However,
due 1o increasing financial, environmental and regulatory
constraints, this stability margin 1s eroding.  The
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building of additional transmission capacity has not been
commensurate with increasing load. which has resulicd
in somc power systems characterized by spars
inicrconnection and decreasing stability margin, Svsiem
reliabilinv is becoming increasingly dependent on the
sceurity of critical transmussion fincs.

Transmission linc protection systems have had a sohid
record of tripping and restraining correctly.  However,
they are not perfect and occasionally these systems
misoperate. The term “misoperation” refers to improper
tripping of  transmission linc. Loss of a critical finc doe
1o protection systemn misoperation can often lcad
cascading outages. In short. today’s power svstem can no
ipnger toleratc thc “occasional” protection  svstem
misoperation if svstem rcliability is to be maintained.
Over the past three years there have been seven major
disturbances in Western Systems Coordinating Council
{(WSCC) slone that were caused by protection svstem
misoperation [1, 2, 3, 4]. The sceming increasc in
frequency of these events, along with their catastrophic
economic and social cost, warrants the development of a
solution to this problem.

This paper describes the philosophy, development and
testing of a proposed solution to this growing probicm.
The proposed solution is a rcdundant microprocessor-
based system incorporating security measurcs and
The
primary function is to reduce the probability of false line
trips due to protection system misoperation.  The system
uses the irip and failure outputs of three transmission line
relavs to iniclligently control trip decisions, stniking a
balance between security and  sensitivity,  without
comprorusing dependability. Eight of these units are
service in the Public Service Company of New Mexico
and El Paso Elcctric Corpany 343kV  transmission
svsiems,

2. INpUsTRY EXPERIENCE/TRENDS

Over the past twelve vears, there has been a string of
cascading power svsiom disturbances {1, 2, 3, 4, 6, 7L
These cascading outages have been attnibuted to a varniety
of causes.  Although these events are not frequent. they
can be catastrophic and costhy for a uiility, The common
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denominator in a majority of these events is that
protective relay misoperation caused, or at least
contributed to, the disturbance.

Transmission line protective relays, like any device,
are not perfect. Through the vears, misoperations have
occurred duc 1o various relay-related failures or
oversights. These events may not have been of wide
concern because: 1) they did not appear to happen very
frequently or 2) power systems appeared to have had
enough margin to withstand single- or even multiple-
contingency events. I is difficult to determine past
misoperation frequency because misoperations  are
typically not made public unless they are part of a major
disturbance.  What is clear, however, is that the
frequency of major system disturbances appears to be
increasing and that a high percentage of these
disturbances is initiated by relav misoperations.

Due to increasing financial and environmental
constraints, power systems now operate with much less
siability margin than they once had [7]. This is
particularly true in the western part of the United States
where increasing load growth, the availability of hydro
power in the north, public resistance 1o placing
generation near the load, and the difficulty in building
new {ransmission, have resulied in power systems
characterized by large distances between generation and
ivad, and sparse interconnection. The stability of these
systems 1s very dependent on the secunty of the interties,
Because the misoperation of the protective line relay is
not a contingency that is normally planned for, these
systerns are very vualnerable to cascading outages,
especially during high loads. ‘

A recent IEEE paper {3] references a 1989 survey that
was sent to relay and power system engineers to solicit
opinions about power system outages that were ¢ither
initiated or exacerbated by improper relay operation. The
results of the survey pointed out that most wide-scale
disturbances were due to relays that misoperated and that
such misoperations are an important factor in cascading
oulages. Also reviewed in the paper were NERC outage
reports between 1984 and 1988, which state that
protection systems contributed to more than 73% of the
blackout incidents for each vear. A quote from a 1989
NERC report is representative of the NERC findings.
“Pratection system misoperation was a contributing
Jactor in two of the disturbances reviewed. Three of the
incidents reviewed were caused or aggravated by other
protection system problems. These problems inciude
defective relay components, relays improperly applied,
and power line carrier circuits that had not been tuned
properly.  As nowd in previeus Reports, protection
system design, application, operation, and maintenance
are importani factors that play a major role in
transmission  reliability and  control These are
especially critical in heavily loaded transmission lines.
As utilities rely more on remote generation and
interchange, transmission svstem relavs coordination

within and among control areas and Reliability Council
is crucial.” {5].

Although many of the more recent misoperation-
caused disturbances occurred in the western part of the
United States, these evenis can and have occurred
eisewhere, The Northeast Blackout of 1965, which
resulted in fundamental changes in utility operation and
planning, was initiated by a relay misoperation. The
New York City blackout of 1977 was initiated by two
lightning strokes and a series of relay and control
misoperations. The economic and social cost of both
these events were enormous. A detailed explanation of
the El Paso Electric Company disturbances is attached as
Appendix A.

3. MISOPERATION CRITICALITY

Only some relay misoperations can Jead to a major
system disturbance. Misoperations that occur in the first
stage of a disturbance and lead to an irrecoverable “point-
of-no-return” are the ones addressed here.  Somefimes
disturbance reports summarize all failures that necd to be
addressed.  Relay misoperations can and do occur afier
the point-of-no-return but may have a relatively small
impact.

Many of the recent major disturbances in the WSCC
were the result of first stage relay misoperation,  Critical
relay misoperations occurred simultancously to faults on
an adjacent line in most cases, causing an immediate
double contingency which caused the system to collapse.
In some cases, the double contingency was survivable but
difficulties such as restoration/synchronizing problems,
operator communications and coordination, generator
tripping and var support led to voltage collapse. Relay
misoperation causcd the double contingency that led to
the final voltage collapse in ali but one of the eight major
WSCC blackouts between December 14, 1994 and
August 10, 1996, Several of the cases were survivable,
but if the double contingency had been avoided, the
blackout would very likely not have resulied.

In essence, if we can prevent rclay misoperations from
causing the initial doublc contingency or similar first
stage critical outage, we will have “nipped the problem in
the bud”  This obviously cannot prevent double
contingencies by natural cause and other catastrophic
occurrences.  Any mishap that takes out transmission
lines on adjacent rights-of-way or double circunt
structures may have the same impact. Eanhquakes,
tornadoes, floods and forest fires are beyond the realm of
our controk.

If relay misoperation can be prevenicd, how much
benefit would be realized? NERC reports quoted in this
paper have pointed to a 73% involvement. 87.5% of the
above-listed WSCC disturbances are credited to relay
misoperation  and  relay involvement for WSCC
disturbances prior to that time frame has been estimated
at 60%. A recent report by the WSCC Relay Working
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Group concluded that of 43 disturbances (June 1987 to
January, 1993) only 9 were pnimanly caused by relay
misoperztion. A similar survey of WSCC disturbances
from 1993 through 1997 shows rclay misoperation to be
the primary cause of 11 out of 3% disturbances. This
accounts for 24% of the 82 WSCC disturbances in those
time periods.

The authors beheve that protective rolays are ofien
discredited. Sometimes the mere mention of the word
relay or protection segms to be perceived as g profechive
relay misoperation. This leads to the authors’ belief that
the high count against protective relavs and controls as
primary cause is somewhal exaggerated. The above-
mentioned report by the WSCC Relay Working Group
conciuded that of 21 disturbances with protection
problems {(June, 1587 1o Janvary, 1993} only 9 were
primarily caused by relay misoperation. It ss the anthors’
opinion that relay misoperation may be primary cause of
about 50%. of major disturbances. Using this estimate,
minimizing relay misoperations would reduce the
number of major disturbances by a factor of 2.

4. OFTIONS FOR SECURITY IMPROVEMENT

With a flavor for the tvpes of protection svstem failures
that effect security, the guestion is: How can we improve
the security of the transmussion linge protection system?
The foliowing section discusses a number of options.

Improve security of individual relays through scif-
monitoring: - One of the distinct advantages of
microprocessor-based relays over analog svstems is their
sel{-monitoring features and the ability to alarm for scif-
detected failures. Continued advances in microprocessor
based relaying systers would indicate these systems will
be more reliabie and secure than their znalog
predecessors. However, success in detecting failures that
affect security depends on insight into all failure modes
and therefore can never be all-inclusive. A standing
failure can easily be recogmized if it results in an
abnormal status point. Experience shows that most
failures that cause relay misoperations are typically
caused by “hidden failures” [5]. A hidden failure i3
characterized by a defect that appears only as a result of
momentary cvent such as a system fault  Thesc hidden
failures remain dormant during normal operation,
calibration or mainienance. Hidden failures will cause
the protection svstem to inappropriaiely remove circuit
elemcnis as a direct consequence of another switching
event or disturbance.

With the cxception of relavs that incorporate simple
overcurrent functions to assure that the relay tnps only
under fault conditions, self-monitoring features of today’s
microprocessor relays focus mostly on the health of the
refav hardware and software. Self-moniioring and fature
detection in relavs has vet fo focus on restraining or
identifying inappropriate relav operation. Although
these might be technologically feasible. it 1s the authors’

opinion that it i unlikely that these features will become
commerciatly available in the foresecable future.

There is afso an inherent nisk in depending on new
relay technology for security. The risk is that the aging
process of the new techuology 15 unknown and hidden
failures which may not at first appear may becoms
evident lafer through faise irips.

Improve the security of communication channels:
Additicnal security can be achieved by forcing separate-
path channels to operate before allowing a pilot trp,
This has been applied and has increased security in terms
of channel misoperation or failure.  Permussive tone
channel security can be improved by reguiring separate
path completion. This is becoming more difficult
because new relays are incorporating more information
than simpie audio tones into the channcl. Here it might
be possible 1o establish dual channel reception by using 2
mulii-terminal  line relay  for a4 two  ferminal
configuration. I the channel is limied to microwave ot
fiber optic channcl. the dual-path option may not be
available. Putting these difficulties aside, improving
communication channel security still does not address the
security of non-channel aspects of the relay scherme.
These are the direct tripping functions and possible
failures of the relav itself.

Improve security throwgh supervision: The above-
referenced paper [5] suggests identifying relay functions
that have hidden failures and then supcrvising these
functions external to the relay, using the same input
signals. For example if the loss of directionality in an
overcurrent relay is idemiified as a hidden failure, the
supervising system would receive the operating and
polarizing signals used by the traditional relay. The
supervising system would perform a directional
calculation and provide an output contact to supervise
that function. This scheme would bec possible with
component relavs, typically electro-mechanical or solid-
state individual relay svstems wired as & system on a
relay pang!l.  Intervention into the scheme would be
difficult to impiement because the supervising system
wounld have 1o be tightly coordinated with the scheme. A
microprocessor-based scheme could accept intervention
with additional input ports; however, today’s relays are
not vet designed for this. Although relay manufacturers
may be able to design systems to include intervention,
tight specifications would be reguired on iniervening
equipment. It would seem more appropniate for relay
manufactarers to build the intervention into the system
As the indusiry moves to all micro-processor-based
systerns, care will be required to keep common mode
algorithm failures from providing false supervision,
Implementation 1ssucs aside, this method 13 somewhat
limited because i is highly dependent on accurate
identification of hidden failures, of which there is very
little expenence
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Many existing distance relays incorporate a simple
overcarrent function fo assure that the relay only trips
under fault conditions. Unfortunately, although wvery
infrequently, this supervision allows the relay to trip
immediately on current-only if the distance unit has
failed into a standing-trip condition.  Overcurrent
supervision is simple but difficult to apply to achieve
selectivity and sensitivity.

Distance supervision requires sufficient over-reach
beyond the remote bus to assure operation.  Without
over-reach, sensitivity will suffer. Because over-reach is
required, distance supervision will stili be vulnerable to
false tripping for a remote bus fault and line faults close
to that bus. Although the area of vulnerability will have
been improved, the false trips that can occur will result in
simultaneous outage of the line plus the faulted bus or
line(s).

The pilot relay seems 1o be the best candidate for
supervising line trips. It is the only device available now
that can adequately discriminate between internal and
external line faults. Another advantage to using pilot
relay supervision is that it can be achieved without
intervention into another system. That is, each pilot
relay system can operate wholly as designed. The final
decision as to whether or not to trip the line can be made
solely on the output contact status.

From the review of the security improvement options

discussed above, it can be concluded that the most
promising and viable option for improving security is a
scheme that utilizes pilot relay supervision. Accepting
that statement, the question then becomes how o
incorporate the output contacts of pilot relays into a
system that will provide the desired improvement in
security.  To determine the optimum scheme, it is
instructive to evaluate the rclative probability of
misoperation between the traditional schemes and a
proposed supervised scheme,
- Three relay veting scheme security improvement:
Traditionally, the primary protection of high voltage
transmission lines is through two or more protective
relays with the trip outputs OR’d as shown in Figure 1.
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Figure 1 — Traditional Trip Scheme, Two Relays

A trip signal from any one or more relays will trip the
line. In some cases, three relays arc OR'd in the same
fashion. Because the trip commands are OR’d, any
misoperation will trip the line. Therefore, the traditional
scheme is biased toward tripping the line at the expense
of security. Simply ORing the two relay contacts
essentially doubles the probability of false tripping
{assuming identical misoperation probability).  For
example, if the probability of a relay misoperating is 1/n
(1 misoperation in every n challenges), by ORing two
identical rclays together, that probability will become
2/n. If thiee relays are ORd, the probability increases to
3/n.

The simple application of “voting” will sigaificantly
increase the security of the system. Voting is a scheme
long used in control systems where security is crucial.
Voting is usually done with three systems in which two
out of three votes enable an action. In the case of rclay
protection, three pilot relays could be arranged with their
contacts connected as shown in Figure 2.
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Figure 2 ~ Simple Voting Scheme

The voting scheme significantly increases scourity
because  twoe  relavs  now  have to  misoperate
simultaneously to falsely trip the line. The probability of
a misoperation causing a line trip is the sum of the
product of probabilitics of a misoperation for any two of
the relays. If the three relays have identical probabilities
of misoperation of 1/n {1 misoperation in every n
challenges). the probability that the voting scheme will
yield a misoperation is 3/n°. The improvement in
security using voting over the traditional scheme (e,
two relavs) is the ratio of the two probabilitics of
misoperation (3/n’ divided by 2/n). Therefore, the
increase in security (i, a decrease in probability of
misoperation) is by a factor of {2/3)n. For example, if the
probability of misoperation for one relay is 1/150 (i/n),
the traditional scheme would have a probability of
misoperation of 1/75 (2/n). By using the voting scheme,
the probability of misoperation decreases to 3/22,500
(3/m”). Therefore in this case, voling increases security
by a factor of 100 ([2/3]n).
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The unknown here is the actual relay failure rate, but
that is relatively ummportand The estimated
improvement is {2/3)n assuming identical relay failure
rates. To obtain a ten-fold improvement in security, the
simultancous relay failure rate of ol three relays would
only have to te better than one false trip for fificen
chalienges, an exceedingly poor performance ievel In
practice, the three relays applied fo this scheme would be
of different design and manufacturer, vielding a much
greater security rmprovement,

Although the pure voting scheme sigmificantly
increases security over the traditional approach, there are
some penalties regarding protection.  For example,
protection 18 compromised if one of the relays fails. Also
sensitivity 1s decreased over the traditional scheme since
there are 1o provisions o act on detection of 2 faull by
one relay. © would alsoc be desirable o identify an
attempted relay misoperation. Combining the pilot relays
to only supervise each other will achieve security, but can
reduce ihe overall dependability. Dependability of the
line protection should be maintained to the greatest
extent possible.

Other muiti-relay schemes:  Other multi-relay
supervisions are possible and could also improve security.
The use of two double relay series paths, as shown in
Figure .1 would have a security improvement factor of n,
better than the 2n/3 factor for the voting scheme.
Achieving this by direct connection of relay outputs, as
shown, will improve security but will make achieving
other measures such as single relay dependability and
adaptive logic somewhat difficult to configure and test.

Another consideration to this plan is how many relays
to use and in which combinations. It may be tempting to
use only three relays with one relay acting as the
supervision in both paths. There 15 some probability that
common-mode failure of this supervising relay could
negatively impact the relay system. If four relays are
~ used to circumvent the common-mode failure possibility
of the three relay system just meniioned, the question will
then become which relays to put in combination. One
would also have to consider that the supervising relays
are complex devices with logic and algorithms more
complex than the simple andfor/imer logic of the
programumable controllers proposed here.

Positive DC
T [
rip #1 Tnp #3
I‘T 2 _‘MT' #4
fp # o
" _F
i
7

;: Tnp
\[/‘ Tyt

Fipure 3-Redundant double relay paths

& Talr SECURITY SYSTEM DESIGN GOALS

The concept of the Trip Security Systemn (TSS)
atternpis 1o provide balance to all aspects of protection,
The system is based on a pure voling scheme wih
adaptive logic incorporating the failure outputs from the
relays (and their communications channels where
advisable) to ensure tnpping priority. The adaptive logic
also recopmizes non-concurrent relav action and ailows
tripping action for that condition as welll The TS&
provides 2 balance between protection, security and
sensitrvity that is not available with cither the traditional
scheme or a pure voling scheme. The design and
impiementation of the T5S was executed to meet six
major objectives:

1. Bipnificantly reduce false trips due 1o relay
misoperation.

b

Maintain the sensitivity of the protection systen.
Maintain dependability of the proteciion system.
Identify and inhibit a misoperating relay.

Have 2 minimum process time ( < 4 ms).

N

Meet utility reliability, iniegration, testing and
maintcnance standards.

In addition to the dramatic increase In secunty
afforded by a pilot relay voting scheme, the TSS also
addresses Objectives 2 through 6. The following sections
discuss the philosophv behind meeting these objectives.

Sensitivity: Protection sensitivity is addressed in the
TSS by allowing any single relav operation (without
simultancous trip outpuis from the other two relavs) to
trip the line only after appropriate time delay and faclt
detection.  The time delay is necessary to prevent
misoperation for any external fault clearing within
normal clearing time. A fault detector is used 10 avoid
nuisance tripping of the line when a relay fails into a
standing trip condition.

The fault detector needs to be sensitive enough o
.enable the trips for ihe most sensitive relays being used.
A sensitive negative sequence overcurren! or overvoliage
device with high specd pick-up and drop-out would take
care of most applications.

Where therc are nadequate sequence guantities, faull
harmonics or noise detection could be used. Because the
fault detector only enables single relay tnips, the selection
is mot as critical as it might appear. Where Jow current
faults are a normal and credible event it would be
appropnate for aff three relays to have adequate
sensitivity.

Reliability:  The reliabihitv aspect discussed here
wvolves the assurance that the system will rcliably
transport relay inps to the breakers when any other relay
is abnormal  Relability of the TSS equipment itself 1s
discussed in 2 later section and a more detailed
discussion of rehiabilin {dependabilitvy follows thus
section.



i any relay (or its communications channel if so
configured} has failed or is out of service, the TSS
recognizes the abnormal state and allows any of the
healthy, normal, in-service relavs to trip without
concurrence.

The secunity feature is not in service when a failure or
out-of-service condition exists. The system priority is
reliability in tripping. The failure of the relays and
system 1o trip the faulted line is assumed to be worse than
a misoperation.

The security of the system, then, depends on all three
relay and communication svstems operating in the
normal, healthy state.  This should be the normal
condition. When failures occur it is necessary to address
and repair them quickly to restore security. The same is
true for maintenance activities,

Identify and inhibit misoperating relay: A
misoperation is sensed as the momentary or sustained
closure of a lone relay output contact. The TSS senses
the operation and, with the fault detection and timing
information, determines which relay attempied &
misoperation.

The relay that attempted misoperation is deemed a -

failed relav and is not trusted to act singly or in concert
with the other relays until tested and returned to health.
The TS8S automatically switches the failed relay o
unhealthy status and functions as explained above in the
reliability section.

Minimize process time: The process time of the TSS
is minimized to decrease the impact of the additional
security to fault clearing time (and power system
stability). The original goal was to limit the operation
time to % cycle at 60 Hz. The TSS operating
specifications list a less than 3 ms operating time.
Operation typically is between 2 and 2.5 ms. With this
small process time, the overall tripping times are
. extended more by the response differential between the
fastest and next fastest operating relay than the security
system itself. For close-in faults, the direct (non-pilot)
aspects of the rvelays initiate operaticn, vielding a
presumnably small operation time differential between
relays. For the close-in fault with identical relay response
times, the clearing time, increases by only the process
time. Since ac current interrupts only at zero crossings,
the TSS operation time will result in many fault clearings
with no additional time delay and with some clearing Y2
cycle later.

Meet atility  reliability, integration, testing and
maintenance standards: In keeping with the accepled
convention of protection system redundancy, the TSS
incorporates this same standard. The TSS is comprised
of redundant systems, both identical and electrically
isolated from each other. To achieve complete
redundancy, each svstem operates only one trip cotl of
cach breaker, keeping each trip circuit isolated from all

other circuitry. This is especially important where dual
station batleries are used,

The TSS is configured as a Primary and Secondary
system. The Primary System is connected to breaker trip
coils #1 (and battery 1 if applicable). the Secondary
System is connected to breaker trip coils 2 (and battery 2
if applicable).

Redundancy is only pant of the equation in obtaining
high levels of reliability and availability of a system. The
rest is gained from a program of testing and monitoring.
Ease of testing and moniloring was a design objective of
the tgs. To this end, the tss incorporales an optional
“hands ofl,” automatic testing system that verifies the
systems from input pickup devices through the logic
functions to output devices.

6. Tss EQUIPMENT OVERVIEW

The diagram in Figure 4 shows the overall view of the
TSS, indicating the major input and output signals. The
dotted lincd box shows the boundary of the TSS
equipment. The TSS operates on the input of trip
contacts from three scparate transmission line relays,
These signals are fed into the TSS’s primary and
secondary system. Each redundant svstem (primary or
secondarv) controls one of the trip coil circuits(l or 2) of
the associated two breakers. All four trip circuits are
electrically isolated from one another. In addition to trip
signals, breaker failure initiation (BFI) signals are
processed through the TSS. These also are fully isolated
circuits, To allow the TSS logic to maintain sensitivity, a
fault sensing relay output is fed into systern.  Alarm
lights and SCADA indication are also provided. The
primary and secondary systems continuously evaluate the
status and health of cach other through a high-speed
status link. If malfunctions are detected, an alarm will be
initiated. The system will stay in service 1if one of the
two systems is detected as failed.

Each of the four trip circuits of the TSS operates on the
input of trip contacts from three separate transmission -
line relavs. The trip contacts are fed into a “blocking
switch,” which is connected to the breaker trip coil
through the 52a contacts of the breaker, The TSS trip
circuit configuration is shown in Figure 5. A heavy-duty
30A thyristor is used as the blocking switch. A thyristor
is well suited for this application because of its extremely
fast turn-on time (fractions of a millisecond).

Intelligence is added to this scheme in the form of 3
station-hardened digital controller. Inputs from each of
the three line relay trip outputs are fed into the controller
and an output from the controller is connected 1o the
thyristor gate. Logic in the controller gates the thyristor
{enables tripping) when the controlier senses concurrent
operation of two out of the three line relays. To maintain
sensitivity, an external fault detector input allows the
means for a single relay to cause a trip only afier
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appropriate time delay and fault detection. Heavy-daty
diodes are added to the scheme 1o elecirically separate the
irip signal inputs.

The configuration of the series connection between the
relav trip contact and thyristor shown in Figure 3
pravides the security. Note that neither the failure of the
relay nor the failare of the thyristor can cause immediate
tripping {unless failures occur simultancously)  Sensing
the tnip signals directly from the cutput or the “business
end” of the relays allows the TSS to detect misoperation
due to any component of the protection system.  For
example, if one of the communication channels {2il on a
pilot relay scheme and the absence of a blocking signal
causes one relay to trip, then the TSS will block tripping.
This strategy will even block misoperations all the way
down o the cutput stage of the relay, The scheme is
inherently secure because the TSS does not actually trip
the breaker but enables tripping. For exampie, if the
controller misoperates and causes the thyristor to Opcratﬁ
without operation of & line relay, a breaker tnp will not
be initiated.

A number of monitoring and control features were
added to enhance operation of the TSS within the utility
systemn, The digital controller is continuously seif-
moniforing and has built-in diagnostics that will initiate
an alarm when internal trouble is detected. The TS8S
hardware 1s housed in a utility grade cabinet, which is
equipped with alarm lights and SCADA contacts for
detailed alarm and indication. The TSS is furnished with
a bypass switch, which when closed, will pass through
trip and BFI signals in an OR’d fashion. The bypass
switch can be closed manually (locally or remotely) or
will close automatically upon self-detected TSS failure.

Trip and breaker failure outputs can be isolated
Fauit
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Figure 4~ Overview of TAY

separately for the primary and scoondary system wath
kmfe-blade type switches,

7. RELIARILITY: COMBINING SECURITY AND
DEPENDABILITY

Dependability: With an improvement in secunty it will
also be necessary to rotain dependability,  Whatever means
are used 1o strengthen secunity should not be at the expense
of dependabiny.  Likewise, however, secunty may be
sacrificed with insistence that dependability and speed must
equal that of protecuve relays directly linked to breaker tri
coils.

Reliabilitv is defined as the combination of security and
dependability. There is, however, no quantification of either
and no formula for the mix. It 15 2 widely- hch. theorem that
any adjustment o onc will have the oppostte effect to the
other. What decreases to dependability result from these
proposed security improvements tend to be “seat-of-the-
pants” guesses since there is no guantified information. 1t is
fair to say though that this theorem makes sense and 15 a
valid cantion to recognize some degree of interdependency.

What may be lacking is a strict definition of dependability.
If dependability is the assurance that the protective relays
will operate 1o protect the line and be allowed 1o trip the
breakers, then we can improve security with litde real
degradation to dependability. As descnbed previously, the
proposed scheme allows any of the three relavs to trip alone
after a time delay with fault detection. That should exceed
the dependability of traditional two relay systems which bave
no trip abitity with two failed relays. What has changed is
the speed at which that relay can tp.  As long as
dependability is only the assurance that the relay is allowed
fo trip in reasonable time, then no degradation has occurred.
What cannot be matched is the dependability and speed of a
hard-wire connection to the breaker trip coil(s), which has no
security. '

Single relay reliability: The method used in the TSS to
allow single relay operation is a simple combination of fault
detection and time delay.  Orther strategies are, however,
possible and could afford equal reliability with less time

delay.  Any method that blocks singie relay operation
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coincident with other foults on the svstem will improve
security. Note that the system described here does not
prevent operation for simultaneous line foults. High speed
action for simultaneccus line faults regquires multiple, or
voted, relay action

The TSS has the “blocking logic” mentioned above. That
logic is an input that cancels all single relay logic as long as
the input 1s present. The TSS has a blocking output to key a
channel or other device to other TSS’s to block single relay
action elsewhere. The blocking output is keved by voted trip
output of independent trip logic. This scheme would reduce
the single relay trip delay to coordination time for the arrival
of the blocking signal similar to the delay necessary in a
directional comparison blocking scheme,

The communications necessary for the blocking logic
would have to be reliable. It would also be desirabie 1o be
“broadcast” thronghout the system to be effective. U
communications are available to perform this task, it would
be the preferred method to supervise single relay tripping, If
conumumications reliabilify is in question, the detector/timer
method could be made available through blocking channel
faiture detection. The authors are not aware of reliable
bradcasting channel equipment for the “blocking” channel
but this is an atypical channel assignment. If a broadcast
channei could be developed its “reach” may not be extensive:
It is quite possible that it would only need to communicate
into 2 “Region of Vulnerability” {5].

Redundancy: The introduction of intervention between
the relays and the breaker trip coils must be done in a
dependable manner: That is, the resulting system showd
maich the dcpendability of conventional systems.
Conventional two-relay  systems oblain  dependability
through redundancy to. the extent that operation of either
relay will trip the tine. Thus, provided that both relays are
operational, the failure of one 10 trip for a fault condition is
covered by the successful operation of the second.

The same redundancy can be used in the proposed security
system. Identical controliers can respond to redundant relay
trip output contacts and provide dual trip paths from the
reiays to the breakers. The result is an integrated relay
system using the outputs of separate, redundant relays into
separate, redundant controllers with final delivery of the trips
to the breakers. Figure 4 shows the integration of the
protective relays and security system,

Redundancy in the {ault detector is also a consideration for
dependability of the single relay trip mode. If reliance on the
single relay trip mode is likely it may be necessary to employ
redundant fault detectors. The intent of the fault detector is
to ensure that a fault is actually still in progress before
allowing the deleyved trip.  Many relays "seal-in™ to line
current and hold the trip contacts closed even though the
fault has cleared.  The relays expect current 1o go 10 zero
after trip contact closure. Therefore, a time delay withou!
fault detection would only slightly delay a false trip, resulting
in no improvemerd in security.

All three relavs should respond to the great majority of
conceivable line faults. If Jow current faults are normal, all
the relays should be sensitive to them. The intent of the
single relay trip with fault detector is not to enable one relay
for low current conditions; but, to allow any single relay to
operate dependably for unusual circumstances. For very low
current conditions it may be necessary to use a voltage relay
rather than current. A negative sequence relay with fast
drop-out should take care of most systems. In cases where
single relay operation for balanced faults is a possibility, the
enginecr will still have to contend with the possibility of the
fault detector reacting to load conditions.

8. ArPLICATION CONSIDERATIONS

Common Mode Failure Avoidance: Since the security
improvement of the voting scheme depends on low
probability of simultaneous failure, it is important to
exclude as much common-mode failure as possible. The
choice of relays should avoid the use of identical relays
which could result in false tripping due to algorithm
failures or other hidden failures. It may not be necessary
to choose relays from different manufacturers; but, if the
relays incorporate design common to each other it would
be advisable to weigh the security aspect of that common
maode failure.

Relay sensitivity: This paper is not going to attempt
any outline of relay choice other than to reiterate that the
coverage and sensitivities of the relays to predominant
line faults should be similar. The basis of the voting
scheme is that it provides redundant supervision; i¢.,
cither of the “other” fwo rclays can supervise the
operation of the first. It is highly probable that one of the
three relays will be able to detect some sort of uncommon
fault without concurrence. The single relay logic with
fault detection enables tripping under that scenario.

Fault detector choice: The choice of the fault detector
that enables single relay tripping needs to have adequate
sensitivity to allow tripping of unusual faults. As was
mentioned above, a sensitive negative sequence device
with fast drop-out would take care of most cases.
Negative sequence voltage would be a good choice where
extreme sensitivity is required. providing that the system
is well-enough balanced 1o avoid fault detector pick-up in
no-fault conditions. Fault noise or harmonic detectors
would be another possibility for extreme cases.

Fault detectors for balanced fault single relay detection
should be done with great care. 1 the available fauli
current is  significantly higher than maximum
contingency load it could be used.  An undervoltage relay
may work here as well. The real question is: Can the ling
encounter a three phasc fault that won’t be detected by at
least two relays? This seems unlikely.

Communication Failure Sensing: The adaptive logic
of the TSS uses the fatlure contacts of the three relays to
recognize any individual rclay failures and immediately
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allow any heaithy relay to trip. Some transmission line
relays arc very dependent on relay cominunications for
high speed tripping. Here it may be advisable to parallel
the relay fatlure contact with the communications failare
contact. Power ling carrier will require a time delay of its
fatlure alarm into the TSS, however Power hine carmier
channel failures frequenily accompany internal line
faults and 1t is not desirable to disregard the carnier relay
action for a momentary channel failure.

9, AUTOMATED TESTING AND MONITORING

With utilities under increasing {inancial pressures, one
program that typically experiences cut backs or in some
casgs, complete elimination is periodic field testing of
relays,  Newer digital relays tvpically have internal
diagnostic algorithms that check software and CPU
hardware. This same type of self-monitoring is alsc in
the TSS. In addition to this, the TSS also monitors for
input and output failures. This detection is achieved
through a serial cable that allows the passing back and
forth of information between the two redundant systems
and is used to repori the health and status to each other.
The controllers also continuously scan and compare each
other’s input and output fields to check for I/O errors or
wiring errors.  If the input and ouiput fields of the
Primary and Secondary systems do not agree, a trouble
alarm is issued.

In designing the TSS, ease of testing was a key
objective. The TSS has an optional buili-in automatic
tester called the Automated Test Unit (ATU). The ATU
can either be permanently installed in the TS5 cabinet or
supplied as a separate portable plug-in unit. When
instalied in the cabinet, it can be enabled to automatically
perform unmanned periodic tests of both redundant TSS
systems and alarm when failures are detected.  As a
separate unit, the tester can be plugged into the TSS by a
technician to provide a quick checkout of virtually all
TSS functions (with the trip circuit outputs disabled via
open test switches). Testing can be done on one of the
two redundant paths, while the other path remains in-
service. Features designed into the ATU are:

t.  Thorough tests of the TSS from mput fo output: The
ATU activates inputs and checks outputs at the
terminals of the TSS providing thorough testing of
the whole system including input sensors and output
devices. Witk the trip circuit outputs disabled via
open tes! switches. the trip enable functions can be
automatically tested

‘?\J

Automated. nnmanned on-line testing: The T3S 18
able to stay in service since the ATU can separaiely
test one redundant system at a time. Testing can be
set o occur af regular intervals at non-critical times
of the dav. For example. the user could set the ATU
to test every 30 davs at 1:00 am.

2. Detailed diagnostic information: I a failure is
detected during testing, the ATU stores g
appropriate error codes that help pinpoint the
tocation and nature of the failure.

4. Continuons independent monitoring of primary and
secondary controllerss  The ATU continuocusly
monitors the health of the pnmary and secondary
conirollers through the receipt of a coniroller
“heartbeat.” The ATU can alarm and/or bypass the
TSS if one or both controliers have faed.

10. Lap TESTING AND FIELD EXPERIENCE

A protorype of the TSS was tested on GE Power
Management's Model Power System with a two-terminal
oilot line relay svstern. Testing was a comnplete success.
The TSS was exposed t¢ 168 power system fauits and
performed as designed. Logic tests were also performed
to verify all functions.

Cverall operation time of the TSS has been tested
indicating an operation time of less than 3 ms. Typical
operation times are between 2 and 2.5 ms.  Operation
time is measured as the time from receipt of a rclay
contact closure to the time of full DC voltage on the
breaker coil.

At the present time eight TSS units are in service.
Four PNM units have been in service since Summer,
1997 and the four EPEC units have been in service since
Fall, 1997. To date six fauits have occurred on TSS-
cquipped lines in thc PNM and EPEC systems. The
systems operated correctly for the faults with all three
relavs operating concurrently and the TSS tripping
through the main voting logic

11. CONCLUSIONS

This paper has soughi to demonstrate that rclay
misoperation is a credibic failure that can, to a large
degree. be controlled. Large system disturbances, as the
result of relay misoperation, have been occurring for
many vears. As the operation of the transmission sysiem
becomes ever more dependent on the security of cntical
lines, the effects of relay misoperation on  system
reliability will become more pronounced.

The security svstem proposed hers, the Trip Secunty
System (TSS), atilizes the trip output contacis {rom three
separate pilot line relavs’ From a discussion of other
securily umprovement options. it is clear that pilot relay
supervision has the most promise to provide necessary
security.  The other discussed options either wers not
effective enough or toc difficult to implement with
commercially available equipment.  Combining pilot
relays into a supervisory or “voung” system allows each
hine relay o operate wholly as originaily designed.
Adaptive logic is combined with the vouing scheme 1o
ensure dependability that may be lacking in a purc voling



scheme.
design.

The design of the TSS includes complete redundancy
and isolation to match existing protection standards.
Identical digital controllers with robust input and output
devices are used to achieve reliability. The controller
fogic is prionitized towards trip reliability, Although
security is gained by “voting” logic, failure recognition
allows standard independent tripping. The system also
includes failure detection to alarm for failure of relays or
the controliers, and an automatic bypass for severe
failure.

A prototype of the TSS was tested in a model power
system test lab with three fully operational two-terminal
pilot relays. The system operated correctly for more than
168 line faults and also performed correctly for all the
logic tests. Since the original prototype testing, TSS
units manufactured for delivery have been thoroughly
tested through a battery of design and production tests.

From the initial conception, through the completion of
the TSS, the authors have felt that the careful application
of proven controliers, together with robust input and
output devices, could result in a security system worthy of
consideration for use on the critical bulk transmission
system. The logic used is simple and readily testable.
Redundancy, isolation and test facility have been
designed into the system to meet or exceed utility
requirements.

This combination forms the basis of the TSS
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AFPENDIX A EL PAsC ELECTRIC’S BISTURBANCE
EXPERIENCE

The following summary of El Paso Electric Company’s
(EPE) misoperation experience is a case study of ihe
variety and impact of relay misoperations in imilalng
and/or exacerbating power system blackouts. The map in
Figure 1 is a reference for this discussion.

On September 19, 1996 El Paso Fleciric experienced a
complete svstem wide disturbance that affected all of
southern New Mexico, west Texas, and parts of Juarez,
Mexico. Approximately 500,000 customers were without
power for periods from one o seven hours. The same
area expernienced three additional svstem  wide
disturbances on October §, 1995: October 21, 1995; and
on March 29, 1996, The region compnses two 345 kV
transmussion lings connecting EPE (0 Tucson Electric
Power in eastern Arizona, one 345kV and 115kV
transmission line connecting EPE to Public Service
Company of New Mexico (PNM) in Northern New
Mexico and an ac-dc-ac converter station connecting
EPE to Southwestern Public Service (§PS) in Eastern
New Mexico. EPE also has 800 MW of gas-fired
generation in the El Paso area which is capable of
meeting half the load requirements when all are in
operation. Most of the time EPE relies on iis remote
generation at Palo Verde and Four Corners power plants,
and purchases power to meet the load requirements. This
makes EPE highly dependent on the transmission system.

PNM

McKinley

o : :
; : i
|

\ Springerville

Figure I ~ £l Paso, New Mexico and Tucson 345 kV
Systems

The frst three cutages started with a fault on the
Springerville-Luna (S-L) 345 kV line  The fault was
cleared 1 2.5 cvcles at both ends, but the relays on the
Hidalge-Luna (H-L) 345 kV Linc misoperated tripping
the second tic line. This left the region with one 345 kV
line and a weak 115kVY tie 1o PNM in the north and &
weak 115 kW tie to the west. The 343 k' hines could not

be piaced back inmto service quickly enough befors
generator tripping and line out-of-step ripping resuited
it a complete svstem-wide disturbance,

The fourth outage started with a fault on TEP's
Mckinley-Springerville #2 (M-8-2), 345kV e, This
fanlt was cieared in 2.5 cycles, but the S-L relays
misoperated tripping this line. The load was distributed
o the remaining two 343 kV lines; but when this
occurred, the Arrovo-West Mesa (W-A) 345kV line
ripped duc to relay misoperation. When this occurred,
EPE’s Remedial Action Scheme, RAS, started to drop
foad to siabilize the svsiem. The system remained stable
for twenty minutes and then for some unknown reasen
the relavs on the Greenlee-Hidalgo (G-H) 345 kV line
misoperated tripping the remaining tie line. As a result,
the system experienced its fourth complete system-wide
disturbance in six months,

EPE had a total of six relay misoperations for the four
outages. After the first ocutage, a bad component was
found on the power supply of a relay at Luna on the H-L
iine. The relay scheme is a blocking scheme using power
line carrier for communications. With a bad power
supply, the relay scheme at Luna could not send a
blocking signal to the Hidalgo end. As a result, the
Hidalgo relay saw the fault and did not receive a block
from Luna, which tripped the line. The problem was
corrected and the entire relay scheme was thoroughly
tested before it was placed back into service. It was also
found that the relay alarm for this relay was not tied 10
the SCADA system. For this type of failure with the
power supply, an alarim would have been generated,
notifying System Operations of a problem with the relay.

A misoperation of the same relay scheme occurred in
the second outage, but on a different subsystem of the
relay.  The scheme was taken out-of-service and
completely re-tested. EPE was not able to find any
problems with the scheme. “The scheme was removed
from service and a temporary relay was installed in is
place. The carrier systemn was also tested and no
problems were found. Afler maintenance was performed,
the carrier power switch was left in the off position. The
switch status was not brought back to the SCADA system
o warn the sysiem operator of the error.

This set the stage for the third outage sixteen days
iater. A fault occurred on the S-L linc and the other
relay scheme on the H-L line operated at Hidalgo.
Again, Hidalgo saw a fault condition and did not receive
a block signal, tripping the second 345kV line
Maintenance personnel were sent to Hidalgo and found
the powerline carricr was off and turned the carrer back
on.

EPE thought this was the end of oulagss, bul ix
months later on March 29, 1996 a fourth oulage
gocurred. A fault occurred on TEP's 5-M-2 line and the
§-L line relaving on powerline carrier misoperated.
There had been two previous faults at the same location
thirty minutes prior with no misoperaton of the §-L. Iine



relaying. The power was redistribuied to the remaining
two 345kV lines. Twenty cycles after the S-L line
tripped a relay on the W-A line tripped. The relay had
its standard maintenance performed on it two days prior
to the misoperation. Every element had been tested and
passed. After the outage, a bad component was found
and all the relay needed to see was an increase in current
before it would trip. This failure did not produce a relay
failure alarm so nobody knew there was a problem until
there was a fault on the system.

After the second line tripped, EPE’s RAS scheme,
which had been compieted in January 1996, operated. It
started to shed load to a point where the system would be
stabthzed. The system did stabilize and the system
operators tried to reestablish the S-L and W-A
transmission lines. The G-H line tripped twenty minutes
later, before the other two 345 kV lines could be placed
back into service. The relays that misoperated on the S-L,
and the G-H line were the same relays that misoperated
on the H-L line in the previous outages. All the relay
schemes that misoperated were on powerline carrier.
EPE took out of service every relay of this type that used
powerline carrier.  The relays were tested and no
problems could be found with the relays or the powerline
carrier. EPE had the manufacturer and engineers from
other wutilities help determine what caused the
misoperations. The reason for the misoperation has vet
to be determined.

In summary, detailed study of these disturbances by the
authors has concloded that a myriad of factors
contributed o and exacerbate these outages, however, if
the initiating double contingency caused by protection
system misoperation was prevented, it is highly unlikely
that any of these outages would have occurred.
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