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Abstract: This paper describes basic principles and purposes for applying wide area protection 
schemes (WAPS), also known as Remedial Action Schemes (RAS) or System Protection 
Schemes (SPS). The paper is focused on opportunities, challenges and concerns and aims at 
describe relations to existing and more well known systems for protection, monitoring, and 
control. Similarities and differences are discussed and classified from the system security and 
dependability point of view. The paper presents the results of an effort to structure the 
functionality integrated within the WAP in a number of common blocks, which are related to 
different elements and groups within the primary power system. 
 
 

I. BACKGROUND AND INTRODUCTION 
There are a few basic facts and technological developments that have pushed the needs in wide 
area protection and control: 

1) The de-regulated electricity market cause rather quick changes in the operational 
conditions. New, unknown, load flow patterns show up more frequently for the system 
operator. 

2) Economic pressure on the electricity market and on grid operators forces them to 
maximize the utilization of the high voltage equipment, which very often means 
operation closer to the limits of the system and its components. For the same reason 
there is also a wish to “push” the limits. 

3) Reliable electricity supply is continually becoming more and more essential for the 
society and blackouts like the one in USA and Canada on August 14, 2003 [1] are 
becoming more and more costly whenever they occur. 

4) Technical developments in communication technology and measurement 
synchronization have made the design of system wide protection solutions possible. The 
use of phasors, measured by PMUs, also provides new possibilities for state estimator 
functions. Their main use so far has been for WAMS (Wide Area Measurement System) 
applications. 

5) There is a general trend to include both normal operation issues and disturbance 
handling into power system automation. 

6) Wide area disturbances during the last decades have forced/encouraged power 
companies to design system protection schemes to counteract voltage instability, 
angular instability, frequency instability, to improve damping properties, or for other 
specific purposes, e.g. to avoid cascaded line trips. 

7) Research and development within universities and industry have significantly increased 
knowledge about the power system phenomena causing widespread blackouts. Methods 
to counteract them have been or are being developed, e.g. [2,3]. 



 

II. OPPORTUNITIES OF WIDE AREA PROTECTION 
Wide area protection, system protection schemes and remedial action schemes are not a general 
medicine to be introduced in power systems to avoid blackouts. Wide area protection (WAP) 
schemes can differ very much in design and complexity, but are generally aimed at preserving 
power system stability, in situations where no specific equipment is faulted or overloaded, but 
the power system is in transition towards an instability, and if no actions are taken – the power 
system will go unstable, resulting in a blackout. The following basic characteristics should be 
kept in mind for WAP design and implementation: 

1) WAP is a protection system, and should be designed and implemented as such, 
concerning security and dependability. 

2) WAP is a “normally sleeping” system, which is triggered by certain power system 
conditions – either event based or response based. 

3) Each WAP scheme should be designed to avoid a very specific, well defined, instability. 
4) The chain of events that brings the power system into the specific instability, may be 

easily identified, or may comprise a very large number of combinations. 
5) WAP has also to be regarded as a last safety net providing protection against system 

breakdown, when critical equipment protection has failed. - Therefore WAP 
components should be separated from equipment protection devices! 

6) WAP can be used to increase power transfer capability, or to increase power system 
robustness against instability, or to a combination of the two. 

7) WAP normally utilize communication, but this is not a requirement. 
 
2.1 BASIC PREREQUISITES FOR WAPS DESIGN AND IMPLEMENTATION 
Since WAP schemes are intended to act with great power on rather rare occasions, they have to 
be designed with great care. When really needed, the assignment of the WAP scheme is to avoid 
a power system blackout – thus it must have an extremely high dependability. To be able to avoid 
a blackout, the actions ordered from the WAP scheme, must be rather powerful. Since the actions 
are powerful, an unwanted operation might have big consequences. Therefore the WAP scheme 
must have an extremely high security. 

Minimum dependability requirement: Any one component in the WAP chain of actions that not 
give the expected signal, in case of a situation that requires action from the WAP – must not 
violate the action from the WAP. 

Minimum security requirement: Any one component in the WAP chain of actions might give a 
false action signal, in a situation when action from WAP is not expected – without creating an 
action from the WAP. 

It is strongly recommended to keep the WAP as separated from the equipment protection as 
possible, especially since WAP is seen as the last resort to avoid a system breakdown in case of 
failed equipment protection. In Figure 1 the redundancy in traditional line protection is compared 
to a possible redundant design of a wide area protection system. 

The power system phenomena to counteract with the WAP scheme are: 
• Transient angle instability (first swing) 
• Small signal angle instability (damping) 
• Frequency instability (balance between load and generation) 
• Short-term voltage instability (2-10 seconds) 



 

• Long-term voltage instability (10 seconds – hours) 
 
The WAP should prevent uncontrolled cascading outages as a result of any of these five 
instabilities. In most cases, an instability starts as a typical – one of these five instabilities. But by 
the end, i.e. immediately before the system breakdown, a mixture of instabilities, such as angle 
instability and voltage instability are involved. 
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Figure 1. Redundancy for a line protection installation, compared to a tentative design of a 
WAPS. 

 

2.2 GENERAL WAPS DESIGN 
WAPS, as any other control or protection scheme, comprises sensors, control algorithms and 
actuators. The sensors could provide, either, binary statuses, or measurement values. The 
actuators are circuit breakers, voltage controllers, governor controllers, etc. One control 
algorithm is needed for each action, such as trip of shunt reactor in case of low voltages. The 
inputs to the control algorithm can be taken from all over the power system, and each input 
might preferably be used in many different action schemes. Control algorithms based on binary 
signals from limit detectors and voting logic, normally provide the required reliability. 
Many tentative efforts have been made to realize more general, response based wide area 
protection schemes, but so far a very few commercial products, especially designed to be parts of 
a WAPS have entered the market. One reason might be that it is hard to know how WAPS finally 
will be implemented and the market volumes seem to be unsure. At a first glance an extension of 
the functionality of the existing wide area measurement schemes (WAMS) seems to be a cost 
effective and straight forward approach. However, most of the components in WAMS, are 
designed for monitoring, and do not fulfill the higher requirements concerning reliability that are 
applied for protection systems. Phasor measurement units (PMUs), the sensors in WAMS, can be 



 

designed with protection quality, and the control algorithms can preferably be implemented in 
protection classified hardware. Each PMU typically covers two busbars (2 three-phase voltage 
inputs) and four to eight line or transformer bays (4 to 8 three-phase current inputs). Such a 
WAMS -> WACS -> WAPS installation is illustrated in Figure 2. WAMS, for monitoring, 
supervision, data storage and SCADA interface of phasor quantities is in operation in many 
places today. The next step will be to include also control functions based on phasor data, and 
finally full protection functionality can be included. The PMUs in the system, typically 
synchronized directly via a GPS antenna providing a time accuracy within 1 microsecond, supply 
phasor data (voltages and currents represented as complex numbers with the GPS puls-per-
second as reference), frequency, rate-of-change of frequency and digital or binary data. Data is 
sent to a phasor data concentrator (PDC) on a standard IEEE 1344 (or IEEE PC37.118) 
Synchrophasor data format. The data supply rate is typically once every power system cycle. 
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Figure 2. Typical PMU application for WAMS, WACS, and/or WAPS. 
 
For the long term perspective there will for sure be dedicated system protection terminals, with a 
variety of high performance functionality and communication, in a similar way as we today have 
for equipment protection (line, transformer, generator, etc.). A tentative design of such a terminal 
is shown in Figure 3.  
In such a terminal based implementation the system protection terminal (SPT) comprises all the 
hardware and software required for inputs, outputs, control algorithms and communication 
facilities for the specific actions associated with the considered terminal, as well as “remote 
outputs” to serve SPTs at other locations. 



 

 
Figure 3. System protection terminal – general design. 

 
Table I shows examples of SPT complexity levels and related interfaces and functionality. The 
SPT should be able both to send and to receive data on the standardized synchrophasor format. 
 
Table I: System Protection Terminal inputs and outputs 
Local Inputs Remote Inputs Remote Outputs Local Outputs 
Voltage from VTs IEEE 1344 / 

PC37.118 
IEEE 1344 / 
PC37.118 

Binary Control (trip) 

Currents from CTs   Continuous control, 
e.g. governor 

Binary status, i.e. CB    
Digital (16 bit)    
String (ASCII) String (ASCII) String (ASCII)  
 
The only standard concerning the data format is the IEEE 1344 Synchrophasor Standard [4]. The 
data format is shown and explained in Table II. Within IEEE PSRC working group H11 is 
updating this standard and a new one, called PC37.118 [ref draft] will soon be released. 
 
Table II: IEEE 1344 Synchrophasor Data Format 
IEEE Data Frame Comments 
SOC Second-of-century, time tag 
Sample # Sample Count, time tag within the second 
Status Synchronization, data integrity, triggers, etc. 
Phasor #1, real Phasor number 1, real part 
Phasor #1, imaginary Phasor number 1, imaginary part 
Phasor #2, real  
Phasor #2, imaginary  
Phasor #3, real  
Phasor #3, imaginary  
Phasor #4, real  

System
Protection
Terminal

GPS Signal

DC Supply

Remote Input

Local Input

Remote Output

Local Output



 

Phasor #4, imaginary  
Phasor #5, real  
Phasor #5, imaginary  
Phasor #6, real  
Phasor #6, imaginary  
Frequency Power system frequency 
df/dt Rate-of-change of power system frequency 
dig channel #1 Digital channel number 1 
dig channel #2  
CRC16 Check sum 
 
 
2.3 EVENT BASED WAPS 
The design of an event based WAPS starts with identifying a limited number of events that cause 
the instability that the WAPS is designed to counteract. Event based WAPS are very fast, but can 
act only on events that it has been designed for, and these events must be known and identified 
on beforehand. The difference between event based schemes and response based schemes is very 
clearly illustrated in Figure 4, where the whole procedure for wide area protection scheme design 
and operation is described [2]. 

 

2.4 RESPONSE BASED WAPS 
The design of a response based WAPS is based on the power system response to a certain event 
or sequence of events. Response based WAPS are very general, since no matter the cause of the 
event, the WAPS reacts on the power system response, such as reduced frequency or low 
voltage. Response based WAPS are slower, than event based, since they have to wait for the 
power system to “respond”, detect the response, and communicate it. On the other hand, 
response based WAPS are more general, since they act also on events or sequences of events that 
no-one thought of on beforehand. 
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Figure 4. Wide area protection system design and operation procedure, from [2]. 

 

III. CHALLENGES OF WIDE AREA PROTECTION 
The main challenge in wide area protection is to design, operate and maintain a very complex 
system, that is very seldom called to act – but when it is called to act it is extremely important 
that it really will do the job – save the power system from an uncontrolled blackout. The 
principles and rules mentioned in previous sections provide good guidance. 

 

IV. CONCERNS OF WIDE AREA PROTECTION 
Co-ordination with existing equipment protection and automatic control systems is a main and 
obvious concern in the design of wide area protection. Since WAPS often cover “wide areas” 
different organizations are involved, and the co-ordination also has to cover the administration 
level.  

To be able to coordinate the equipment protection and the wide area protection it is important to 
clearly distinguish between the two disciplines. Protection has for a long time been very closely 



 

related to circuit-breaker trip signals to disconnect faulty or overloaded equipment from the 
network, to save the component, and to re-establish normal operation of the healthy part of the 
power system and thereby continue electricity supply to utilities. Equipment protection is also 
aimed at protecting people, animals and property from injury and damage due to electric faults. 
The situation when a protection device triggers, is so severe that if the equipment is not tripped, 
it will be severely damaged or the surrounding will be exposed to serious danger.  

Wide area protection is used to save the system from partial or total blackout or brownout in 
operational situations when no particular equipment is faulted or operated outside its limitations. 
This situation could appear after the clearance of a very severe disturbance in a stressed 
operation situation or after extreme load growth. Since it is a protection system it will operate in 
such operational situations when the power system would break down if no protective actions 
were taken. Such protective actions also comprise shift of setting groups and parameter values 
for different protection and control devices, blocking of transformer tap-changers, switch in of 
shunt capacitors, etc. 

Generally the equipment protection is designed firstly, without any coordination with the wide 
area protection system. Then the WAPS design has to be made with respect to the design and 
settings of the equipment protection; undervoltage signals have for example to be set with a 
rather long time delay, to give the regular and backup protection for the equipment enough 
marginal to clear “normal” faults. 

 

4.1 REQUIREMENTS ON MEASUREMENT ACCURACY 
For wide area applications most power system quantities are normal or close to normal. Voltages 
and currents are in these situations far from the values appearing during earth-faults and short 
circuits. For many wide area applications accurate measurement is a main concern. A PMU, the 
dedicated sensor in a wide area protection scheme, can therefore be connected to the metering-
core or to the relay-core of the current transformer – or to both – depending on the application. 
The metering-core gives a high accuracy up to and slightly over normal operation currents, but 
the metering-core will saturate at rather low overcurrents. The relay-core on the other hand 
coverers a large dynamic range, but is less accurate. 

As mentioned many times measurement accuracy is of great importance in wide area 
applications, a study of the value of measurement accuracy is given in ref [Appendix of 2003 
Spokane paper]. Many PMUs therefore have the possibility to compensate for the non-linearity 
of the input transformers of the PMU itself (which is usually factory made at production), as well 
as for the non-linearity of the substation CTs and VTs. One example of such a calibration 
diagram is shown in Figure 5. A calibration table for the instrument transformers can therefore 
be of great value. Normally phase angle and magnitude are calibrated separately.  

 

 



 

adjustment

Angle deviation

Phase angle adjustment
in degrees

Percent of nominal current/voltage
amp_n (here default)

 

Amplitue deviation

Amplitude adjustment
factor

 

Figure 5. Calibration table to improve PMU measurement accuracy. 

 

4.2 SPEED REQUIREMENTS (FOR DIFFERENT APPLICATIONS) 
In this section different applications of wide area protection are discussed and speed 
requirements for efficient actions are investigated. 
4.2.1 TRANSIENT ANGLE INSTABILITY 
Off-line design studies have normally been made to ensure the transient angle stability for 
credible contingencies. Parameters required during the design stage, are line circuit impedance, 
trip time, autoreclosing, inertia constants, and additional equipment such as series capacitors and 



 

breaking resistors. In the operational stage certain angles between voltage vectors in different 
parts of the system must not be exceeded. PMUs allow for direct and fast angle measurement, 
instead of indirect power measurement, and more accurate control algorithms for emergency 
control or protective actions can be designed. To counteract transient angle instability actions 
have to be taken within fractions of a second, which is possible with a dedicated system for a 
certain critical corridor. Measurement, communication and triggering of a circuit breaker, can be 
done within 100 ms. After a circuit-breaker operation time of 50-80 ms, and some margin, load 
shedding in one end and switch in of braking resistors in the other end could be done within 200 
ms. Transient angle, or first swing, instability, is probably the most tricky wide area disturbance 
to counteract, since the requirements on speed are quite high. 

4.2.2 SMALL SIGNAL ANGLE INSTABILITY 
Off-line studies, such as eigenfrequency analysis and time simulations, have to be done to check 
the damping conditions for different frequencies. Static Var Compansators (SVCs) in the 
network and power system stabilizers on the generators are common means to counteract power 
oscillations. Again PMUs in the power system can provide accurate angle measurements. Small 
signal angle instability, or lack of damping, is normally a little easier to handle than first swing 
transients, since the time available is a little longer. Counteractions within a second will normally 
be efficient.  

4.2.3 FREQUENCY INSTABILITY 
Frequency instability is most commonly the result of a sudden, large generation deficit. 
Automatic underfrequency controlled load shedding is the widely used measure to counteract a 
system breakdown in such situations. Also the time-derivative of the frequency is used in some 
applications. In case of overfrequency, due to sudden loss of load, generators can be shed. 
Frequency instability is more classic, and can be counteracted on local criteria only. Depending 
on the size of the system, time available is normally in the range of second. For smaller systems, 
the trip of a large generator causes very rapid frequency decay, rate-of-change of frequency 
relays can be used, to speed up the actions. Actions are normally load shedding or generator 
shedding. Since both frequency and rate-of-change of frequency are included in the 
Synchrophasor data format [4], all PMUs of protection quality, applying to the standard, besides 
supplying phasors, can be used to directly trip load or generation in case of a frequency 
instability. 

4.2.4 SHORT-TERM VOLTAGE INSTABILITY 
Short term voltage instability is normally associated with an extremely severe reduction of the 
network capacity, e.g. caused by the trip of several parallel lines due to a bush fire. Characteristic 
for the short-term voltage instability is that there is no stable equilibrium point immediately after 
the clearance of the initial fault(s). Remedial actions to save the system in such a situation 
therefore have to be fast (a few seconds or fractions of a second) and powerful (e.g. large amount 
of load shedding). Short-term voltage instability is also associated with a large amount of 
induction motor load, which after a voltage reduction due to a fault, has to recover to nominal 
speed. Supplying this type of start current to a large amount of machines simultaneously, might 
not be possible for the stressed system and the motors might stall, and the collapse will follow.  

 

 



 

4.2.5 LONG-TERM VOLTAGE INSTABILITY 
When a power system is in transition towards a “long-term voltage instability”, the power system 
“survived” the initial disturbance, i.e. there was a stable equilibrium point immediately after the 
clearance of the disturbance. However, load recovery and tap-changer operation cause the 
transmission system voltage to decrease and the collapse occurs in the time-scale of 10 seconds 
to 30 minutes. Without any initial disturbance, a long-term voltage instability might occur due to 
a very large and rapid load increase. Many recent blackout can be characterized as long term 
voltage collapse [6,7]. Since there is at least 10 seconds to take actions, rather advanced 
protection schemes can be designed.  

4.2.6 CASCADING OUTAGES 
Cascading outages of lines or generators might have different origins, but are mainly associated 
with some kind of overload, followed by trip of one line or generator unit, which cause an 
increased overload on the remaining units, and so on. In such situations load shedding or 
generation rejection might be required to preserve the integrity of the power system. The time 
available is related to the original type of disturbance. 

For each phenomenon a reliable (based on redundancy and robustness) protection system has to 
be designed, with respect to input variables, decision criteria and output actions. Parallel systems 
counteracting different phenomena and different layers of safety nets can be designed and 
coordinated. 

 

4.3 RESET RATIO REQUIREMENTS 
Since many voltage and current based triggers in a wide area protection scheme are set to operate 
at levels close to normal operation, in most cases with a rather long time delay, reset ratios for 
these relays have to be very close to unity. Otherwise the relays may operate after a nearby short 
circuit, at rather low operating voltage conditions, or a short circuit on a highly loaded line. 
Relays with a reset ratio close to unity for wide area applications, may be rather slow (about 1 
second), since speed is not a major concern in these situations. 

 

V. APPLICATION EXAMPLES OF WIDE AREA PROTECTION 
Based on the power system phenomena to counteract, mentioned in Section II, there are two 
major types of WAPS:  

Protection against angle instability:  

- In most of these applications it is a well defined corridor or cross section of the 
transmission system that is critical and that has to be protected. Since the network and 
operational conditions often are well known, event based schemes are quite common. 
These schemes are basically designed in such a way that if transmission capacity is 
reduced, load or generation is shed. Depending on the relation between the present power 
transfer and the total capacity, a suitable amount of load/generation is shed. Such an 
event based design is normally used to avoid first swing loss of synchronism. Figure 6 
illustrates the conditions for transient angle instability studies and protection design. 
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Figure 6. Transmission corridor for angle stability illustration. 

 

- In other applications power system topology changes may alter the damping conditions of 
the system, and normally harmless incidents can trigger poorly damped oscillations. In 
these applications the direction of the oscillations and the participating machines can be 
harder to predict. Response based schemes, i.e. systems based on measurement of the 
power system voltage phase angle, rate of change of phase angle, local frequency, power 
flow, etc., may be used to identify the characteristics of the oscillations and to initiate 
actions to improve the damping. 

 

Protection against voltage instability: 

- The sequence of events leading to an imminent voltage instability is rather hard to 
specify, since there are a very large amount of chains of events leading to similar 
situations. However, areas vulnerable for voltage instability are more easily identified. In 
these applications the response based design is preferable, also because time is not as 
critical as for angular instability. Most voltage instability incidents are also classified as 
“long term”.  

- The protection scheme against voltage instability can be designed in a number of layers, 
as illustrated in Figure 7. The highest level triggers on rather high voltages, perhaps 95% 
of normal operating values, in many substations simultaneously. Next level require lower 



 

voltages, but checks only in a few buses, and finally action can be ordered on local “very 
low voltage”. 

-  

 
Figure 7. Illustration of different protection layers for protection against voltage instability. 

 

VI. DISCUSSION 
It has already been mentioned that WAPS should be treated as an additional and independent 
element of a secondary power system. The need on introduction of WAPS is clearly indicated by 
reaction times of different parts of a secondary power system, which are schematically presented 
in fig. 8.  

Very fast line protections can operate today with tripping times down to ¼ of a cycle. Modern 
numerical busbar protection schemes reacts on short circuits in the area of a half-cycle. Most of 
main protection devices for different primary elements of power system react on short circuits 
with response time up to three or four cycles. Operation of protective devices against faults with 
higher resistance falls in time range between 100 and 200 milliseconds. Back-up protection 
schemes are slower and operate with time delays up to 2 seconds. Operating times of different 
overload protections can be much longer. 

Reaction times of SCADA and EMS start somewhere close to ten seconds. They depend very 
much on the dimension of a power system and equipment used.  

One can observe practical need for additional functionality, which will cover the gap in response 
time between equipment protection and SCADA – EMS. Event based WAPS are a natural 
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solution for this area. Response based WAPS have in fact short reacting times, but their response 
times appear long because the power system might react on certain events relatively slow. 
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Figure 8. Positioning of WAP towards equipment protection and SCADA – EMS 

 

All three subsystems presented in fig. 8 are complementary to each other, but their role is very 
different. WAPS serves in this respect as the last possible measure against system collapse. Its 
operation is in most cases initiated by a combination of different single events (human mistakes, 
equipment faults, etc) in other two subsystems. It is for this simple reason necessary to keep it 
independent as much as possible in all respects. 

Implementation of WAPS in a single power system requires high investments. Some of the most 
important of them are as follows. 

1. Investment in human resources. Only a small number of experts have today a sufficient 
knowledge on WAPS. The required knowledge base differs in great extend from the one 
required for a good protection engineer and even more for system operators within the 
SCADA and EMS. 

2. Investment in system studies. Designing a WAPS means in fact preparing in advance and 
in peace the automatic responses on critical events in power systems, which cannot be 
handled by system operators due to their slow reaction abilities. A huge number of 
system simulations under different operating conditions requires investment in 
corresponding equipment and human resources. The number of cases to be simulated and 
studied increases with system dimension and foreseen normal and abnormal operating 
conditions. 

3. Investment in secondary equipment providing local WAMS functionality will in fact 
represent a minor part of all investments required, although it will be the most exposed 
cost. The danger exists that utilities will try to reduce their costs by pushing the required 
WAPS functionality in already existing hardware (equipment protection and SCADA) in 
spite of the requirements on its dependability and security.  

4. Investment in communication links and high level equipment in central locations will 
also be high. Much better communication links are required compared to communications 



 

used by most of SCADA systems today. The advantage of these investments is their 
infrastructural nature, which makes possible their use for different purposes and reduces 
this way the direct cost for WAMS. 

Human resources and organizational structures of different utilities will definitely influence the 
structure of future WAMS. Integration of protection functions in IEDs has already caused high 
additional workload for protection engineers in spite of all modern tools available. It is a 
question if the protection engineers will manage such new heavy burden. In addition to this is 
necessary to expose also a legal burden of responsibility. It will be very difficult to keep clear the 
responsibility between different functional structures, if they will be dependent on the same 
hardware elements. 

  

VII. CONCLUSIONS 
A number of basic facts and technological developments have pushed the needs in wide area 
protection and control. Wide area protection, system protection schemes and remedial action 
schemes are not a general medicine to be introduced in power systems to avoid blackouts. They 
can differ very much in design and complexity, but are generally aimed at preserving power 
system stability, in situations where no specific equipment is faulted or overloaded, but the 
power system is in transition towards instability. 

Wide area protection presents for modern power engineering society a number of opportunities, 
challenges, but also concerns. Its relations towards more known protection, control, and 
monitoring systems should be examined very carefully in order to provide required security and 
dependability. As the WAPS appears to be the last and the most conservative measure against the 
collapse of a complete power system, no compromise should be allowed in its design and 
operation. 
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