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INTRODUCT ION

Solid state equipment has the potential to solve many difficult
problems in both the substation and powerhouse such as central control,
data acquisition and high speed protection, to name but a few. The
trend is to entrust faster and ever more critical decisions to electronic
equipment, especially with the increasing utilization of microprocessors.

The electric power system environment severely challenges semi-
conductor circuits with a wide spectrum of electromagnetic interference
(EMI) which can cause both operational malfunctions and equipment
destruction. Circuit design, construction, installation and testing
techniques must be developed to improve the reliability of both analog
and digital circuits which must operate under these conditions.

BCH&PA undertook over five years ago to update its hydroelectric
powerhouse control and data acquisition equipment with solid state
circuitry. The first hydroelectric project installed with the new
equipment has now been in service for almost a year. To date very few
problems have arisen with this equipment which affirms the following
development criteria.

DIGITAL NOISE IMMUNITY

Specifications of logic family noise margin make reference only to
the input voltage thresholds at which the device enters its "0" or "1"
logic states at the output. It should be understood that good noise
immunity embodies very much more than only high voltage thresholds.

energy by a specified margin to achieve immunity to noise. The key word
here is "energy" not "voltage", "current" or "time", but "energy".
Consider, in the simplest digital case, what is required to cause a
device to operate: the driving device must supply a current sufficient
to raise the voltage across the device's input securing impedance to the
switching voltage threshold of the device. The product of this current
and voltage is the instantaneous power level at which the device would
operate if it could change state in zero time. However, no logic family
can operate in zero time. There is usually an input capacitance associated
with the particular semiconductor effect inherent to the device or a
“doping" or integrating capacitor designed into the circuit to slow down
the device i.e., increase the time required for the device to operate.
The product of this specific power and time identifies the precise
energy level necessary for logic state transition. It is this energy
level which precisely identifies the noise immunity of the logic family.

(: Simply stated, signal energy must be larger than coupled noise

Noise coupled into a solid state circuit will cause misoperation of
that circuit if its coupled energy, not source energy, is greater than
the signal energy required for operation of that particular circuit
according to the characteristics of its semiconductor devices (particularly
logic families) and the amount and type of "doping" designed into the
circuit.



EMI COUPLING INTO PRACTICAL DIGITAL CIRCUITS

Figures 1 and 2 show a circuit model consisting of two interconnected
logic gates and its equivalent circuit. The gate on the left has a
logic "0" output. The lower transistor is turned on with a high fre-
quency equivalent resistance of R, (approximately 1000£L for CMOS). The
left side gate is shown driving tRe input of the right side gate. This
input, in the case of CMOS, has a very large input equivalent resistance
Ri, effectively an open circuit. The equivalent input capacitance Ci
largely determines the switching time of the device. The two gates are
connected together by a conductor of length 1 having an inductance Lc.

When EMI couples into the circuit, a noise generated current I
(usually oscillatory) is induced. The impedance R, secures the 1og¥c
state. When I, flows into the left gates ouput thg voltage Vo rises. If
Vo(=Vi) rises ¥o the switching threshold voltage VT’ the right side
gate's state will change. See figure 3.

At low EMI frequencies and short lengths of conductor (small Lc),
Vo=Vi and Ro is parallel to Ri and it secures the input to the right
gate despite the high resistance Ri. At higher EMI frequencies and
Tonger lengths of conductor (large Lc) the reactance of Lc increases
since inductors appear to be open circuits at high frequencies. This
decouples Ro from Ri and isolates the input of the right side gate.

The high frequency noise can then raise the voltage to V. and the
gate will change state providing that it can respond in a sinS]e cycle
of this frequency.

The many sources of interference in a typical circuit are represented
in Figure 4. These are:

(1) Radiated high frequency continuous wave or transient EMI (dependent
on length of conductor 1 which determines Lc and can be tuned to
the interference frequency).

(2) Parasitic capacitance coupling (Cp) to nearby noisy conductors
(1 dependent).

(3) PCB surface parasitic (leakage) resistance (Rp) coupling to nearby
noisy conductors (1 dependent).

(4) Magnetic field (B) coupling to nearby parallel noisy conductors
(1 dependent).

(5) Power supply conductor resistance noise (dependent on length of
power supply conductors and power supply currents).

(6) Ground conductor resistance noise (dependent on length of power

: supply conductors and ground currents).

On thing should be clear from this discussion: this is that sensitivity
to noise can be reduced by minimizing the length 1 of conductors which
interconnect circuitry.
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SELECTING A NOISE IMMUNE LOGIC FAMILY

Every logic family is subject to malfunction when sufficient EMI is
directly (conducted) or indirectly (radiated) coupled into circuits
comprising these devices. This is because the inputs are secured to the
"0" and "1" logic states by an impedance greater than zero ohms. Ideally
a logic device would be "tied" down with zero ohms impedance to make it
secure against infinite coupled noise power. Unfortunately such a logic
family is not yet available:

Any non-zero input (or output) impedance makes a logic family
susceptible to misoperation under coupling to a transient pulse of
sufficient energy. This being the case, every logic family has an
innate level of sensitivity to noise which can be correlated to its
switching speed and to the securing impedance of its two logic states.
The system designer has no external control over these properties. Upon
deciding which logic family to use, he must accept its inherant weakness
and then attempt to improve his security by "doping" and shielding his
circuits, where he can, to slow down switching to the minimum speed
acceptable to normal operation of his system. The trade-off is simple:
the designer gains circuit security with the sacrifice of speed. Often,
however, speed is unnecessary and this sacrifice is made easily.

WHY USE CMOS?

As previously discussed, the noise immunity of a logic family is
very closely rated to its operating voltage since greater energy in a
noise pulse is necessary for false switching with high voltage thres-
holds. For logic families with approximately equivalent securing
impedances the choices are limited to these few:

(a) HiNIL (High Noise Immunity Logic)

(b) HTL (High Threshold Logic)

(c) LSL {(Low Speed Logic)

(d) CMOS (Complementary Metal-Oxide-Semiconductor)
(

a) through (c) have several problems:

———
e

Single source, possibly no source at a later date, delivery
problems.

No design flexibility, SSI, few functions per circuit board
design.

Some exhibit poor noise immunity because of design errors.
e.g., HiNIL 342, 370.

Very high current requirements, large power supplies.
Devices operate hot making cage ventilation necessary.
Reduced operating lifetimes as a result of high operating
temperature.

Limited fan out of only a few device inputs.

High cost relative to other families.

Awkward to fabricate simple common circuits such as oscillators,
time delays.
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CMOS may not be perfect, but it has a substantial edge over the alter-
natives in these areas.



CMOS MODES OF FAILURE

(1) Input Dielectric Failure

The CMOS input die]éctric structure is subject to failure from
high voltages or static discharge.

In our experience B series CMOS devices can be handled safely
without special precautions being taken.

The input filters as discussed under Design Practices protect
against most forms of noise injection and errant connections.

(2) Over-voltage on VDD - VSS Chip Power Supply

Early BBS CMOS (before B series) with 16V absolute maximum
supply voltage was subject to occasional mysterious failure
when operated at 15V.

In our experience B series CMOS devices with 18V absolute maximum
supply voltage can be operated reliably at 15V using our power
supply decoupling and protection circuitry.

(3) Output Short Circuits

Outputs of CMOS devices operated at lower voltages can be shorted
to either supply rail indefinitely without damage. However,

at 15V a short can cause damage, not by overcurrent, but by
excessive chip power dissipation.

The output circuits we have used eliminate this possibility.
(4) Chip Substrate SCR-type Latch-up
The entire structure of a CMOS device contains a parasitic SCR
which has anode and cathode corresponding to V.. and VS respectively.
This SCR can be gated into a conducting state R9 noise §n VDD
or on device outputs.

The output circuits and power supply decouping we have used
eliminate this possibility.

TESTING EQUIPMENT

Both during circuit design development, and when the final product
is ready for installation, testing is absolutely essential. Designing
for immunity to EMI is often somewhat of a black art in that circuits
tend to behave in a manner more consistent with Murphy's Laws than with
Kirchhoff's. Circuits designed on paper with hefty support from math-
ematics and common sense will usually fail when realised in three
dimensions and tested in a manner which accurately simulates field
operating conditions. Three different tests* closely aligned with
existing or developing IEEE standards should be performed:

* Extracted from BCH&PA specification documents.
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Conducted Transient Voltage Tests

The equipment shall be tested for surge withstand
capability (SWC) in accordance with IEEE Std. 472-1974
(ANST €37.9a-1974). The test signal shall be applied to
inputs, outputs and power supply connections both in trans-
verse and in common mode configurations. Both destructive
and non-destructive malfunctions caused by SWCT shall
render the equipment under test to be unacceptable.

This test can be used to determine the integrity of
both electronic and electromechanical equipment. It can
be used, for example, to test high voltage relay contact
interfaces to Tow voltage solid state equipment or long
data buses which might pass by heavy duty electrical equip-
ment and be exposed to severe EMI. SWCT must be directly
or capacitively coupled to the input under test to induce
destructive failures or misoperations. When testing inputs
or outputs of large systems it will indirectly couple
(radiate) throughout the system because of its high in-
tensity and frequency.

Radiated Transient Voltage Tests

This test determines the sensitivity of solid state
equipment to a simulated "worst case" industrial noise
environment consisting of high voltage relays operating
in close proximity to the equipment. It is similar to
IEEE Std. 518-1977-5.3.1 (Relay Noise Test). The test
equipment consists of a 125V DC relay (ASEA RXMA-1 or
equivalent) operated from the contacts of an auxiliary
relay switched continuously at 10 Hz to a 125V DC supply.
The 125V DC relay will not have a coil protection diode
so that the showering arc type of current chopping will
occur on each opening of the contacts to generate the
necessary noise transients. The relay itself, and the
wires leading to the relay when wound into a 6 cm diameter
coil of 20 turns, both act as noise source probes which
shall be brought within 5 cm of the operating solid state
equipment. Both destructive and non-destructive malfunctions
caused by this test shall render the equipment under test
to be unacceptable.

This test is useful to simulate noise indirectly coupled
into a printed, circuit board (pcb) or that pcb's external
connections to induce destructive failures or misoperations.

It can be used to localize noise sensitivity within a
few inches, or to a certain device input, to improve designs.



Radiated High Frequency Continuous Wave Tests

This test determines the sensitivity of the equipment
to radiated high frequency continuous wave interference
such as that coupled from nearby radio transmitters. The
test equipment consists of a narrowband VHF radio trans-
mitter with rated minimum of 10 watts output (GE Porta Mobile
II or equivalent). The transmitter is operated both con-
tinuously and interrupted once per second since this mode
of operation tends to upset certain kinds of circuits.
The antenna of the radio shall be brought within 5 cm of
the equipment's inputs, outputs and power supply connections.
Any enclosure which acts to shield the solid state portion
of the equipment shall be opened and the antenna brought
within 1 metre of the exposed operating circuits. Both
destructive and non-destructive malfunctions caused by
this test shall render the equipment under test to be
unacceptable.

The presence of the VHF radios near to solid state
circuitry can introduce totally unpredictable effects
particularly in low voltage Tlinear (op amp) circuitry.
Non-destructive faults usually take place in power supplies
and operational amplifier type analog control circuitry
such as governing equipment. To date VHF has not been
shown to interfere with CMOS devices although CMOS circuits
utilizing bipolar devices, particularly in Tinear modes of
operation, may fail.



DESIGN PRACTICES FOR HIGH NOISE IMMUNITY

1. Printed Circuit Inputs and Outputs

a) Inputs [———PARASITIC DIFFUSION DIODE
+15 Y
' Vop PROTECTION DIODE
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FIGURE §

COMMON

Advantages
il

This input is safe against tests 1. and 3.

CHOS
40698, 401068

ig' Logic level is defined "pulled up" for unconnected inputs.
) Noise is filtered by 100K and 1nF above 1600 Hz (0.1 msec).
Components are selected to suit system design requirements.

ii1) Input is safe against errant connection to 125V DC.

b) Outputs
3.3k} PCB
AMA- > OUTPUT FAK OUT: 10 UL
CMOS U069B
FIGURE 6t
Advantages

i) Safe against output short circuits.
i1) Improved immunity to Tlatch-up phenomenon.



+5V¥

ésoom
FAIRCHILD 9666 TYPE

DARLINGTON DRIVER (7 DEVICES PER CHIP) FIGURE 7
Advantages
i) Can drive lamps, relays, unlimited inputs.
ii) No latch-up probiems.
Disadvantage

i) Misoperation of all seven devices if an input goes - 0.7V
because of common substrate

~OU§§§, * FAN OUT:  ESSENTIALLY
UNLIMITED

+15Y
FAN OUT: ESSENTIALLY
UNLIMITED
PCB
—X] T ouUTPUT
DISCRETE DARLINGTON
2N3725
7 FIGURE 8
\dvantages

i) Can drive lamps, relay, unlimited inputs, noisy data buses.

"ii) No latch-up problems.
jii) No common substrate problems.

Power Supply Decoupling and Protection

(H15Y > — - >

pca 0 Lo Zflav
p 5 K T IN5240 ? TO CIRCUITS
INPUTS HONO
CERAMIC
(COM > >
FIGURE 9
Advantages

a) Capacitor decouples power supply and supports card during brief

voltage drops.
b) 18V zener protects against spikes on power supply, connection to

higher voltages and reverse voltage connection.
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3.

4.

PCB Circuit Layout
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FIGURE 10

Layout Design Rules:

a) Physically separate inputs and outputs to opposite ends of the card
connector particularly if it is an interface, buffer or driver card.
This allows separate busing of "dirty" or noisy inputs if the need
arises.

b) Input lines should go directly to filter components and should not be
routed close to unprotected circuitry until they have been "cleaned
upu .

c) Similar practice should be followed in the routing of outputs.

d) Designs dtilizing optical isolators should have no PCB conductors
between rows of the devices pins, since this would reduce input to
output voltage withstand capability.

e e e o e FIGURE 11

'____—-——--——--—-—"
e ~—NO CONDUCTORS HERE

e) Sensitive device inputs on flip flops and counters such as clock, set,
reset, load and enable should be routed over as short a lTength as
possible since testing has shown that exposure over a couple of inches
dramatically increases sensitivity. Above all, do not parallel
noisy conductors with sensitive ones over any Jength as this invites
disaster. ,

General Practices

a) Avoid high impedances such as large value resistor "pull-ups" especially
where capacitor "doping" is not used. l:,sv

%;lsv
I Ml yoesB

P S .
N S POOR S MUCH BETTER
WIRE "OR" FIGURE 12 WIRE "0R" ‘

3.3 K{] 40698

<l nF CERAMIC
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b)

c)

d)

e)

T e

>
=gl

Avoid integrated flip flops, monostables etc. in critical circuits
since they cannot be "doped" to reduce their sensitivity. Instead
use circuits composed of discrete gates.

Use schmitt triggers with large hySteresis (V, - V) to add additional
noise irmunity where reauired and hysteresis to clean up slow moving
or noisy signals and for simple oscillators.

F1ip flops in highly critical circuitry can be made very secure using
this technique:

FIGURE 13

Similarly one shots can be devised as follows:

INPUT __.J; _._.{ ﬂ .

OUTPUT ———
U FIGURe 14

ar

Where bipolar circuitry is used, as for output drivers, use
HiNIL - type design principles utilizing a 6.8V zener in the
base of the transistor to raise the switching threshold.

Avoid devices with tri-state type outputs since they are subject
to failure from transient high voltages, static discharge

and intense indirect noise injection in their high impedance
state.
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5. Special Problems and Recommended Circuits

a)

Optical Couplers
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Figure 15

The circuit of Figure 15(b) is far superior, both in terms of noise
immunity and of protection of the optical coupler, than the (a) circuit.
The added components perform several important functions:

i)
i)
iii)

iv)
v)

vi)

vii)

C1 bypasses high frequency differential noise to ground
and stops high common mode voltages from stressing the is-

olation voltage of the coupler.

R1 and R2 establish the current threshold for the circuit.

Cp establishes a front end "doping" delay or time threshold
to reject fast transients.

DZ1 establishes the voltage threshold for the circuit.
D1 protects the photodiode from reverse voltage breakdown
power dissipation failure.

R- limits the current transfer ratio (CTR) or coupled gain to
tge minimum necessary for normal operation.

C+ “"swamps out" the device's Miller capacitance to eliminate
collector noise-induced turn-on of the transistor.

- 13 -
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b) Op Amps
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FIGURE 16



The circuit of Figure 16(a) is very commonly used in many applications.
Capacitor Cy rolls off unnecessary high frequency gain {low pass). Rj
and R2 establish the gain.

An EMI pulse coupled into the op amp circuitry of (c) can cause
various stages of the device to saturate with the result that the output
PNP transistor Q13 also saturates. The op amp at this time is completely
"out of control".

The feedback capacitor Cy which is initially charged with 10V can
be shorted and discharged to OV through the negative power supply marked
“t", the collector-base diode of Q) and saturated Qy3. After the pulse
the recovery period is very slow with T = RpCy (see ?d))

The solutions for this problem are as follows:

1. Select a better op amp such as the TLO84 which has high
impedance inputs (FETs) under most transient conditions,
recovers more quickly from EMI pulse saturation, and has
a passive resistor output instead of active current limiting
in the output. Active current 1imiting circuits are more
sensitive to EMI on the output pin.

2. Use the circuit of (b) as an output driver since noise entering
at the output lead Vg is blocked by Cp. This circuit
is also stable when driving highly capacitive loads such as
transmission lines.

In general op amps cannot be hardened against noise as effectively!
as digital devices because of their high gain (approx. 120dB). EMI ’
pulses will cause glitches on their outputs regardiess of filtering
unless complete shielding is used, although the amplitude of these
glitches, and the problems they might cause, can be minimized.

VHF radio usually causes output DC voltage shifts in op amp circuitry
with the magnitude of the shift dependent on the Tocal field strength.
This is most likely due to a rectification phenomenon at the differential
input stage which causes an unbalance similar to an input offset voltage.
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c) Noise Rejection Circuit

+15 v
R
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FIGURE 17

The circuit of Figure 17 is designed to reject noise signals
received by optical coupler IC2 having a duration of less.than approx. 1
Optical coupler phototransistors have been shown to be more
sensisitive to noise than other circuit components. When Q1 turns on,
Q2 turns off and C1 starts to charge through R1. If the signal at QI
disappears the voltage is rapidly removed by Q2 and C1 must start
charging again from 0 volts.

msec.
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d) Power on Reset (POR) Circuit

It is necessary to reset all flip flops when power is first turned
on or if the supply voltage drops to unacceptable levels. Random
status of memories when power comes on is not tolerable.

+15 ¥

ZL 33K

10V —

§ POR TO CIRCUITS
< 2 SEC DELAY

=33 uF i
777 COM

FIGURE 18
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CONCLUSIONS

Analysis of the nature of EMI in the substation and powerhouse
indicates that protection, control and data acquisition equipment
comprised of solid state components is subject to malfunction unless
proper considerations are given to this operating environment during the
design and development phases.

These considerations should include the anticipated energy levels
of EMI pulses, establishment of appropriate thresholds, selection of
logic families, layout of components and conductors on circuit boards,
and external grounding and wiring practices (not considered in this
paper). Leaving nothing to chance, satisfactory performance can only be
ensured by thorough testing and examination and correction of all failure
modes encountered.

Certain semiconductor devices have sufficient inherent immunity to
noise but must be properly designed into circuits and sufficiently
protected at the input and output against their "outside electromagnetic
world". We must therefore conclude that solid state devices can perform
reliably in the electric power system environment.
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