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Introduction 
Protection and control (P&C) technology has evolved from the early days of the power industry using electromechanical 

technology that for the most part provided single purpose discrete functions such as overcurrent, over and undervoltage, 
frequency and impedance protection. At that time control devices were either mechanical or electromechanical providing 
discrete control functionality.   Protection and control systems were designed by arranging the discrete protection and control 
devices on one or more system panels and appropriately wiring the devices and the primary apparatus they controlled 
together.  Optimum design at that time was achieved by selecting only the discrete relays (functions) needed.   

It was not until the 1960s that solid-state technology was applied to emulate the electromechanical functions in both 
discrete applications and system applications that integrated several protection functions in a single device.  The use of 
discrete solid state may have provided some initial cost savings and reduced panel space requirements, but they did not 
impact design costs and were also limited in the breadth of their applications.  Solid-state system relays were costly, but 
provided increased performance solutions . . . speed, single pole tripping, current differential, segregated phase comparison, 
etc., usually involving communications that could not be provided efficiently with electromechanical systems.  In the 1980s 
the advantages of microprocessor technology took hold and for the past 20 years the Intelligent Electronic Device (IED - 
based on microprocessor technology) has evolved from a simple multifunction IED providing a few protection functions to 
super IEDs with very large numbers of protection, control and communications functions.   These super IEDs provide 
protection and control functionality based on selected catalog numbers with fixed functions and logic that are enabled, 
disabled or otherwise controlled by settings.  Some level of programmable logic to complement protection and control 
functions is also provided.  

The implementation of IEDs has provided increased P&C solutions and design cost savings, but these still remain far 
from maximum potential.  Also, there are often compromises to be made between the utility’s protection philosophy and IED 
implementation. For example, combining reclosing, breaker failure, breaker control, or other functions in the same IED with 
line protection may or may not be the utility’s philosophy. There are many other examples. 

The introduction of IEC 61850 and the Ethernet into the substation, however, are major enabling technologies that 
provide new opportunities to improve the implementation of P&C functions in a way to address the utility’s philosophy, 
application requirements and reduce overall costs.   

This paper introduces the logical “next step” in the evolution of P&C implementation – a bridge between today’s 
conventional substation and tomorrow’s IEC 61850 substation. It will introduce the concept of application building using a 
library of discrete software protection, control, communication, and logic function blocks that are based upon the IEC 61850 
logical node.  Using a graphical user interface tool the user can optimally build applications and place functionality in 
appropriately sized and located (distributed) substation IEDs. In addition, the P&C applications that are built may be applied 
in conventional or IEC 61850 environments or somewhere in between. The paper will also address P&C application testing 
and testing responsibilities, P&C functionality distributed among the IEDs used in the substation, and finally provide some 
examples of available P&C solutions. 

IEC 61850 – Logical Node 
The objective of the IEC 61850 standard is to design a communication system that provides interoperability between the 

functions to be performed in a substation but residing in equipment (physical devices) from different suppliers. To reach that 
goal, the functions of a substation are split into sub-functions called logical nodes (LNs). The LN is defined as the smallest 
part of a substation P&C function that exchanges data with other LNs [of other P&C functions] in the substation. Therefore, 
the LN provides the “open” data interface of a discrete proprietary P&C function to the “interoperable” substation P&C 
environment. LNs are the core elements of the data model of physical devices (PDs). IEC 61850 standardizes data assigned 
to approximately 100 LNs. These data are the basis for the information exchange within the substation P&C system. This is 
illustrated in Figure 1. 
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Figure 1.  Proprietary function interface via the Logical Node to the substation P&C system 

 

Data available for exchange through its LN will depend on the function requirements and are divided into five data 
classes, which will not necessarily be present in all LNs.  A brief definition of data types is provided. 

• Common logical node information is independent from the dedicated function represented by the LN and is therefore 
present in all logical nodes.  It provides mandatory information about the LN such as mode, health, etc.   

• Status information is produced locally by the function behind the LN and cannot be changed remotely unless 
substitution is applicable. Data such as “start” or “trip” are listed in this category.  

• Settings are data that are needed for the function to operate. Since many settings are dependent on the implementation 
of the function, only a commonly agreed minimum is currently defined in the IEC 61850 standard. However, the IEEE 
Power System Relay Committee, Relay Communications Subcommittee Working Group H5a is currently working on 
a report that will evaluate the possibility to define with a standard a common format for IED configuration data 
(settings). This standard, when developed, would serve as input to IEC 61850 for LN settings data.  The support and 
development of such a standard will go a long way in facilitating the exchange of settings data between applications ... 
protection, protection coordination software, testing, etc., of different developers.  It may also aid in the development 
of a common settings tool for interoperable IEDs from different vendors. 

• Measured values are analog data measured from the process or calculated in the functions such as currents, voltages, 
power, etc. This information is produced locally and cannot be changed remotely unless substitution is applicable. 

• Controls are data which are changed by commands like switchgear state (open/close), tap changer position, resetable 
counters. They are typically changed remotely for manual or automatic operation of substation apparatus.  

• Metered values are analog data representing quantities measured over time, e.g. energy (kWh). This information is 
produced locally and cannot be changed remotely unless substitution is applicable. 

A typical substation P&C task is executed by different LNs exchanging information. An example for a protection function 
is shown in Figure 2. The participating LNs are the distance protection function (PDIS), current transformer (TCTR), voltage 
transformer (TVTR) and circuit breaker (XCBR). The allocation of the LNs to physical devices generally depends on 
substation technology and operational conditions. 

 

 
Figure 2.  Example of logical nodes participating in a protection task. 

In addition to LNs, the IEC 61850 standard defines logical devices (LDs) and physical devices (PDs).  The LDs are a 
collection of one or more LNs that are implemented in one PD.  One PD can, however, contain several different LDs.  A PD 
can be primary equipment such as switchgear or transformers or secondary devices such as meters, control switches and 
protection IEDs.  In a modeling stage where it is not yet clear which physical devices will be used, logical devices can be 
used to collect the logical nodes that conceptually belong together.  For example, will separate physical devices or one 
combined device as shown in Figure 3 be used for P&C?  This freedom of LN distribution among the PDs in the substation 
supports a broad range of possible PD configurations. 
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Figure 3.  Distribution of functions in one or two PDs. 

 

For a manufacturer of P&C equipment, it is obvious that the implementation of IEC 61850 requires more advanced 
software and hardware than previous equipment. Thus, the possibility to fully upgrade existing equipment and designs are 
limited.  The practical solution is to make gateways to existing products and systems, and concentrate development effort to 
fully take advantages of the capability of IEC 61850 in a new generation of P&C equipment.  In order to optimally take 
advantage of the interoperability concept it is necessary to fully implement the LN concept based on the IEC 61850 standard. 

The substation P&C design engineer at the time of the design must contend with a wide range of applications from 
upgrading existing schemes to complete new green field substations in addition to different implementation concepts and 
levels of the IEC 61850 standard by the P&C equipment manufacturers.  

The Platform 

Essential to any configurable P&C system is a simple, but robust hardware platform designed with industry standard 
microprocessor and communications components and real-time operating system that must address both conventional and 
IEC 61850 P&C system implementations.   The substation hardened hardware platform performance defines the limitations 
to the P&C scheme that may be implemented within it. Therefore, flexibility, scalability and processing power are essential 
ingredients to achieve optimum benefit for distributed substation platforms and functionality.  Figure 4 shows the basic 
components to such a platform, which are described below. 

• Power Supply to meet the range of control power sources required. 
• Analog Inputs for wired connections configurable for conventional IEC and ANSI standard instrument transformer 

inputs. The number of current and voltage inputs scaleable to address the platform’s application requirements.  For 
example, bus protection may require all current inputs while line distance protection will require some combination of 
voltage and current inputs.   

• Binary Inputs optically isolated to prevent transmitting of surges appearing on the external control wiring into the 
IED, and scaleable in number to meet application requirements. 

• Binary outputs capable to fulfill speed, control and breaker tripping requirements and scaleable in number to meet 
application needs. 

• Transducer input modules (mA IN) that provide instrumentation analog (e.g. temperature, tap-changer position) 
inputs. 

• RS485 module to provide legacy wired serial communications such as DNP 3.0. 
• Fiber optic Ethernet network communication modules to support DNP 3.0 (conventional) and IEC 61850 P&C 

applications. 
• Fiber optic protection data communications module for high-speed transmission of binary and analog data between 

IEDs in different substations (e.g. current differential) or within the substation. 
• GPS time synchronization module for applications requiring time stamping of sampled analog and binary data 

including the distribution of time to other network devices. 
• Human-machine interface (HMI) for a direct P&C interface to the IED. It should provide means to edit IED settings, 

enable or disable IED functions, monitor analog input values and I/O status, control apparatus, monitor function 
status, review event information, etc. 
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Figure 4.  Conceptual Platform to meet Conventional and  

IEC 61850 Substation P&C Application Requirements 

The Function Block 
The concept of the function block (FBs) is introduced to address meeting the design requirements of both conventional 

and IEC 61850 applications to allow free allocation of LNs and their driving functions to IEDs.  FBs are software functions 
that perform specific protection, control, input, output, signal conditioning or other P&C tasks.  They are designed and tested 
and are unalterable by the user. The FB has inputs, outputs and other needed interfaces.  They may require settings or have 
the needed interfaces to platform components such as voltage transformers, HMI, and communications modules.  FBs are 
also built upon IEC 61850 LN where appropriate. It is through this LN interface that allows for data communication to other 
IEC 61850 IEDs on the substation communication network. Figure 5 shows the basic components typically present in a 
function block.  Although built upon the IEC 61850 LN the FB also is designed to address conventional (non-IEC 61850) 
applications. 

 

 
Figure 5.  Function Block Design 

Logic or Tasks  
The FB contains the mathematical and logic processes to perform the defined function.  It can be a simple logical OR 

gate or a complex impedance measurement algorithm.  It can provide the processing of input analog signals for use by other 
FBs or provide the means to connect to physical hardware I/O. 
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Inputs 
Inputs provide data that are obtained from other FBs or derived logic signals.  Inputs may be processed analog 

measurements, phasor quantities, integers, Boolean, floating point, etc., depending on the function block algorithm 
requirements. 

Outputs 
Outputs provide data from the function’s algorithm for use by other function blocks. Outputs may be analog values, 

phasor quantities, integers, Boolean, floating point, etc. 

Platform Objects 
The platform is made up of many hardware objects that exchanges data with the function block.  The interface is 

provided for with a connection tool that connects the physical hardware object to a virtual (software) object that is part of the 
FB design.  Examples of platform objects are voltage and current transformer inputs, binary inputs, contact outputs, LEDs, 
the graphical HMI, navigational push buttons, GPS receiver, and communications. 

Logical Node 
As previously discussed the LN provides the needed data interface between the FB and the substation P&C environment 

for IEC 61850 implementations.  LN data from all FBs used in the IED’s application configuration (to be discussed later) are 
combined to form the IED Capabilities Description (ICD) file. The format of the ICD file is defined by IEC61860-6 
Substation Configuration Language (SCL) and the file contains all the information necessary for implementation of the IED 
into the IEC 61850 environment. 

  Although the FB is built upon the IEC 61850 LN, the concept allows for use of conventional protocols such as DNP 3.0 
for data access. Data “points” specific to the FB task are available to be added as required to the IED’s DNP points list 
through which a client such as a station HMI or SCADA system may communicate. This capability greatly enhances the 
ability to address P&C retrofit applications requiring conventional and IEC 61850 implementations. 

Naming Function Blocks and Logical Nodes 
IEC 61850 allows for developers to assign prefixes and suffixes to the LN name to distinguish each LN from others that 

may be used in the same application.   For example the PDIS that is the LN for distance measurement may be named 
ZMHPDIS1 to represent the first instance of a mho-distance function that is perhaps used for zone-1 protection.  If there are 
three zones in the application you will have at least three instances ZMHPDIS1, ZMHPDIS2 and ZMHPDIS3. This naming 
convention allows the user to distinguish between them.  ZMQPDIS2 may represent the second instance of a quadrilateral 
distance function.   Also, if for example, a PDIS LN is used to provide data for a phase selection function that provides data 
to the distance function, it will have a distinguishing name such as PHSPDIS.  Naming of the FBs follows the name of their 
respective LN. 

Example Function Blocks 
There are a large number of discrete functioning FBs required to support substation P&C applications.  These include 

input, output, HMI, impedance, overcurrent, undervoltage, frequency, switchgear control, metering and a great number more 
application specific FBs.  A number of different FB examples are provided here to give the reader a better understanding of 
the variance of functions and how the FBs operate together in applications.  Unfortunately this little number of examples does 
not adequately illustrate the breadth of applications that may be achieved. 

Analog Input FB 
The system current and voltages for processing are wired into the IED physical transformers from the connected CT and 

VT secondary windings or delivered from the merging unit over the IEC 61850 9-2 process bus as illustrated in Figure 6.  
The merging units accepts input from both conventional and non-conventional instrument transformers to provide the IEC 
61850 9-2 digital interface. The outputs of the physical transformers or merging unit are input to this FB. Here these analog 
signals are processed (filtered, A/D, sampled, etc.) and the processed outputs are made available for use by other function 
blocks that are used to build an application. The analog inputs of this FB are referred to as virtual inputs and must be 
connected to the actual physical input transformers of the platform or the IEC 61850 9-2 subscriber data with a connection 
tool process.  A binary input BLOCK signal that enables or disables the function is also provided.  This allows switching the 
analog input group in and out of service as required by logic.  Applications using this feature will be discussed later.   

FB outputs are shown on the right. AI3P is a composite signal containing data of all measured and computed voltage 
signals. It includes every aspect of the three phase analog signals acquired . . . RMS value, phase angle, frequency, sequence 
quantities, harmonic quantities, etc. as well as the single phase quantity, V-Sync in this case. This processed data is made 
available to all other FBs in the application that require it.  AI A, AI B, AI C and AI X are the individual phase A, B and C 
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and synchronizing voltage quantities. VN is the computed residual (zero sequence) voltage. These quantities are the sampled 
values for input into the digital fault recording function (oscillography). 

 

  
Figure 6. Analog Input Function Block Figure 7. Summation of Current Analog Inputs 

Analog Summation 
The analog summation function block (SUM 3 Phase) in Figure 7 is used in order to get the sum of two sets of three 

phase analog signals of the same type, current or voltage. This figure shows the summation of BKR1 and BKR2 currents to 
get the line current. G1AI3P is Line P – BKR1 currents and G2AI3P is Line P – BKR2 currents. The individual breaker 
currents will go to breaker failure protection while the summed current will go to line protection. Summation blocks have 
several settings in order to sum, subtract or invert the processed data.  Analog outputs from summation function blocks can 
be connected to any voltage or current function block or connected to the digital fault recorder function block.   

Binary Inputs and Outputs 
The FBs for binary inputs and outputs are applied similar to the analog inputs.  Figure 8 illustrates connections to 

physical platform I/O . . . isolated inputs, contact or solid-state outputs and LEDs.  Input signals are brought into the IED’s 
application configuration and used in the FBs or logic that requires them.  Output logic signals are generated within the 
application and output to the appropriate hardware outputs. 
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Figure 8. Binary Input and Output Function Blocks 

Supervision Functions 
There are numerous functions used to supervise protection functions to assure reliable operations.  These include, but are 

not limited to fault direction, faulted phase selectivity, loss of voltage (fuse failure), power swing, undervoltage, over-current, 
etc.  Figure 9 shows an example of two functions commonly used to supervise distance functions - an impedance directional  
function based upon the LN RDIR (protection Related DIRectional) and a faulted phase selection function based upon the LN 
PDIS (Protection DIStance).   

It should be noted there is no LN currently defined specifically for faulted phase selection.  In this case it is up to the 
manufacturer to select an existing defined LN that meets the function data requirements or create a LN based on IEC 61850 
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procedures. 

Distance Measurement Zone 
The impedance unit data is modeled as the IEC 61850 logical LN PDIS.  Figure 10 shows a typical distance 

measurement function block along with a supporting cast of supervising and tripping FBs. The first two inputs are the analog 
inputs of I3P and V3P. These signals contain the three-phase current and voltage quantities necessary to compute the distance 
measurement algorithm.  

The BLOCK input allows blocking of the operation of the entire function block and all outputs while BLOCKTR input 
allows blocking only the trip outputs TRIP 3P (three-pole), TR_A, TR_B and TR_C.  The Impedance zone starting (pickup) 
outputs are still allowed to operate with the assertion of BLOCKTR. There is also an input for fuse failure or other loss of 
voltage condition.  STCND and DIRCND provide integer input that identifies the faulted phases and fault direction.  

The distance function block measures fault impedance in all six fault loops on the transmission line and is appropriately 
constrained or enabled by the supervising FB inputs.  It provides single or three-pole tripping as selected by the user.  
Settings to configure the impedance zone reach characteristics, which are unique for each transmission line application, are 
required.  In Figure 10 the output TRIP 3P is OR’d with other three pole tripping protection FBs (PTOC, PIOC, etc.) for 
input to the Trip Logic FB (LN: PTRC). 
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Figure 9. Distance Supervision FBs Figure 10. Distance measurement function block with 

supporting cast of FBs 

Control Functions 
There are a number of FBs that provide manual and automatic control. Two specifically used for the control of 

switchgear (breaker, circuit switcher, motor operated disconnect, etc.) are the control switch (LN: CSWI) and interlocking 
logic that supervises the control of switchgear (LN: CILO).   An example of these is shown in figure 11. Other very useful 
control FBs are a position selector switch (LN: GGIO) and a simple on/off switch (LN: GGIO).  All of these FBs allow 
control from the IED’s HMI, usually a push button or graphic icon on the LCD control screen. 

The generic LN GGIO is used to model both the on/off and position selector switches as there is no LN specifically 
defined for these functions. 

Metering and Measurement Functions 
There are a number of LNs defined for measurement of system quantities and metering energy usage.  Figure 12 

illustrates a phase-to-ground voltage measurement FB based on the LN MMXU.  Voltage values can be displayed on the IED 
LCD display and passed via the LN to the substation HMI and the RTU or other SCADA gateway to the system control 
center.  Also shown is a range expander that allows detecting set threshold values to be used for various applications, e.g. 
system voltage regulation for capacitor bank control. 
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Figure 11. Control switch FB for switchgear control Figure 12. Voltage measurement FB 

The Application Configuration 
When building applications the desired FBs are selected from an AFL (Application Function Library) and are combined with 
programmable logic and control functions to design the application configuration using PC-based configuration software.  
This application design approach can be used to design P&C systems meeting new and specific utility application 
requirements. 

Historically, the manufacturer has designed (with end-user input), built and tested discrete functioning relays and the 
relay engineer was responsible for designing the overall protection and control system composed of these discrete relays and 
other control components mounted on large panels.  Generally, engineers attempted to standardize on panel configuration 
designs to reduce overall design and operating costs.   

In a similar fashion, the manufacturer can now provide a library of pre-tested and unalterable (by the user) application 
FBs. The user must decide how to distribute functions among one or more IEDs within the substation.  For each IED 
application the user only needs to select the desired FBs and connect them together to design an application configuration. 

Design 
A simple user designed P&C application configuration is represented in Figure 13 and contains the P&C FBs and 

programmable logic necessary to meet the user’s application requirements for that particular IED. The application is built 
interconnecting function blocks and programmable logic with an application configuration tool with graphical drag-and drop 
capabilities. Using this tool a designer can visualize all internal connections between function blocks, control logic and the 
relays physical inputs and outputs. User defined function blocks can also be created using different logical elements. For 
example, the user may develop a special auto-reclosing function block to meet unique application requirements. Therefore, an 
IED (configurable platform) can easily be customized to meet specific P&C application requirements. Ancillary tasks that 
connect the physical I/O to the application configuration, set the operating parameters of the individual function blocks, and 
provide IEC 61850 application  

The standard application specific (e.g. line protection) configuration would be broadly applied, perhaps throughout an 
entire transmission system, with variations in the ancillary tasks, such as settings and IEC 61850 interfaces, dependent on the 
substation and line application data must now be completed.   
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Figure 13.  The Application Configuration 

.  

Versatile Applications 
Building protection and control applications with discrete function blocks allows the quick development and deployment 

of applications that meet the most stringent requirements.  For example, platforms can be provided that include line distance 
and current differential protection along with two breaker (ring bus) interlocking and control, single pole autoreclosing for 
two lines with complete 1½ breaker bay control, or combined transformer and high-impedance bus protection.  Simpler 
approaches may be taken to separate line protection and breaker control operations, e.g. breaker control, breaker failure and 
breaker autoreclosing in a separate IED. 

Efficient Documentation 
Historically protection engineers have relied on dc schematics for P&C system logic.  A lot of logic description has 

disappeared from design drawings with the increased use of super system relays.  To understand logic reference must also be 
made to the relay manufacturer’s application manual that may include more logic than that applied.  Using this concept of 
application building with a configuration tool inherently provides the documentation of the FB interconnections of the P&C 
application configuration of the IED.   

Testing 
Thorough testing of the FBs is done by the manufacturer; testing of the application configuration is the responsibility of 

the application builder.  This may be the manufacturer providing “standard” pre-configurations that meet most user 
requirements or the user or third party who desires to accept this responsibility.  

To assist functional testing of an application configuration a tool is provided that can be connected real-time to the 
application configuration executing in the IED. Instead of measuring the contact status (e.g. 52a) with a multimeter, the 
application tool may be set to an online monitoring mode to display binary (Boolean) logic status and other data of all 
internal signals interconnecting FBs. Refer to Figure 14 for example. All “soft-wires” connecting discrete FBs show the 
signal state in one of three colors, blue, red or green. Red [⋅⋅⋅⋅⋅⋅⋅⋅⋅⋅⋅⋅⋅] indicates that the “soft-wire” representing the binary data 
is asserted and blue [-⋅⋅-⋅⋅-⋅⋅-⋅⋅] indicates that it is not asserted. Green [---------] represents data connections other than 
Boolean. A small piece of configuration logic associated with a breaker control switch FB (LN: CSWI) is shown in Figure 14 
to illustrate this. The different dashed line formats represent the respective signal for black and white documentation 

 
 



 10 

 
Figure 14. On-line application configuration logic testing showing the signal statuses for a breaker control switch FB. 

Process and Application Architecture 
The concept that FBs and their LNs may be freely allocated to IEDs with the application building approach supports a 

complete range of substation P&C process architectures from a centralized RTU based architecture with one computational 
element with parallel wires, Figure 15 (a), to a fully distributed architecture with intelligent sensors and actuators connected 
via the fiber optic Ethernet station and process busses, Figure 15 (d). Having this capability requires us to rethink substation 
P&C applications to provide more optimum design solutions.   

Figure 15 illustrates, with a minimum number of functions, the concept of distributed applications and different process 
architectures depending on which switchgear signals are connected with wires and which are connected on an IEC 61850 
network.  

Figure 15 (a) shows a conventional connection of all analog and binary data from the primary apparatus (breaker, vt and 
ct) wired through the junction box (terminal blocks) to the “super” IED with protection, switchgear control and auto-
reclosing. Many more functions than shown in this example are assumed. 

Figure 15 (b) shows the segregation of the protection, control and auto-reclosing LDs into separate IEDs and the addition 
of the IEC 61850 8-1 station bus network. The segregation of the LDs [that contain one or more LNs] into separate IEDs is 
achieved with building applications for each IED specific to the user design objectives for cost and reliability.  The IEC 
61850 8-1 station bus network provides the basic station level monitoring and control functions that are commonly used 
today. 

In Figure 15 (c) a monitoring unit [modeled with the LN SCBR] is added to the circuit breaker. It has a proprietary 
interface to the circuit breaker sensors.  It has conventionally wired connections to existing P&C devices for alarms, breaker 
status and control, tripping, etc. and also an IEC 61850 8-1 network connection to the station level for HMI access to its 
monitoring data. 

Figures 15 (d) and 15 (e) shows the next level of complete IEC 61850 8-1 and 9-2 implementations.  Figure 15 (d) shows 
the “intelligent” circuit breaker where the breaker control function XCBR has moved to the circuit breaker IED with the 
SCBR monitoring function eliminating wired connections to the circuit breaker. Also introduced at this point is the merging 
unit.  The merging units accepts input from both conventional and non-conventional instrument transformers and processes 
the digitized analog quantities to provide the IEC 61850 9-2 digital interface.   

It is quite possible that once we get to this level of substation technology that reconsideration of function (FB, LN) 
distribution is required to achieve cost and reliability design objectives.  Figure 15 (e) shows where protection and control are 
combined into one IED to achieve lower costs, but more importantly the PTOC protection is moved to the merging unit for 
an obvious improvement in protection reliability.  Should the process bus network fail the PTOC (or other functions) can still 
provide effective backup protection. 
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Figure 15.  Process architectures and distributed applications using conventional wiring and/or IEC 61850 8-1 station bus 
and IEC 61850 9-2 process bus. 

Application Solutions 
Following are a few applications that will help the reader better understand the power of building applications with FBs 

and applying them on a flexible modular hardware platform.  These applications address three basic areas; simplifying 
substation P&C design and installation, building an application from scratch, and applying new protection concepts. 

Simplify Design and Installation  
The following are examples of how expensive, laborious and complex designs involving instrument transformer 

switching can be drastically simplified and cost reduced by moving the switching functions into the IED. 

 Line Breaker Bypass 
Figure 16 shows a main and transfer bus arrangement that allows the line and transformer breakers to be bypassed for 

emergency or maintenance situations. For normal operation switch 989-4 is closed and 989-5 open.  CT-91 provides 
transformer differential zone (87T) coverage for the transformer, breaker 952 and the transfer bus.  CT-1, CT-2 and CT-92 
provide differential coverage of the main bus (87B).  Bypass line protection 911 is out of service.  

When breaker 152 is taken out of service switches 189-1 and 189-2 are opened. The transformer bank breaker 952 is 
now used for the Line 1 breaker by opening 989-4 and closing 989-5 and 189-3. CT-2 and CT-92 are switched to provide 
87T protection, which now includes the transformer, main bus and breakers 252 and 952. CT-91 is switched to bypass the 
87T circuit and still provide current for the 911 line protection.  87B protection is disabled. Line protection 111 is taken out 
of service and line protection 911, which now provides Line 1 and transfer bus protection, is put in service with Line 1 
settings with a position selector switch.  Similarly, the other line breakers may be bypassed. 

When the transformer bank breaker 952 is taken out of service the switches 989-2 and 989-3 are opened.  The main bus 
is energized with switch 989-5 closed. Switch 989-4 is open and the transfer bus is dead.  CT-1 and CT-2 are switched to 
provide 87T protection, which now includes the transformer, main bus, and breakers 152 and 252. CT-91 and CT-92 are 
switched (removed) from the differential circuits and shorted. 87B protection is disabled.  
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Figure 16. Breaker bypass scheme 

 
Table 1.  Bypassed Breaker Data 

 
Switching is done manually with a stacked (multiple contacts) position selector switch.  In this case the positions are 

Normal, Bypass 152, Bypass 252 and Bypass 952.  This includes switching the cts to the correct protection zone, changing 
the 911 settings [usually through contact input] when bypassing a line breaker and appropriately switching the 87B and 87T 
lockout circuit to meet the bypass configuration. This scheme requires lots of wiring and terminations, large switches, 
comprehensive design and installation effort and considerable testing, most of which can be eliminated. 

To implement the solution in IEDs we first implement a position selector switch FB into the application configuration of 
the 911 relay with logic as shown in Figure 17.  This switch is controlled from the IED’s HMI.  This is rather simple logic for 
selecting POS 1, the NORMAL (no breaker bypass) position.  The logic for a bypass switch position, POS 2, 3 and 4, is 
basically the same.  Table 1 provides the 89 disconnect switch positions necessary for correct CT switching. If desired 
interlocking logic is easily developed with 89 auxiliary contacts 89a and/or 89b to assure safe and reliable operation. 

Also shown in this figure is the setting group selector FB with binary inputs driven by the BYPASS_152_OK and 
BYPASS_252_OK signals, which respectively set the appropriate settings for protecting Line 1 and Line 2.  All of the bypass 
“OK” logic signals are output from the 911 IED for input to the 87B/87T IED. 

With The position selected and the 89 disconnect switch logic satisfied following the connections defined in Table 1 the 
cts may be switched in the 87T/87B IED. [Logic could also be easily created for two separate IEDs, 87B and 87T]. The logic 
of Figure 18 is for switching CT-1 and CT-2.  Depending on the number of lines in the bypass application the CT analog 
outputs to each differential function, 87B and 87T, may need to be summed.  An example of the summation is shown for the 
87B CT connections. Logic for switching CT-91 and CT-92 can be similarly developed.   
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Figure 17.  Position selector switch logic Figure 18.  Bypass breaker ct switching logic 

Automatic Bus Potential Transfer 
Figure 19 shows how a bus potential transfer scheme may be implemented within an IED with conventional wiring.  

This requires that the IED has three additional physical voltage inputs for the alternate potential. The voltages from the 
analog input FBs are summed; however, one of the FBs is always BLOCKED based upon the bus potential transfer logic or 
potential transfer switch position. An alternate approach using IEC 61850 9-2 connecting the bus vt to the analog input FB as 
shown in Figure 6 allows the elimination of the IED physical voltage inputs and wiring providing additional cost savings. 

Another possibility with this configuration would be switching to an alternate voltage source under loss-of-potential 
(fuse failure) conditions. 

 
Figure 19. Automatic bus potential transfer. 
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Building Applications from Scratch 
 This application is an example of how a unique application can be built ground up to minimize components and greatly 

simplify design, installation and operation. 

Capacitor Bank Protection and Control 
A three-capacitor bank configuration with protection and measuring devices is shown in Figure 20. The capacitor banks 

are added or removed by circuit switchers CS1, CS2 and CS3 to regulate system voltage at the substation bus. Logic is also 
applied to balance the circuit switcher open and close operations throughout the life of the application. The circuit switchers 
are controlled either manually, manual with equalization logic (assures operation of next switch in sequence) or fully 
automatic.   

 
Figure 20.  Three Capacitor Bank Switching Scheme. 

Protection and measurement requirements are defined in Figure20 and are provided with the control as part of “one” IED.  
This eliminates a programmable logic controller, three voltage differential relays and a multifunction overcurrent relay.  This 
application was built for a particular 161 kV system, which uses capacitor to regulate the bus voltage between typically 163 
kV and 165 kV for small system load changes and 161 kV and 168 kV for larger system load changes.  Therefore, there are 
two voltage control bands, narrow band and wide band as illustrated in Figure21.  

163

kV

165

168

161

NB WB

27WB

27NB

59NB

59WB

 
Figure 21.  Typical narrow and wide band voltage level monitoring for a  

161 kV bus using the MMXU and Range Expander FBs of Figure 12. 

The primary control logic for this application provides: 
• Automatic, manual equalization or manual control selectivity. 
• Automatic control provides narrow or wide band regulation and the ability to automatically transfer from narrow 

band to wide band to manual control based on voltage levels and time settings or hunting conditions. 
• The ability to detect circuit switcher hunting (open – close – open, close - open – close) operations attempting to 

stabilize system voltage within a defined band and appropriately modifying control. 
• Setting the operation modes of the logic is through a custom built graphical LCD screen HMI as shown in Figure 22. 
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Figure 22.  Configurable HMI graphical control screen shown in the automatic mode regulating within the narrow band  

with hunt detection and narrow to wide band transfer logic enabled.  The cursor control is on Hunt Detect. 

New Protection Concepts 
Having the versatility to freely configure an IED with hardware and application functions gives us the means to look at 

protection applications differently, which may indeed simplify solutions.  The following is an example. 

Transmission Lines with Transformers 
Figure 23 introduces a concept of simplifying the protection of a transmission line terminated into a transformer. This 

scheme defines two separate protection zones for the transformer and transmission line. Therefore special considerations for 
the transmission line for faults beyond the transformer are not required. The transformer is protected with the 87T differential 
relay.  It is possible with modular hardware components to put a communications module in the transformer differential 
relay, and with a communication FB that interfaces the communication module the transformers application configuration 
can easily be modified to have it send the current data samples measured at CT2 to a line current differential relay at the 
remote terminal. The remote line current differential relay would perform the line current differential protection function and 
send a transfer trip over the same channel. A high-speed distance protection FB (21) could also be provided in the line current 
differential (87L) application to provide additional backup.  It could be a single instance of the impedance FB of Figure 10 
and set to look into, but not beyond, the transformer.   

 
Figure 23.  New protection concept for transmission lines with transformers. 
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Conclusions 
Over the past 20 years the implementation of IEDs into the substation P&C design has increased the P&C operating 

reliability while providing design, installation and operating cost savings. But, we are still far from maximum potential. The 
introduction of IEC 61850 and Ethernet into the substation are major enabling technologies that provide us the opportunity to 
improve.    The major question is how we bridge between today’s conventional implementations and tomorrows “wireless” 
IEC 61850 substation environment. 

The concept of the FB based on the IEC 61850 LN was introduced as a bridging solution to address this next step of 
P&C for both conventional and IEC 61850 applications. The concept, which allows free allocation of functions and their LNs 
to distributed IEDs with modular and scaleable hardware, requires a ground up development by the manufacturer. It is 
imperative to fully implement the LN at the discrete function level to optimally take advantage of the interoperability 
concept.  Additionally, the industry needs to provide ongoing support of standards development organizations (IEEE, IEC, 
etc.) that are aimed at improving the IEC 61850 standard. 

This paper has shown the evolution path for the substation process architecture and application distribution from today’s 
conventional to tomorrow’s IEC 61850.  Also, examples were provided that effectively demonstrated the potential for drastic 
improvements in substation design installation and operation by having the versatility to freely configure IEDs with modular 
hardware and applications and build applications from the ground up. This capability requires us to rethink substation P&C 
solutions. 
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