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ABSTRACT

This paper describes a system for the automatic evaluation of disturbance recordings. The system is
intended to be used to get a better knowledge of power system disturbances, to reduce the information
flow created in the disturbance recorders, to reduce the manual work which is required for the analysis and
to provide means for altering the maintenance procedures.

The system is built up by decentralized knowledge-based systems in substations and a central system for
a disturbance data base. The disturbances are collected from the disturbance recorders and analyzed by
the knowledge-based system. The reports from this analysis contain all important information from the dis-
turbance, e.g., fault type, fault currents, protection relay operating time, which is stored in the central data
base. Overall post-fault system information as well as maintenance information could be retrieved from the
central disturbance data base.

It is foreseen that this kind of system will lead to a better supervision and maintenance of the power sys-
tem. This will result in a more effective, secure and economic utilization of the power system.

INTRODUCTION

Numerical protection equipment with event storing capability as well as numerical disturbance recorders
are nowadays installed at more and more locations in the power system. Hence, an enormous amount of
information is produced each time a power system disturbance occurs.

Since the most commonly used communication media for the transfer of this information are low-speed pri-
vate or public telephone lines, the capability to transfer large amounts of data during a short time is limited.
Thus, vital information, e.g., to the operational personnel, can be delayed or distorted. However, if the
transfer capacity is increased, the protection or power system engineer who performs the analysis of the
information is instead exposed to an “information overflow” situation. It is therefore necessary to perform
some type of analysis or information filtering at the station level to reduce the “overflow” and to increase
the capability of a rapid transfer and utilization of valuable information.

This paper describes a knowledge-based system for the automatic evaluation of disturbance recordings.
By using numerical disturbance recorders dedicated to the specific power system objects and recording all
phase voltages and currents as well as a number of relevant logic signals, it is possible to perform an
extensive analysis of a power system disturbance. The objective is to reach a correct conclusion about the
power system disturbance in at least 85% of all cases. The remaining 15% will be announced and will still
require being analyzed by a human expert.



Besides the basic feature of analyzing power system disturbances, the system opens up possibilities for
automatically storing disturbance data from power system disturbances in a data base. This data base
could be used for the supervision of the long-term trend of the power system apparatus as well as for the
supervision and maintenance of, e.g., protection equipment and breakers. It is obvious that it is not practi-
cal to store a complete disturbance file in a data base for power system disturbances. Instead, the result of
the analysis of the knowledge-based system provides a comprehensive and condensed description of the
event which may easily be stored in the data base. The data base could then be used to monitor accumu-
lated information such as repeated faults at a specific location.

BACKGROUND

The general trend in the development of numerical protection and control equipment is to coordinate more
and more of the functions. A numerical relay of today is equipped with extensive communication facilities
and monitoring functions such as e.g., fault locators implemented within the frame of the protection relay.
Disturbance recorders are also installed together with new relays as a part of the system.

The disturbance recorders enable an enhanced monitoring of the power system through the acquisition of
all voltages, currents and logical signals such as tripping signals in all phases, carrier send and carrier
receive signals during every power system disturbance. On the other hand, the extensive installation of
disturbance recorders may create a lot of information which has to be processed in order to make the
investments in disturbance recorders profitable.

In general, there are two different philosophies for the application of disturbance recorders in a station. The
first is to use one or several recorders for the overall station, recording only, e.g., residual quantities for
some of the major lines or objects. The obvious motivation for this method is to reduce the number of
recorders needed in order to cover most of the installation. Today, however, when recorders are available
as a part of the protection system, it is better to apply one recorder for each power system object recording
all interesting signals for that bay. This is also a necessary prerequisite for the application of an extensive
evaluation of the power system recordings.

This area has previously been addressed in [1], [2]. A lot of work related to the analysis of logical signals
and alarms in a substation or in a power system has been reported in literature. However, it has mainly
focused the problem of finding the reason for a disturbance or finding the object on which problems
occurred. The alarm filtering systems are used to focus the operator to the primary problem and suppress
all the secondary alarms. However, none of these systems have made any use of analog signals.

EFFECTIVE OPERATION AND MAINTENANCE PROCEDURES

Information from disturbance recorders such as oscillograms and disturbance files has usually not been
used for the operational decisions in power systems. There are many reasons for this, such as the lack of
communication facilities and of operation personnel trained for advanced system studies, required in the
analysis of disturbance recordings. Due to the lack of power system analysts, the disturbance recordings
have not been used for the minute-to-minute operation of the power system.

By using an expert system for this analysis, the conclusion about the power system disturbance will be
transferred to the operational personnel within a few minutes. This will give them a new aid to make the
right decisions, which in turn will lead to a better overall availability of the power system. The knowledge
which was previously the property of the analysts can now be formalized and widely spread due to the uti-
lization of knowledge-based systems, or so call expert systems.

Another reason for the extensive use of disturbance recorders with automatic evaluation is to increase the
certainty about the cause of a maloperation of the protection and control system. Regarding the total num-
ber of disturbances in a large utility, a large portion of the disturbances have an unknown reason for the
misoperation.

One of the major reasons for the introduction of numerical relays is the possibility of self checking and
monitoring of the protection system status. Hereby, it is possible to increase the availability of the protec-
tion system by continuously monitoring that the system is active and has a pre-fault operation as desired.



However, there are still parts of the protection system which may not be monitored by the built-in seif
checking function.

Table 1 shows the possibilities of fault detection using different methods. Both manual testing and self
supervision are pre-fault methods, while the disturbance analysis is a post-fault method. The fault types
are divided into four different groups. The first is component faults inside the protection system. Inade-
quate working conditions are, e.g., when a ct saturates and the protection system is not designed to meet
this condition. Inadequate measuring principles are, e.g., when a earth fault with an impedance above the
sensitivity of the protection system occurs or when a false operation occurs during a power swing due to
the absence of a power-swing blocking function. Finally, inadequate settings are when the protection sys-
tem is not set according to the pre-calculated settings or the calculation itself is inadequate.

It is evident from the table on the left that the only way to be able to detect a majority of different fault types
is to use a post-fault disturbance evaluation. This means that it is therefore necessary to monitor each real
operation of the protection system in order to track the operation of the complete system and not only the
internal parts of the relay. In other words, each power system disturbance which causes the protection sys-
tem to operate has to be considered as an opportu-

nity for the validation and verification of the system TABLE 1:

performance. DETECTION OF FAULT IN THE

The knowledge-based system provides the oppor- PROTECTION SYSTEM

tunities to record, filtter out and store all the inter- "

esting data which are needed for an extensive Fault Manual Self Disturbance
Types Test Supervision Analysis

monitoring of the protection system. It is foreseen - "
that in the near future each regl fault will be gsgd mm Good Good Good
as a full-scale test of the protection system. This, in faults
combination with self-supervision, provides infor-
mation to increase the effectiveness of the devel- | Inadequate | Medium No Good
opment, setting and maintenance procedures for working

the protection system. The prevertive mainte- conditions

nance could be reduced and the maintenance | |nadequate No No Good
activities changed to mainly corrective mainte- measuring

nance. principle

By means of the central data base for disturbance Inadequate No No Good

recordings, reports valuable for the planning, seftings
design, operation and maintenance activities could
be obtained. Examples of this type of reports are:

1. Distribution of different fault types on lines

2. Fault currents for a specific fault type on lines
3. Distribution of fault location on a line

4. Tripping time vs. different fault types

5. Tripping time vs. different fault locations

6. Success rate for auto reclosing attempts

Finally, an extensive use of disturbance recorders makes it possible to store the power system event and
to replay the event in the protection system exactly as it appeared the first time it was presented to the
relay [3]. This new feature, in combination with the other monitoring activities, will lead to a large change in
the way the development, setting and maintenance of protection systems will be carried out in the future.



OUTLINE OF THE OVERALL SYSTEM STRUCTURE
Before designing the complete system for the evaluation of disturbance recordings, the following require-
ments on the system are established:

1) The system should be decentralized, avoiding concentration of the analysis of the information at
one location.

2) The system must be able to correctly analyze at least 85% of a typical set of disturbance recordings.

3) For the remaining 15%, the system should indicate that the conclusion is not dependable.

4) Information transfer should be reduced to a minimum to minimize the requirements on communica-
tion capacity.

5) It should be possible to modify the content of the knowledge base for different power system config-
urations, without significant knowledge about the knowledge-based system itself.

Based on these requirements, the system was outlined according to Figure 1.

It is clear from the Figure 1 that the system has three subsystems; the Station System, located in the
same station as the disturbance recorders, the Central System, located in a control center and/or in the
main office of the power utility, and the Configuration System, located anywhere where the power system
and protection system studies are performed or the protection and control system is configured.

The Station System is connected directly to the disturbance recorders, from which the disturbances are
collected. All recordings are pre-processed and entered into the knowledge-based system, which performs
the real analysis of the disturbance. A fault location calculation is carried out in parallel.

The output from the Station System is a report of the recorded disturbance, which has a typical content as
illustrated in Figure 2.

The information in this report will then
be forwarded to the central system for Central System
inspection and storage.

The Central System provides means
to present the reports to the operator
or engineer. The operator can select
the specific station and object to study
and print out a disturbance report as
illustrated above. Since the system will Y A

Configuration
System

) N ol .
be used for both maintenance and | |
operation, the specific content pre- \ | Station System | || Station System | |
sented in the Central System may be \ A '
assessed by the user. This is inorder | | 7/~ P N\ |
to ayond giving too much information at ! | pist. | | Dist. 3 pist. | | Dist.| }
an inappropriate moment. However, : vy :
the main feature of the Central System | | Rec. | |Rec.| i1 [Rec.||Rec. |t

- SN

is the data base in which the distur-
bance reports are stored. by means of
this, information about line faults on a Figure 1: Outline of The Total System

line accumulated over some time inter-
val could be presented.

An illustration of what is produced from the data base is given in Figure 3.

The recorded disturbance files are stored only in the Station System while the report is stored there and
also transferred to the Central System for storage in the data base. However, if the report shows a faulty
operation of the power system or if the system was not able to reach a conclusion, it is also possible to
transfer the real disturbance file to the Central System for manual evaluation.



Expert system for disturbance analysis Line 122 Accumulated statistics
1989-01-01 --1991-01-01
Report from file: R910613.001 .
P Station: Alpha Number Single phase faults

Object: Line 112 of fauits

Time of event:  1991-06-13 13:42:52.790 30
Pre-fault condition: 20

Voltage 132 kV Symmetrical conditions

Current 540 A .

10 Fault location

Power System Fault: on the line

AG Fault at time +173 ms 0

Relay trip after 29 ms

Fault cleared after 64 ms 0% 50% 100%

Fault location 52% of the line
Communication: Number

CS sent after 20 ms of faults

CR received after 24 ms 30
Fault conditions:

Current A 3750 A VoltaggeA  35.7kV 20

Current B 510 A Voltage B 63.1 kV

Current C 510 A VoitageC 63.2kV 10

Current3l, 3690A Voltage 3U, 24.9kV Fauit currents
Successful auto-reclosing after 923 ms 0

10kA 20kA 30KA
Figure 2: Example of A Report From Figure 3: Examples of Different
The Station System Report Types

In order to increase the flexibility of the system, a special tool for the assessment of knowledge bases has
been developed. The Configuration System is used to adapt the knowledge bases in the Station System to
each specific power system. This means that cross references for symbols are determined, together with
rule threshold values and rule configuration. A new knowledge base can also be tested in the system in
order to validate the operation of the knowledge-based system.

IMPLEMENTATION

The system is implemented in PC’s on all levels in the system. However, the sofiwares chosen are porta-
ble and may be moved to other environments such as a control system or a work station. Most of the soft-
wares are created as applications of commercially available systems. The overall goal has been to provide
a low-cost tool which can be used in a large number of substations.

Station System

The Station System consists of three different main parts; the signal processing module, the fault locator
and the knowledge-based system. The signal processing is required to interpret the sampled analog sig-
nals into a representation, which may be used by the knowledge-based system. in order to enable the
knowledge-based system to analyze the selectivity of the protection system, a fault locator is also
included. The fault location calculation and signal processing are carried out before the analysis is started.
Figure 4 gives an over view of the Station System.
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Figure 4: Parts In The Station System

Signal Processing

The signal processing is
designed to work in a similar way
as a human analyst does. This
means that the preprocessing is
based on relatively simple pattern
matching methods. Typical pat-
terns used by a human analyst
are different states, under which
the signal is stationary. These
states are separated by interme-
diate events, where a signal
changes from one state to
another, as shown in Figure 5.

A state may be described by a
number of parameters, character-
izing the signal given a certain
signal model. Typical parameters
of a state are amplitude and

phase angle, with respect to the given reference signal. An event occurs whenever these parameters are
changed. Consequently, an event may be an amplitude change or a phase shift, or both.

The operation of the signal processing is best illustrated by an example. Suppose that the input signal is
x({) as given below:

x(t)

Event-1

N

State-1

State-2

Figure 5: Principle of The Signal Processing

This signal is divided into two states, state-1 and state-2 and one event (event-1). These states and events
have the following properties:

TABLE 2: STATE PROPERTIES

Properties State-1 State-2
Amplitude 1.0 2.0
Phase 0 90
Start time 0 100
Stop time 100 200

TABLE 3: EVENT PROPERTIES

Properties Event-1
Amplitude change +1.0
Phase shift +90
Time 100




For a complete disturbance recording, tables similar to those shown above are accessed for each analog
channel and fed into the knowledge-based system. The filtering is performed by means of Fouier filters and
parameter estimation of model parameters in models of different complexity.

The model of the signal is general in a sense that not only the fundamental component but also harmonics may
be used to characterize a state. However, in this application only the fundamental component is utilized.

The binary channels are treated in a similar way. However, the processing of the binary channels is much eas-
ier because they are either true or false for a given time interval. The states and events may easily be
detected.

Fault Locator

The fault locator is very important for the verification of the relay operation. By means of an accurate fault loca-
tion calculation, the protection system operation and selectivity could be checked without taking the normal
measuring capability of the relay into account.

The method used for the calculation of the fault location is based on a state-of-the-art algorithm, which is capa-
ble of compensating for the influence of double-end infeed by means of a complex network model [4]. The fault
locator uses input data from the signal processing (amplitude and phase), consisting of pre- and post-fault volt-
ages and currents together with line and system parameters.

Knowledge-based System

The knowledge representation is essential for the success of a knowl-
edge-based system. In the implementation of this knowledge-based
system, an object oriented approach has been chosen. The represen-
tation includes the physical power system objects in a line bay, i.e,
line, breaker, bus, protection equipment, etc. The analog and binary
signals as well as the related states and events are associated with
the object to which they belong in the real world.

Line Bay Identity

Line Identity

Relay Identity

In the object oriented representation, each specific power system
object or signal is related to a class. A class is a generic description of
Z 2 reach the object from which several instances representing the real objects
can be created. The classes are connected by different relations in

Z 1 reach

Z 3 reach
re order to make it possible to find the physical connections.
Z1time
: Each class has a number of properties describing the object and its
Z2time status. By using this kind of deep knowledge, the rules as well as the
7 3 time inference may be simplified and used in a more straightforward and
general way.
- The classes Line, Relay and Breaker are parts of the class LineBay.
Breaker Identity

Each class has properties as described in the chart:




For atypical line bay with two breakers and two relays (main 1 and main 2), the classes are defined and the follow-
ing objects are created.

LineBay_1
Line_1
Relay 1
Relay 2
Breaker_1
Breaker_2

The signals are represented in a similar way with states and events as instances of classes which are related to the
analog and binary channels.

The rule base is divided into several parts for different parts of the analysis. These are power system fault rules,
protection relay fault rules, breaker fault rules, communication system fault rules and measuring system fauit rules.

The most important and largest part of the rule base is the power system fault rules. These rules use the events
and states in voltages and currents to find the right type of power system fault. A typical rule for a single phase to
earth fault may be defined as:

IF Increase in one phase current,
Increase in residual current.

THEN Single phase to earth fault.
A simple rule to infer a three phase fault is:

IF Current increase in all three phases,
Voitage decrease in all three phases.

THEN Three phase fault.

The above rule may, however, trigger not only for a single phase fault but also for different types of two phase to
earth faults. The same problem occurs for most types of power system fault rules which may apply to different
power system faults.

This problem has been solved by introducing a number of different rule levels in the group of power system fault
rules, as shown in Figure 6.

First, the system infers all the possible basic faults.
If the power system fault is, e.g., a two phase to
earth fault, at least two single phase faults are
inferred, one in each phase. More than two rules

Basic Fault

Evolving
Fauit

Confirmed
Fault

Fauilt
Clearance

Figure 6: Power System Fault Rule Structure

could also be triggered since the rule base contains
rules with different certainty factors. This means that
if there are large changes in the currents, the sys-
tem is more certain about the fault type than if the
current changes are small. However, for a fault with
large currents, all the rules with low certainty factors
will also be triggered.

From the basic faults, the system will infer a con-
firmed fault by selecting conclusions with high cer-
tainty factors and grouping, e.g., two simultaneous
single phase to ground faults into a two phase to
ground fault.

This way of inferring the power system faults also
enables the system to detect evolving faults and the
time of the fault clearing.



The protection relay fault rules aim to detect when there is a discrepancy between the expected operation
of the relay and the real behavior. In order not to be dependent on the protection relay scheme, only the
tripping signals of the relay are checked. Consequently, the rules will infer whether the relay sends a trip-
ping signal in the right phase within the specified time for a given fault location.

A simple rule to infer a failed tripping signal is:

IF Power system fault in Zone Z,
Zone Z protected by relay,
No trip from relay,

THEN Relay failed to trip.
The rules for breaker faults infer if the breaker operates unsymmetrically or if the operate time is too long.

Communication rules in order to infer the time of the carrier receive and carrier send signals are also
included. These rules check the conditions for sending such a signal before assessing the time for the sig-
nal.

Finally, the measuring system fault rules infer any kind of malfunction in the VTs and CTs such as a unsym-
metrical pre-fault condition.

The system includes approximately 100 rules. However, a portion of these rules is devoted not only to the
pure representation of application problems, but is also more concerned with the internal representation
and processing in the knowledge-based system.

When the certainty factor of the conclusion from the system is too low, a warning is initiated. This warning
is transmitted together with the disturbance report up to the Central System. Such an uncertain distur-
bance report will not be stored automatically in the data base but needs to be verified by a human analyst
before storage.

Central System

The main part of the Central System is the data base functions. These functions are built in a relational
data base of which the organization is very similar to the organization of the data in the knowledge-based
system.

When a new disturbance is stored in the system, the information is automatically stored at the right loca-

tions and a new table for efficient search in the data base is built.
Except for the main objective of handling the data base storage and retrieval, the Central System will also

compile a report for one power system object such as aline., After a disturbance, it is important to analyze
the reports from both ends of a line to ensure that the protection relays have operated similarly and that
the communication between the relays operates.

This task is carried out by the Central System by finding the two disturbances related to the two line ends.
Since the disturbance recorders are not always properly synchronized, two disturbances which are close
to each other have to be chosen. As an additional verification, the fault types in the two disturbances are
checked to be the same.

A new common time reference is then assessed and all the events in the two disturbance reports are
related to this common time frame. Based on this, a compiled report of the total operation of the protection
system for this line could be determined. This includes additional information such as an extensive evalua-
tion of the communication channel including channel delay.

Configuration System

The Configuration System is an important factor which increases the flexibility of the system. By entering
application specific data into the system, the Configuration System automatically creates all the knowledge
bases required in the Station System as well as the configuration of the Central System. The knowledge
bases are divided into three main parts.
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1) The representation of the power system objects as instances of the previously defined classes in
the knowledge-based system.

2) The line and system parameters required for the fault locator.
3) The cross references required to print out the reports with the user speciﬁc definitions.

In an additional part of the Configuration System, the content of the reports printed out by the Central Sys-
tem is defined. This is done by selecting the appropriate information out of a set of all the available data.
This description is transferred to the Central System.

The Configuration System also gives the possibility of immediately verifying the assessed knowledge
bases. If a disturbance file has been recorded in advance, it can immediately be tested by the system with
the new knowledge base. This is a way of verifying the knowledge before it is installed in a station.

TEST EXPERIENCES

in order to speed up the validation of the system by exposing the system to a large number of faults during
a short time, tests have been performed in the power system simulator at ABB Relays in Sweden. The test

set is selected to be representative for a typical operation in a real power system. The test set consists of
32 different cases with the following distribution:

TABLE 4: The test power system and the protection scheme
TYPICAL RELATIVE were arranged according to Appendix A, which
DISTRIBUTION OF also describes the simulated fault cases. Distur-
DIFFERENT FAULT TYPES bance recorders were set up in both line ends and
the recording from each end was analyzed by the
Fault Type Occurrence | knowledge-based system.
Lz:z mm— o e 3 H

Single phase fault 35% The test results are summarized in Table 5.
Considering only the power system faults in Table
Double phase fault 6% 5, a figure of the total success rate for a typical
power system situation could be calculated by
Double phase to earth fault 6% using the weight factors from Table 4. This implies

a success rate of 89% for power system faults.
Three phase fault 3% o y

In addition to the power system faults, the system

TABLE 5: has been tested by changing the settings of the
SUMMARY OF relay, interrupting the communication and manipu-
lating the breaker. The capability for a correct fault

TEST RESULTS detection in this situation is shown to be almost
Fault type Success Rate 100%.
Single phase faults 38% (7 of 8) CONCLUSION AND FUTURE DEVELOPMENT

This paper has shown that it is possible to use a
Double phase faults 88% (7 of 8) decentralized knowledge-based system for the

analysis of power system disturbance recording,
Double phase to earth faults 100% (8 of 8) thus reducing the risk of an “information overfiow”

Three phase faults 100% (8 of 8) as well as the communication and storage require-

ments. The system consists of two main parts; the
knowledge-based system in substations and the
central data base for the storage of disturbance




data. The system in the substation analyzes the raw disturbance files and produces condensed reports of
what has happened. These reports are then stored in the data base for use with operational decisions, dis-
turbance reporting as well as to give guidelines for maintenance activities.

With this system, it is possible to take advantage of all the information that may be acquired by modern dis-
turbance recorders.

Future development of the system will be devoted to the enhancement of the rules inthe knowledge-based
system. By enhancing the rules, the goal rate of the system may be increased above 85%. Ancther inter-
esting development is the introduction of a knowledge-based tool to work in parallel with the data base on
the central level in the system. By means of this knowledge-based system, automatic evaluation of differ-
ent suspected maloperations may be performed. The combination of a knowledge-based system with its
capabilities of reasoning and the data base containing all the disturbance data for the power system, will
be an efficient combination.

However, irrespective of future development, the system already today enables an extensive evaluation of
power system events, which will enhance power system security and increase the operational efficiency.
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Appendix A: SIMULATED POWER SYSTEM

The system has been tested with a number of recorded disturbances. The power system used is given in

Figure A1 below.

END A

84%

END B

AOHA—=
L7 ;7

400 kV
40
1
Xgia =152 Line length = 150 km
XSOA = XSOB =26.6 Q 21 = 0.037 +j 0.31 Q/km
& =0, +50 or -50 Zo = 0.083 + j 1.03 S2/km
Cy = 13.0 n"F/km
Cgy = 8.5 nF/km

\A-LN[

-
Afhaesmeeons

Figure A1: Simulated Power System And Protection Scheme

For each fault location and for each angle of the B end generator, the following fault cases have been

recorded:
TABLE A1:
SIMULATED FAULT TYPES
Fault Type Fault (lge;sri]s)tance ::;I;

Wo ground i 10 t?O

Double phase 2x1.5 160

Double phase to ground 2x15+10 160

Three phase 3x15 70

Totally, this gives 32 different cases. All of these were taken into account when the figure of the success

rate in this paper was calculated.

The additional tests with the incorrect settings, interrupted communication, delayed breaker and loss of
voltage were all carried out with a part of the above test program.



